ERV320f1RV325 VPNIEHBERS LR EBLHEF
v 2l R o< B L% A M4 (VPN)

B#r

EMERAMEVPNREANE  ATES A AMEELERZEAFPNRRURERZEM,

Hoh—fVPNER R EFIHEIMAVPN, BEFEFIHREIMK |, B LUIRiEE BN T AE it IE

XEBHNATTRE S XA , LEERSERXE 2 BEHFAZERKRE. AVPNARLEE

VPN , BN ELERNSNMNEFPEEVPN, RV32x VPNEHSERIEZ T XERINVPNEA,

AR A4HY B AR RN A ERV32x R FIVPNIR 88 LBl B A F P i B VPN,
BEARE

‘RV320XXWAN VPNE% B 28
- RV325F JKIXWAN VPNES FH 8%

R

+v1.1.0.09

Bl 4H & PR B R VPN

SB1 B ZEARFEELHEF HiEEVPN > Client to Gateway., R ZF3TFF Client to
Gateway ( EFinZEIM>x ) TUH :



Client to Gateway

Add a New Tunnel

Subnet Mask:

255255 2550

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0

Remote Client Setup

Remuote Security Gateway Type:

P Address W

P Cnly

S2. % HGroup VPNE % =241 LUR INA % F iw B M X VPN,




Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN

Subnet Mask:

Group Ma. 1

Tunnel Mame:

Interface: WANA W
Keying Mode: IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Graup Type: Subnet (¥
IP Address: 192.168.1.0

2552552550

Remote Client Setup

Remauote Client:

Ciomain Mame:

DomainMame(FODOM) )

A b3 BESE

1.4 Tunnel NameFZERF i ABZ B I EFho




Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Name: ;il_.lﬂﬂ_&l_‘ll
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 25660
Remote Client Setup
Remuote Client: CiomaintMame(FODMN) (¥
Domain Mame:

AEE . ARS — RTERS. CREINERNFER,
S22 MEO(Interface) FTHRLFIFRS |, EBVPNAEZM B AT A 438 HEO,



Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunne_l_‘l_
Interface:
Keying Mode:
Enable:

Local Group Setup

Local Security Group Type: Subnet v
IP Address: (192.168.1.0
Subnet Mask: |255.255.255.0

Remote Client Setup

Remauote Client: ComainMame(FQDMN) w

Domain Mame:

HPR3.EHEnable ZEEAE LS AKX EIMXVPN, BIAMBERT , BT ERARS.



Client to Gateway
Add a New Group VPH
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0
Remote Client Setup
FRemote Client: DomainMame(FQDM) W
Comain Mame:

AR BEEX — EREANSORIIER. FMAZRANIKERKE —ET , XEKE
Internet@ A IR(IKE)D A T B ERMRRMHAZRE |, URVUBENET S HRINE

=0

R4 ERFEINEMNENREAFERKERENRIAE , BO TR H BT RE LR
FiRiE,

b iz =

S ¥1.MLocal Security Group Type T H%1 3% Hi%$F ] LA 8] VPNRZE B & H AR B LANA
RAFHE, BRiIARFH,



Client to Gateway

Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN

Group Mo. 1

Tunnel Mame: tunnel_1

Interface: WaAN1 W

Keying Mode: IKE with Preshared key

Enable: o

Local Group Setup

Local Security Graup Type: Subnet W
IP

IP Address:
IF Range

Subnet Mask: VL LU LW ;

Remote Client Setup

Remauote Client: Domaintame(FQDMN) (¥

Domain Mame:

ARRTUE LT -

P — RE—/MFELANRZ AT LG RIRRE, NRIEFIIED , i57“IP Address” ( IP it
) FERH A LAN RZH IP sk, ZRiAIP ikl 192.168.1.0,

FHW — BEFMWLENFAELANRZEH AT L RIBRE, MRIEFHIED |, §557E 1P
Address” ( IP #tbiit ) F1“Subnet Mask” ( FM & ) FEH i A LAN iZZH 1P ik F 7K
B, BRIAEBN 255.255.255.0,

IPBE — —RIILANIRZ AT LG R BRE, MRIERIIED | EEFBIPMERIPFEF S
Bl A BRI F— M RE—1. BRIAEER 192.168.1.0 F 192.168.1.254,

SR ERFEBMNAANREFARERREFRENRINE , BRI TR A LT REURE
RE.

ERES iR

S B1.MRemote Security Group Type FHFIZRA |, 1EZF 7] LA R VPNRRIE B9 #8 Az FELANF
FEAF4H,



Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key
Enable: ol
Local Group Setup
Local Security Group Type: IP (¥
IP Address: 1892 168.3.0
Remote Client Setup
Remauote Client: DomainMame(FQDM) (¥
Domain Mame: Email Address(USER FQDM)
Microsoft XP/2000 VPM Client

A AETE LT -

A (FQDN) F 31 — ] LU F AV G RIPEE, MR EFRIED | EE“Domain
Name” ( BH ) FER P AEMEHN BT

B4 3 (USER FQDN) S 3AE — T BB AR ik 15 EIBR0E ., MRMEIBULIATR | 1575
“Email Address” ( B4tk ) = ER R A BBt

‘Microsoft XP/2000 VPN f= i — A& I EMicrosoft XPE2000 VPNE = iR B9 & F
i 3R 4 17 (I BB

SR ERFEBNAANREFRERREFRENRINE , BRI TR A LT REURE
RE

IPSec % M i% I

£ 1.MPhase 1 DHA T H1 51 & F ik £242 2 #9Diffie-Hellman(DH)4H ., 2 1 R T 1EBSE R
WMZRAEIE TBHERLXE (SA) , UXBFRENWFHRIIERF. Difie-Helman2 AT 5
1 BOEEMN B ZAZIRIPN , BTRERHAURIDES.



Remote Client Setup

Remaote Client; Microsoft XP/2000 VPN Client | w

IPSec Setup

Phase 1 DH Group: Group 1-768 bit v
Group 1- 768 bit

Phase 1 Encryption : | Group 2 - 1024 bit

| Group 5 - 1536 bit

Phase 1 Authentication: MD5 4

Phase 1 3A Lifetime: 28300 sec [ Range: 120-86400, Default. 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

Phase 2 Encryption: DES "]

Phase 2 Authentication: MDs o

Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

ARRTUE LT -
41 (7681 ) — ITERANRESRR , ERE2MHKK.
412 (10241 ) — ITEZANEERE , BLLA1ER %,
435 (15361 ) — ITEREBNES , BERES,

2. M\Phase 1 Encryption TSI R FIE R E LW N Z 5 ERNZEZ] . AES-128RHF R
MR MR, VPNRRER KIS EFEAERNNES *,



Remote Client Setup
Remote Client: Microsoft XPr2000 VPN Client |
IPSec Setup
Phase 1 DH Group: Group 2 - 1024 bit W
r ™
Phase 1 Encryption : DES W
Phase 1 Authentication: 3DES
AES-128
Phase 1 3A Lifetime: AES-192 ec ( Range
AES-256
Perfect Forward Secrecy; A s
Phase 2 DH Group: Group 1- 768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 W
Phase 2 A Lifetime: 3600 sec ( Rang
Minimum Preshared Key Complexity: [ Enable
Preshared Key:

A AETE LT

‘DES — #IFEMESRE(DES)R — 56BN MBS E , EFR—MERREMNMETT
, BRIREREE T RROERE.

-3DES — Z EHIEMFEIRHE(BDES)R — 168U E R MBS E , B THEMERAKRND , AR
ENBFEMNEZE=R. XLDESRHESNEZLMY , BLLAESREMHER,

-AES-128 — B INFIRAE | T 12801 240 (AES-128) , F 128U Z4A# ITAES I,
AESLLDESE®R, EX%., BE , AESttL3DESE R, L%, AES-128LLAES-192F1
AES-256E 1R , BEZ £ MHRIK,

-AES-192 - AES-192{F Fi 192 BR4AH TAESHIZR, AES-192HLAES-12818B{EE L4 |, b
AES-256RBEFRZ £,

-AES-256 - AES-256F F 256 Z4A# ITAESINE . AES-256LLAES-128FIAES-19218 |, {8
ERE,

SEINFIMRF ORI THIIRPERELINSHRIES E. VPNRREEREXF i fE A
MEH & HBRIESE,



Remote Client Setup

Remate Client:

Microsoft XP/2000 VPN Client | »

IPSec Setup

Phase 1 OH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 SA Lifetime:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 5A Lifetime:

Preshared Key:

Perfect Forward Secrecy:

Group 2 - 1024 bit W
AE3-128 w
MD35 v
| SHA1 |
Group 1- 768 bit W
DES v
MD35 v
3600

Minimum Preshared Key Complexity: L] Enable

sec ( Range: 120-86400, Default 28800 )

sec ( Range: 120-28800, Default: 3600 )

AARTENLNT :
‘MD5 — JHEER W EEE5(MD5)RR128UMRFEHY , BIRBMIUTERFPBIERZ

o

-SHA1 — Z2HFIEERA1(SHAT) 2160 B 5 &% , LEMDSEZR £,

FPR4.7E Phase 1 SA Life TimeFEBH , I AVPNRREBEE 1M BRIFITHRSHNEE (R
MWHEBEN ). RIARTEFN28,800%,

~r
=

Wi



Remote Client Setup

Remaote Client:

Microsoft XP/2000 VPN Client | v

IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit W

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: Moa o

Phase 1 3A Lifetime: 2700 sec ( Range: 120-86400, Default: 28300
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit v

Phase 2 Encryption: DES v

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600 sec { Range: 120-28¢

Minimum Preshared Key Complexity: [ Enable

Preshared Key:

S5, (k) ENRAREESZRY |, Bk Perfect Forward Secrecy & i%#E, LLiED /o iF
BETMZAEMENERTZS HEEXBRRE , RATCTUREMESHZ S,

AR MRESWRESPBUHEF T2 EAFRE , WELFEEE2M ERDHA,
HIR6. M E 2R ERDHA T A1 51 76 At 558 S RIDHA



IP5Sec Setup

Phase 1 OH Group: Group 2 - 1024 bit "]

Phase 1 Encryption : AES-128 v

Fhase 1 Authentication: MD5 ¥

Phase 1 54 Lifetime: 2700 sec ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

iGrnup2-1024bit |
|Group5-1536bit |
Phase 2 Authentication: 1|03 ]

Phase 2 Encryption:

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default 3600 )
Minimum Preshared Key Complexity [ Enable

Preshared Key:

ATRIRTUE LT
41 (76811 ) — ITEBANEEHR , BRLHHK,
402 (10241 ) — ITEZHANEERE , BHLA1ER 2,
405 (15361 ) — ITEREBHER , EERE,

S P2.MPhase 1 Encryption F L3I R IR E LW N Z 5 LR MZZE ., AES-128RHFZE
SHMPIEERE M HEE. VPNRRER WS EERAMERN MRS *,




IPSec Setup
Phase 1 DH Group: Group 2 - 1024 hit W
Phase 1 Encryption : AES-128 LY
Phase 1 Authentication: MO5 W
Phase 1 SA Lifetime: 2700 sec ( Range: 120-36400, Default. 2830
Perfect Forward Secrecy;
FPhase 2 OH Group: Group 2 - 1024 hit LY
r ™\
Fhase 2 Encryption: DES L
Phase 2 Authentication: 30ES
AES-128
Phase 2 SA Lifetime: AES-192 sgc ( Range: 120-28800, Default: 360
AES-256
Minimum Preshared Key Cnmplexiw:Ef11ahiu /
Preshared kKey:

A AETE LT

‘DES — #IFEMESRE(DES)R — 56BN MBS E , EFR—MERREMNMETT
, BRIREREE T RROERE.

-3DES — Z EHIEMFERE(BDES)R — 168U E R MBS E , A THEMERARND , BH
EXNBFEMNEZE =R, XLDESRHESNEZEMY , BLLAESREMHER,

-AES-128 — B INFIRAE | 1280140 (AES-128) , F 128U Z4A# ITAESIIE,
AESLLDESE®R, EX%., BE , AESttL3DESE R, L%, AES-128LAES-192F1
AES-256E 1R , BEZ £ MHRIK,

-AES-192 - AES-192{F FI 192 BR4AH TAESHIZR, AES-192LLAES-12818{EE L4 |, b
AES-256RBEFRZ £,

-AES-256 - AES-256F F 256 Z A ITAESINE . AES-256LLAES-128FIAES-19218 |, {8
ERE,

S|MMNE2M R FHRIE THIIRPERELN S ORI E. VPNRBREFENHFiRER
MEHN & HBRIESE,



IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit ¥
Fhase 1 Encryption : AES-128 W
FPhase 1 Authentication: [fna v
s
Phasze 1 SA Lifetime: 2700 sec ({ Range: 120-86400, Default 28800 )
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit W
Fhase 2 Encryption: AES-128 W

Phase 2 Authentication: [ MO5 7] ]

Phase 2 3A Lifetime: SHAY i sec { Range: 120-28800, Default 3600 )

Minimum Preshared Key Complexity: L] Enable

Preshared Key:

ARRTUE LT -
‘MD5 — JHE R ESEES5(MDS)R RN 128U MR FHEY , BIRBMITERFPBBERZEERE

-SHA1 — Z2HFIEERA1(SHAT) R 160 B 5 &% , LEtMDSE &R £,

H 9 7E Phase 2 SA Lifetime=ZE& ¥ |, i AVPNBRBE F2M BRIFEN RSN EE ( AR
NEAL) o BRIARTE F93600%,



IPSec Setup

Phase 1 DH Group: Group 2 - 1024 hit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: Mos v

Phase 1 SA Lifetime: 2700 sec ( Range

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

fPhase 2 SA Lifetime: 360 sec ( Range: 120-28800, Defau )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght
freshared Key Strength Meter: P e | )

0. (iE ) MREZGATHAEZRAMEE LT , iHIEPMinimum Preshared Key
Complexity EiE4E,

E X : RiEFMinimum Preshared Key Complexity % , IR ZZFABEITBEEFER
ETRMAZERANERE., ICXRTFRE  EERTUESAE , FBRTEE,

SRNEMAEZRAZRPRAFTFTHRH, HRSUEANTAHRHBENTAREZRN,
VPN BRERH in & ZE A RN A ERH,

AR EABUUIEERKENSHAZANMAZESR , LRFVPN,

SHRIEREFLIN BN LIV REAFERRERENRINE , FATRIHRTZTREUR
T?—'Lx%

BRRE
SR AT BRURBEERRE.

/



IPSec Setup

Phaze 1 DH Group: Group 2 - 1024 bit W

Phasze 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 w

Phaze 1 5A Lifetime: 2700 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy;

Phasze 2 DH Group: Group 2 - 1024 bit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800, Default. 3600 )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ghd

Preshared Key Strength Meter: T [

Advanced + I

RS .E RAdvancedX s, , EARFFERA A,

P

Phase 2 Authentication: SHAT W
Phase 2 SA Lifetime: 360 sec { Range: 120-28800, Default; 3600
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

Preshared Key Strength Meter: e i o

Advanced

£,

Aggressive Mode

4]

Compress (Support IP Payload Compression Protocol(IPComp))

L]

Keep-Alive

(<]

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

E =

MAT Traversal
\ F,

| Save || Cancel ‘

H|2 (Wi ) MEMNEERERIK , 5k P Aggressive ModeEit1E, EEhENIESAEZEE
DX RRRBERRMID , XBEEFDHRRATE , EZ2ERE,



FIR3. ( Wik ) MREEHFIPHIEHRAI K/ , i#i%& "+ Compress(Support IP Payload
Compression Protocol(IPComp)) &4, IPCompR—fIPEAMN , AFENKGREREREKLL
X F = %5 BB ARIR A% i BHE T it B AR AT 63 2k B R R P2 3R B9 K7D

HR4. (AL ) MR/LFHLEVPNRRENEREFRIFEIRES | HikPKeep-AliveFiL1E,
Keep-Alive T B T AR 7 IEE RS M A EH B M EE,

SIS (WiE ) MEREXNHBERATEARILE. BEIRBANBTHRBEZEENT BEIPRL
MR , HIEFPAH Hash AlgorithmE %48, AEMNTHRIIRPERELEN SRS L, B2
ER RN EENERE

ARRTUE X NT
‘MD5 — JHE R ESEES5(MDS)R RN 128U FEHY , BIRBMITERFPBBERZEERE

[¢]

-SHA1 — Z2HFIEERA1(SHAT) R 160 B 5 &% , LEtMDSE &R £,

SR WREAFA A HEANRBETVPNERE , #i%NetBIOS BroadcastE 1% 1E, BIATE
M T ARIEFRIRS. NetBIOSH T BN Fi#4 R A FMWindowsZh e ( ZANetwork
Neighborhood ) # UM EZHRHITENHL, TTHENZFIMERIR.

S]7. (Wik ) MBREEL L AP MFABLANG [EInternet , #IEANAT TraversalE i 4E
o NATZEHATHEABRENFABIPHUE RALNEIPHLE , LEFIAE Pt & ZFEMEE
REH LI,

S8 BT REF URFIRE,
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