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Basic Setup

Launch Mow... | To help you quickly setup the router to access internet, you may launch the Basic Setup Wizard.

Access Rule Setup

To help you easily setup the security policy for router, you may launch the Access Rule setup
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Welcome to the Access Rules Installation Wizard

Metwork Access Rules evaluate network traffic’s Source IP address, Destination IP address,
and IP protocol type to decide if the IP traffic is allowed to pass through the firewall. Custom
rules take precedence, and may override these rules. RV32(0's default stateful packet
inspection.

The ability to define Metwork Access Rules is a very powerful tool. Using custom rules, itis
possible to disable all firewall protection or block access o the Internet. Use extreme caution
when creating or deleting Network Access Rules.

RY320 has the following default rules:

- All traffic from the LAN to the WAN is allowed.
= All traffic from the WARN to the LAN is denied.

« All traffic from the LAN to the DMZ is allowed.

- All traffic from the DMZ to the LAN is denied.

- All traffic from the WAN to the DMZ is allowed.
- All traffic from the DMZ to the WAN is allowed.

Custom rules can be created to override the RV320 default rules.
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S Sclect the Action.

Seni
s Select Allow or Deny depending on the intent of the rule. For example, to configure the router

Log to allow all FTP traffic access to the Internet from the LAN, select Allow. Or, to restrict all FTP
traffic access Internet from the LAN, select Deny.
Source Interface

Source I[P Action: DG
Destination IP
Schedule
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v Action Select the Service.
Select the senvice that will be allowed or denied from the Semvice menu.

Semnvice: | POP3 [TCP/110~110] v

| Back | | Nex | Cancel
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v Action Select the Log.

+ Senice
You can select Log packets matching this rule or Not log.

Log: Mot log v

| Back | | Next | Cancel
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+ Action Select the Source Interface.

' Senice

Select the source, either WAM, LAN, DMZ or Any from the Source Interface menu. For

v Log example, to allow all FTP traffic to access the Internet from the LAN, select the LAN as source.

Interface; |WANZ ¥
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v Action Select the Source IP type and enter the IP address.

v Senice For example, to allow all users on LAM side to access the Internet, select Any. To allow certain
v Log users on LAN side to access the Internet, select Single or Range and enter the IP address.
v Source Interface [ Single ¥ |192_0_2_4
estination IP
Schedule
Summary
Finish
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Select the Source IP type and enter the IP address.

For example, to allow all users on LAMN side to access the Internet, select Any. To allow certain
users on LAM side to access the Internet, select Single or Range and enter the P address.

|Single v | 192024
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Select the Source IP type and enter the IP address.

For example, to allow all users on LAN side to access the Interm
users on LAN side to access the Internet, select Single or Rangs

|Range v | [1920.240 To [192.0.2.100
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' Action Select the Destination IP type and enter the IP address.

v Senice N ) . -
Select the destination, either Any, Single or Range * from the Destination IP pull-down menu.

v Log For example, to allow access to the DMZ port from the Internet, select Single or Range and
enter the IP address of DMZ port.
v Source Interface

[ v
+ Source IP Any

Summary

Finish
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Select the Destination IP type and enter the IP address.

Select the destination, either Any, Single or Range * from the Dest
For example, to allow access to the DMZ port from the Internet, se
enter the IP address of DMZ port.

|Single ¥ | [192.0.217
A — XAV AR ENEEIPH U, WAFTENIPHLL,
Select the Destination IP type and enter the IP address.

Select the destination, either Any, Single or Range * from the Desti
For example, to allow access to the DMZ port from the Internet, sel
enter the |P address of DMZ port.

|Range v | [192.0227 To [1920247
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+ Action When it works

' Senvice
Select the scheduling for this rule to be enforced.

v Log

Always :
v Source Interface Select Always from the Apply this rule menu if the rule is always in effect.
v Source IP *  Interval :

Select Interval to define the specific time and day of week range for this rule to be
v Destination IP enforced.
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v Action Enter the Scheduling

v Senice
Time Setting

v Log Enter the time of day (in 24-hour format) to begin and end enforcement.

From: E:SJD (hh:mmy)

v Source Interface

v Source IP

v Destination IP To: [17:14 | (hhomm)
Summary Date Setting
Finish

Enter the day of week to begin and end enforcement.

Everyday * Sun ! Mon ¥ Tue ! wWed L Thu L) Fri LI
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Action Summary

W
' Senice
Please review the following settings and ensure the data is correct.
v Log
Action: Deny
+ Source Interface i .
Service: All Traffic [TCP&UDP/L~65535]
W
Source P Log: Not log
v Destination [P Source Interface: WAN 2
v Schedule Source IP: 192.0.2.4
DRI vestination P Any
Finish Schedule : From04:30 To 17:14 , Sun |, Tue
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' Action Device Setup Complete

Senice Access Rules have been successfully configured.
Log

Source Interface

Source IP

Destination IP

Schedule
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Summary
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