£RV016. RV042. RV042GHRV082 VPN H
22 F{F A GreenbowH HELEC2G

B R

ETheGreenBowE Fim £t , SEANAT-TETFTERN MR B M KREERHEHREC2G ( BEFIRE
WX ). GreenBowR— 1N EFTFTREETELZENEHND L RS RN ME,
GreenBowH X Tl Z2FH |, FEBHRESHEE  AF AR TSGR Hol NE

o

RN B MAIERVO16, RV042, RV0O42GFIRV082 VPN H 25 L 18 F Greenbow B4 BiL iE
IPSec VPN C2G,

EARE

+ RV016
* RV042
- RV042G
* RV082

B R AN

*v4.2.1.02

C2GHGreenBow i 4 Bit &

SBR1 B FEHSFEEHAREFLULEVPN > Gateway to Gateway, Gateway to Gateway
HITFF :



Gateway To Gateway

Add a New Tunnel

Subnet Mask :

Tunnel Ma. 2

Tunnel Mame :

Interface : WAMNA
Enable :

Local Group Setup

Local Security Gateway Type : IP Only

IP Address : 0.0.0.0
Local Security Group Type : Subnet

IP Address : 192.168.1.0

2552552550

@ TR 3 ELocal Group SetupXiF,

Local Group Setup

Local Security Gateway Type :

IP Only

IP Address : 59.105.113.180
Local Security Group Type : Subnet

IP Address : 192.168.1.0
Submet Mask : 255.255.255.0

% =% : MLocal Security Gateway Type F I3 &K Fi&#IP Only,

% =% : MLocal Security Group Type T 153K F % Subnet.

EME : 7£IP AddressFER i AR HEFAYIP 4L,

SR : ESubnet MaskFER i AR HESH F MBI,



FEARL . @M TR EITTE R Remote Group Setup X1,

Remote Group Setup

Remote Secunty Gateway Type : P Only

IF Address b || 29.105.113.148
Remote Securty Group Type : P w
IP Address : 192 168.2 101

H I, 7. MRemote Security Gateway Type FHI5I & FiE#IP Only,

% 8 MRemote Security Gateway IP Address Type T HL 55K i $FIP AddressFE &,

] 9FEIP Address FE; Fia A2 B8 FHES BYWAN [Pt

$ B 10 MRemote Security Group Type T HL 55k £ ZIP,

S 111EIP AddressFE A |, i AR HEFHIPvAt L,



IPSec Setup

Keying Mode IKE with Preshared key -
FPhase 1 DH Group : Group 1 - 768 bit hd
Phase 1 Encryption : DES= -
FPhase 1 Authentication : MD5 -
Phase 1 3A Life Time : 28800 saconds
Perfect Forward Secrecy : o

Phase 2 DH Group Group 1- 768 bit -
Phase 2 Encryption : DES -
Phase 2 Authentication : MD35 -
Phase 2 SA Life Time : 2600 seconds

Preshared Key :
Minimum Preshared Key Complexity : J| Enahble

Preshared Key Strength Meter :

Advanced +

S 12MKeying Mode T H151 & F11%£ZFIKE with Preshared key.

IR 13MPhase 1 DH Group F 153k i%&#EGroup 1- 768 bit,

% 14 MPhase 1 Encryption 151K F %2 DES,

B’ 15MPhase 1 Authentication ™ 51 3R % EMD5,

S 167EPhase 1 SA Life Time= B #i A 28800%,

SR 17 MPhase 2 DH Group T 753k H i%&#FGroup 1- 768 bit.



%% 18.APhase 2 Encryption T HL5| &R £ EDES,

$ B 19. M\Phase 2 Authentication T H 513k %&£ EMDS5,

S 20.7£Phase 2 SA Life Time=ZE##i A 36008,

S| AEMAZBRA FRIBAFTENRFN/HFZBAE, EAHIF 12346787

Advanced

Aggressive Mode

Keep-Alive

AH Hash Algorithm | MD5  ~

E E N = N

MetBIOS Broadcast

1=l

MNAT Traversal

L]

Dead Peer Detection Interval 10 seconds

Compress (Support IP Payload Compression Protocol(IPComp))

S 22 BHAdvanced +. FF¥TFFAdvanced | :

S 23 % FANAT Traversal & iE4E,

ST 247 BHITE M LB 3IPSec VPN Client Greenbow 4



" ITheGreenHow YPN Client

-.@m

= E aberwayl

Mame |G ateviayT
Irderiace |Ary =]
Fiemote Gateway (53.105.112180
F Poasl "':-H' | ........
Cerdinen: | --------
(" Ceitificate ! |
|
* . P1 Advanced.. |
Enciypbion | DES -]
Autherticalion  (MD5 Ea
Koy Gioup |DH1(768] =]
Save & Apply |
Turrel @

HIR 257 Remote GatewayFERH , Hi A IZT2E% HEFAIWAN Pz,

IKE
Encoypion | DES - I
Authertcabion  |MDS o
Loy Gioup  |DH1[788] =

S 268 HP1 AdvancediZfll, 3T FPhase1 Advanced WA :




ok Thel(fage="Do— VOW S laei

Fhass | Adsaneed

Local il [IP Address

B R EERCARERTT

Remote 1D [IP Addess

=] [58105.112180

[~ Corfig Mode Feedund GwW |
[~ Aggresiees Mode MAT-T |Fouced -
H-Aauth -
[ Hebwith Popup Logn | =
[ Hybrid Mode Pasiwend |
Local ard Remobe 1D
Choose the type of ID: Sek the vskue for the 1D ped... |

| o] coxcel |
EVF'I-IM—I'EM-II

S 27TMNAT-T T HL5I R Rk Forced,

S8 28 f£Local ID and Remote ID 1515 %R IP Address.

FIR 297 Local IDFEXH i A B EHESAYWAN P ik,

$ B 307ERemote IDFER A i A2 B8 2T AYWAN [Pib it

1 31Click OK.



" TheGreenBow TPH Client

Fle YFN Configuration ¥ew Jook 7

B Conscle Phase2 (IPSec Configl

S8 328 FHTunnel1 Bt iEPhase2i& &,

5% 337 VPN Client address FEx i A RS 2SRV IPv4 b it .

IR 34 \Address type T H1 51 & F & Subnet address.,

B 357 Remote LAN address=FEk i A I 288 FHEF A LAN 31t

IR 367ESubnet Mask=F R il A2 HESH T MBI,

SRI7T BRHREHNA.

& Paameters Mame |Tunrell
€2 Cormmction: VPN Clert addiess | 192 . 168 . 2 . 100
= & Root Addiess lype | Subnet addiess -
= &2 Gatewnyl
SubnetMask | 265 255 . 255 . 0
ESP
Enchiicn ||'.'IE'5 j FZ Advanced ..
Autherbication | MD5 | Scaipls
Mode | Tureel =
M FFS  Guow [DHIE8 =) Open Tureel |
Save & Apply I
=) VPN ieady Turmel &
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