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VPN 5ite Configuration

General | Client | Name Resalution | Authenticatic] * | ¥

FHemote Host

Hozt Mame or [P &ddress Fort
A0

Auto Configuration ke config pull W

Local Host

Bdapter Mode

Uze a wirtual adapter and azzigned address W

AT L | Obtain Automatically
1380 Address

M etmaszk,

Save Cancel
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I:Iient Mame Resolution | Authenticatic * 0 ¥

Remate Host

Hoszt Mame or IF Address Fort
A0

Auto Configuration ke config pull W

Local Host

Bdapter Mode

Uze a wirtual adapter and azzigned address W

AT L | Obtain Automatically
1380 Address

M etmaszk,

Save Cancel
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General | Client | Mame Fezolution | Authenticatic * | *
IIIIII-FI ermote Hoszt h
Hozt Mame or I[P Address Fort
213.16.33.141 400
L ; -
Auto Configuration ke config pull W
Local Host
Adapter Mode
Uze awirtwal adapter and aszigned addrezs
AT | Obtain Sutormatically
1380 Addreszs
Metmaszk.
Save Cancel
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General | Client | Mame Resolution = Authenticatic 4 *

Hemaote Host

Host Mame or I[P &ddress Fort
213.16.33.141 A0
e "
At Configuration | ke config pull v
| dizabled
R e ¥ ke config pull
okl ke config puzh
Adapter Mode dhcp over ipsec

Lze awirtual adapter and assigned address W

M TL | Obtain Automatically
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Metrmaszk,

Save Cancel
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Gerneral | Client | Mame Besolution | Authenticatic * | *

Hemate Host

Host Mame or IP Address Foart

213.16.33.141 400
Auto Configuration dizabled W
Local Host

ﬁ

Uze a virtual adapter and azzigned addrezs v

lze a wirtual adapter and azzigned address
Uze a wirtual adapter and randomn address
\_LI s an exizting adapter and current addrezs

| Tl e s

Metmaszk

Save Cancel
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General | Client | Mame Resolution | Authenticatic * | *

Hemote Host

Hozt Mame ar [P Address Fort
213163314 40100
Auto Configuration ke config pull W
Local Host
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Uze awirtual adapter and assigned address
FMTLI | Obtain Autormatically 1
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Metmask

Save Cancel
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eneral Mame Rezolubion | Authenbicatic 4 ¥

Fireswall Options

MAT Traversal ehable W
MAT Traverzal Part 4500
k.eep-alive packet rate 15 Secs
I.E Fragrmentation enable W
M axirmum packet size 2400 Bytes

Other Ophions
v | Enable Dead Peer Detection
v | Enable 15&K.MF Faillure Matifications

| Enable Clent Login Banner

Save Cancel
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General Chent | Mame Resolution | Authenticatic 4 *

Firewwall Options

f ™

MAT Traversal enable W

dizahbil
MAT Traversal Port

force-draft

K.eep-alve packet rate forcaife

_ force-cizco-ud
|.E Fragmentation I""Elll'!'EI'!—L'-""F
M aximumn packet zize 2400 Bytes

Other Options
| Enable Dead Peer Detection

| Enable [S&AKMP Failure MNaotifications
| Enable Clent Login B anner

Save Cancel
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General Clent | Mame Besalution | Authenticatic 4 ¥

Firewall Options

MAT Traversal farce-draft W

M&AT Traversal Port 4400

k.eep-alive packet rate 17". Secs
|.E Fragmentation enable W
M axirmum packet zize 2400 Bytes

Other Ophtions
| Enable Dead Peer Detection
| Enable |S&FEMP Failure Motifications

| Enable Client Login B anner

Save Cancel
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General Chent | Mame Resolution | Authenticatic 4 *

Firewall Optionz

MAT Traversal force-draft W

MAT Traverzal Port 4400

K.eep-alve packet rate 17| Secs

IK.E Fragrentation ‘ enable W

b axirnumn packet zize
LI N

Other Dptions
| Enable Dead Peer Detechion

o | Enable |5&4KMF Failure Motifications
| Enable Clent Login Banner

Save Cancel

88752 : FEMaximum packet sizeFBHFRMARABBEI RN (AFTHEN ) . MRBIES
RNMNRFERRBFES KD, MHITIKED R, BIAMERN 540 F15,

HS|7. (Wik ) EAFITENMEF RN B —MNTTEWE |, %S Enable Dead Peer
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SO (HWik ) EESRRENEENBAFFIRE RERIETR , HiEHPEnable Client Loging
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General | Chent | Mame Besolution | Authenticatic) * | *

Fireswall Options

MAT Traverszal force-draft W
MAT Traversal Part 4400
F.eep-alve packet rate 17| Secs
IK.E Fragmentation force W
FM arirmum packet zize m

Otkher Options
| Enable Dead Peer Detection

| Enable |SAKMP Failure Maotifications
| Enable Client Login B anner

Save Cancel
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General = Client @-ﬂmﬂ HEED"-Jti'I'ﬂ)ﬁ.uthentiu:atic B P

D= NS

| Enable DMS | Obtain Automatically

Server Address #1
Server Address H2
Server Address H3
Server Address H#4

| Obtain Automatically

DM Sk

Save Cancel
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General  Client | Name Resalubion | & ythenticatic) + | *

| Enable DMS | Obtain Automatically

Server Address #1
Server Address H2
Server Address H3
Server Address H#4

| Obtain Automatically

DM Sk

Save Cancel

=2 : FEnable DNSELE 13 & R4 (DNS).

SR4A. (Wi ) EEZIIREDNSHRS Bttt , Fi%EH Obtain Automatically Ei%E4E, MRIEF
LIk |, BBk E LSRG,

BRYL  ERS /MU FERPHADNSRS R bit, MRE S - DNSERSE R , EERD
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General | Client = Mame Resalubon | duthenticatic * | ¥

DMNZ  wiNS

| Enable D5 Obtain Autormatically

Server dddress #1 213 .16 . 33 . 144
Server Address H2
Server Address H3
Server Address H4

| Obtain Automatically

DS Subfix

Save Cancel
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General | Client = Mame Resalution | Authenticatic * | *

oS | WINS

| Enable WirM5S | Obtain Autornatically
Server Address #1
Server &ddressz B2

Save Cancel

$ B 10i£FEnable WINSEL/S FAWindows Internet Name Server(WINS),



ST, (WL ) EBNIREIDNSIRS bk |, iFi£ P Obtain Automatically Ei%4E, WREF
LD, EBkES 13,

B 127EServer Address #1FE&R P AWINSHRSS 25/, IR BEHMDNSHRS S , £H
R Server AddressFEx A #il AiX LE fR 583 A0 st ik

VPN 5ite Configuration

General | Client = Mame Resolubon | Authenticatic) 4 | ¥

OHS | WINS

| Enable WiMS Obtain Autarnatically

Server Address H#1 213,16 . 33 .149
Server Addrezz B2

Save Cancel
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VPN 5ite Configuration

Client | Mame Fezalution G—"-'—lthﬂﬂtiﬂ-ﬁtiﬂﬂj Fhase 1 *

Authentication Method | Hebrid BS8 + =&tk

W

Local [dentity | Remate [dentity | Credentialz

|dentification Type

Fully Cualified Drormain M ame

FEDM String

Save

Cancel



AZE : EAuthenticationZ 4 , BAI B ESEH , FEFKEZIREITISAKMP SART B & 4
I0r,

% =% : MAuthentication Method FH IR FiEREYWN FHRIE S ZE.

BERSA+F RRIE — FREFFRFIE. FLWFSNMNAETEHRIE. FIERRA
PEMZPKCS12IEH X H AR X HERENFE R,

BEGRP +F RRIE — FEEFFHREILE. EFHENMXHTEHRIE, FIEHXA
PEM&PKCS12IE B X HMAZRAFRFENFE N,

WITRSA +§ RRIE — FFmMMXBREREHTH ORI, FTIERRAPEMS
PKCS12IE B X ZARE NN,

WEAPSK +f BRIE — FFRMNXHBRFERTLEIHITEORIE. TEERAREZAFH
ES): OB 2w

XMERSA — BEFIHMMXEBEEZREHITEHRIUE, FIBNRXRAPEMEPKCS12iEH XX 4
RZARBMER.,

WEAPSK — HFF MM HRFEZIERITEORIE. REFRAXZEEZAFTHBEHEK.



VPN 5ite Configuration

Client | Mame Resolution | Authenbication | Phase 4 | *

ﬁ

Authentication Method § Hebnd BS54 + #Auth e
Hybnd BS54 + #auth

Local ldentity | Remol Hybrid GRF + »éuth
Putual BS54 + #auth
|dentification Twpe || Mutual PSE + #$auth

oo P Libial BS54
Fully Clualified Do M bl FEE

FADMN Sting 7

Save Cancel
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VPN Site Configuration

Client = MName Resalution | Authentication | Phaze 4 | ¥

Authentication Method | Hpbrd BS54 + #=A0th W

(L'I":Eﬂ |'Z|Eﬂtit}') Rermote |dentity | Credentials

|dentification Type

Fullp Qualfied Domain Mame W

FEOM String

Save Cancel

EE A BMIEELAEBIMKXHITRIENID, fELocal IdentityZf o & , BLEIRIRFERAN
FQDN ( E2REEE ) FHRUBEIDW KEF X,

#£ = . Mlidentification Type TH 5| TP IEFHNHIRIRIED, HIEMEERIN A & 7K
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T2REEHE — A FONEFEFRMAETE2RESR. WREARNKIAT , TRITSR
3, REBESRT,

AFZEERESE — A SONEFRPRETHAFZ2RERE, WRERMER |, 15
MITEW4 , RRBREDRT,

Pt — A BN EFIRIFMRETIPH#E, R %A Use a discovered local host
address , N|& B3 AMIPHbuE, MBEFBLIED , FHITEERS , RAERREDRT,

BARIRYT — BEZAR ARG REA L EFIRNE P IWRIRAT, MRERIIED , HHhT
HIROMLIRT o



VPN Site Configuration

Client | Mame Bezolution | Authentication | Phase 4 | *

Authentication Method | Hybnd RS + #Auth o

Localldentity | Remate |dentity | Credentials

Fully Clualified Domain Mame W

Fully Qualified Domain Mame
Uzer Fully Cualified Dromain Mame
IF &ddress

I.ey | dentifier

Save Cancel

B=4 . EFODNFRHEBEFZRPMATE2REH K FNDNSFRF R,

S8 : fEUFQDN StringF B P AP T2 RENE B FNDNSFRF &,

SBRYL : FUFQDNFZRFEFER PR AP,



E7R% : EKey ID String® i A A TARIR ARt B F im0 BEAPRIR o

P$] 7.8 Save (®R7F) , MRFRE,

ZRESHERE

$ 1% FHRemote Identityi T+



VPN 5ite Configuration

Client | Mame Besolution | Authentication | Phage| 4 *

Authentication Method | Hebnd RS5&8 + #Auth W

Lacal [dentity cH ernote |dEﬂtit}D Credentialz

|dentification Type
By W

|
Save | Canicel

AR ZRFHSRIERAMXNID, EZBEHHIHP , MARERENBEIDHNRIESR

o
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TL2REEHE —ZBEONEFRRMRETESREEH B, REEAuthenticationZp 1 BI5E
25 RIERPSKE M RIUE G ER |, FREIEF AT, MREFRLIET | FRITTERL , REH

EHIRS,

APT2RESE — ZRSONEFARIMAETAFT2RESE. REE
Authentication#f 2 HY 58225 FIE IRPSK & B I UE 7 AR |, F BEi R ULk, W RERF S E I
, BRATHZ IS , Riask =L ]S,

Pt — RSN EFHEIMRETIPH#E, R %A Use a discovered local host
address , N2 B3 X MIPHbiE, MBEFREIED , BMITEEHE , ARRELERS,

-BRARIAN — ETEHAMRAFRFRZEER P RN F P RRR AT, MRERIER | H
ITERTMLIRS,



VPN Site Configuration

Client = Mame Resolution | Authentication | Phage 4 ¢

Suthentication Method | Hybnd B5a8 + #=Auth W

Local Identity | Remate [dentity | Credentials

entifieatiorn Tune
_— ﬁ
By W

e
A5M. 1 Dizhinguished Mame

Fully Cuahfied Domain Mame

Uzer Fully Qualified Cromain M ame
IF Address

| K.ey |dentifier

Save Cancel

=2 : 7£ASN.1 DN String Bt &% AASN.1 DNFEHF &,
FMNYL . EFQDNFZHAEFRHPRAATEREF R IENDNSERE,

SERYL  TUFQDNFZREFERPRMAAF T2 REH B ENDNSFRFH,
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SR 7.7EKey ID StringF B i A A TR IR A i & - im Y B AR IR AT o

S 8 i Save (R7F) , MRERE.,
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1818 FHCredentialsiZ I+,



VPN Site Configuration

Client = Mame Besalution  Authentication | Phazel * | *

Authentication Method | Hybnd BS54 + =Auth W

Local Identity - Remaote Identity‘ Lredentials I

Server Certificate Autonty File

Client Certificate File

Chent Private Fey File

Fre Shared Fey

Save Cancel

A= : ECredentialsZf % , BEETMHZ 4,
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Client = Mame Resalution  Authentication | Phaze| 4 | *

Authentication Method | Mutual P5E v
Local Identity | Remate |dentity | Lredentials

Server Certificate dutanty File

Client Certificate File

Chent Private F.eyp File

Fre Shared F.ey
0000089

Save Cancel
£ . Bik$ZEServer Certificate File , 1§ R dServer Certificate Authority FileFE&5Zi8HY
B, REERFREEPCLRFRFBF|IEHXHFHEE,

=4 . EitEClient Certificate File , 1§ R i Client Certificate File FEREZLM...Bir , AF
EREEPCLARERFPWIED XHRREZR,



L . EikEClient Private Key File , i§ R & Client Private Key FileF B 3Z0H...BR , A
BIEBEEPCHRERFIRFAA X4 BE,

SR . FEPreShared KeyFBRH R ATAZF4, WRANSEERERENEANZAM
&

FAY : ]ifi Save (#7F) , MREFRE,

BIMEREE
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VPN 5ite Configuration

Mame Resolution | Authentication Pha: 1 *

Fropozal Farameters

Exchange Type AggQreszve W
O'H Exchange group 2 W
Cipher &lgonthm aulko W
Cipher K.ey Length Bitz
Hazh Alganthm auto W
E.ey Life Time limit cb400) Secs
F.ey Life Drata limit 0 Kbytes

Enable Check Pont Compatible Wendor 1D

Save Cancel

AE : fEPhase 1349 , B LR ESH , LEUUERIHFEEZ P ImMKHISAKMP SA,

%= . MExchange Type TH 5K EFELHPZHHARBRER,

FE —NFhNEHZIRT
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VPN Site Configuration

Mame Besolution | Authentication | Fhase1 | Pha + | *

Fropozal Parameters

ﬁ

Exchange Type agoressive W

O'H Exchange

Cipher &lganthm auto W
Cipher k.ey Length Bitz
Hazh Algonthm auto W
K.ey Life Time limit cb4l0| Secs
K.ey Life Data limit U Kbytes

Enable Check FPont Compatible \endor [D

Save Cancel

=2 : £DH Exchange THIFIZ&kH , & F7EVPNIE LR E H RLEF R MEN A,

M : ECipher Algorithm TR FIFR A |, EFFEVPNIE BEL E B 8] & 2 19 5&E LT,



SFHY : &ECipher Key Length THIFIRF |, EREEEREVPNEZEMNEFNETNZRAKE T
[ 0priAsT

88754 : #£Hash Algorithm TR 5k | iR 72 ELEVPNIE B IZENIED,

HIR 7.7EKey Life Time limitFBF , MAEZREVPNEZHEEANE,

PR 8% Key Life Data limitFEBH , MAZRFHE (ULFFTAEN ) . BINMERO, XR
KHAZIIRE,

$ P9, ( Wik ) i FEnable Check Point Compatible Vendor IDEE4E



VPN Site Configuration

Mame Resolution | Authentication . Phase 1| Pha 4 0¥

Froposal Parameters

( Exchange Type m
[O'H Exchange group 1 W
Cipher &lgarithim desz W
Cipher K.ey Length Bitz
Hazh Algornthrm md5 W
k.ey Life Time limit a0d00| Secs
k.ew Life Drata limit 10 Kbytes

L | Enable Check Pont Compatible Yendar (D )

Save Cancel

P, 108TE Save (RE ) , MRFRE.,
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VPN Site Configuration

Authentication  Phaze 1 Falicy 1]

Fropozal Parameters

Tranzform Algonthm auto W
Tranzform F.ey Length Bitz
HRAL Slgarithm auto W
FFS Exchange dizabled W
Compress algonthm dizabled W
E.ey Life Time limit 600 Secs
K.ey Life Data limit 0 Kbytes
- Save Cancel

EZE : EPhase 2&nmh | WU LIEESH , LEAUET EGZREEFimMNXBIPsec SA.

F = : ETransform Algorithm TRk |, &R FEVPNIE LD & H A& R YLD,

F£ =% . &ETransform Key Length FHIFIFzR A , 1£F 5 VPNIE #H & H [EEFRIETI ZA K
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FME : EHMAC Algorithm T RIZIR AP |, EFEVPNZEZEE & B ELE R ED,
B8H L : 7£PFS Exchange THFIRF | IEIFEVPNIEER B B EEFHIEDT,
BARY : EKey Life Time limitZBHF , #AEEEVPNEZERBEEANE.

HPR 7.1EKey Life Data limitFERF , WABZRFHE (A TFTFZTREN ), BINMERNO, BT
KHAZIRE,



VPN 5ite Configuration

Authentication | Phase 1 Phase £ | Palicy 1]F

Fropozal Farameters

Transtorm Algonthm ezp-Jdes W
Tranzform ey Length Bitz
HMAL Algornthm md5 W
FF5 Exchange grovp 1 W
Cormpress Algonthm deflate W
k.ey Life Time lirmit 2all| Secs
KeyLite Datalimt | 10| Khytes
Save Cancel

PR 8 i Save (R17F) , MRFIRE,
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VPN Site Configuration

Authentication | Phasze 1 F'haaeE 5]

IPSELC Palicy Configuration

Folicy Generation Lewvel auto b

M aintain Perziztent 5ecunty Azzociations

| Obtain Topology Autormatically ar Tunnel Al

Hemote Nebwork, Resource

Add b codify [relete

S ave Cancel

AR HEPolicy®oH , EX TIPSECKRE , B RFEEZRBE T EEENATRESURIT
REE,

8% =% : fEPolicy Generation Level FHIFIR A | %% 5E M KL,

B3 — B EBEXENIPsecRBEHR F,
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H— — AR —REXEK,

HE — EXBHRBERGE S KR,

VPN Site Configuration
Authentication .F'hase1 Phaze 2 Faolicy 253

IFSEC Policy Configuration

Folicy Generation Lewvel ‘ auto W

b aintain Perziztent 5ecuntp :
| 1| require
| Ubtain Topology Automatid: unique
zhared

Femate Netwaork Resource

£dd t cudify D elete

Save Cancel




SBR3. (Wit ) EEQIPSect® , ik F Maintain Persistent Security Associations &£ 4E
MREA , WEEEEERENSN ERETHE. WREAR , IRESEHTHE,

SBR4. (L) ENREZBEWBFRENNBIIR , IENAMEHREIRIAKIED
RVOXX , ii%H Obtain Topology Automatically or Tunnel AllE%4E, IMRKEF |, MMSAF
HRITERE. WREPHEEE , FHELSERI0,

VPN 5Site Configuration

Authentication | Phaze 1 | Phase 2 | Folicy b Bt

|IFSEC Faolicy Configuration

Falicy Generation Lewvel - auto v

W | M aintain Perziztent Secunty dzzociations

o | Obtain Topology Automatically or Tunnel Al

Hemote Metwork, Bezource

Add b iy [ elete

Save Cancel




FBHD . BHAJCFHEIFKBERMEIFRH, HITopology EntryE O,

Topology Entry

Type Include ot
Address

Metmazk

Lk Lancel

FART  EType THFIRP |, EFREHHIED,

‘B — BEVPNRIX 75 B M 4.
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Type

Address

M etmaszk

Topology Entry E

Ihclude W |

Ihclude

k. ‘ Cancel

ST 7. EAddressFEH |, i ARVOXXHY Pt

$IR 8fENetmaskFERH |, M AR Z I F MWD ot



Topology Entry

Type Include W

Address 192168, 1 . 0O

Metrnazk 2R5 . 255 255, 0

Lk Lancel

518 9Click OK.RVOXXHY IPih 31k 1 F A #8452 t#h 31k & ‘R £ Remote Network Resource%ll &R #,



VPN 5ite Configuration

futhentication | Phase 1 | Phase 2 Folicy s [

IFSELC Palicy Configuration

Folicy Generation Level zhared
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