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A LA Cisco Secure ACS for WindowsFIVPN 30005 H88E XA , BEMERANEABRAETE,
TUUTES LAE{LIRE -

- VPN 3000 REF E ARV A BRBEREEE N, XBEEMARBRE éﬂ BATFEAMAZEZRA
(A% ) EIFIVPN 30005 H N MZERMBZRARR(KE)R1E, XRNEREEIEREE
VPNEH K BERIVPNE Fin LB BRI MERE A B HAZB,

- ¥ECisco Secure ACS for Windows R 5585 LB B 6 ¥R #RADIUSE M E NS ERE
(VSA)# TR SERM, S5VPN 3000% 88— {# FIHVSAZRADIUS(VPN 3000)8 .

. #Cisco Secure ACS for Windows RADIUSIRGS#BR LEEAF , ASEsREBE—RSE| LA
BENEAP—NE, AFRENHAEYHENY. , SAFPBEI SHRIEAR , Cisco Secure ACS
for Windows X L8 1 & A EIVPNE AR ES,

VPN 3000 $ErhEstnfE A M Ar R4

FEVPN 30005 25 AVPNE RSN PREA MEARADIUSH AR ITE MRS , CX4IEHNE
WEIWEME. VPNEFRR[ZBUTREINFEARY , T HRIEREVPNEFRERHERIERSE
FARADIUS:

1. APERYE — XERMRLAR LT EAEMEEM,
2. BEARY — éﬁ?ﬁﬂ%ﬁhu‘tﬁ‘}*ﬂlﬁl MEMEMEHBEARMER,
3. EXARY - VPNERREFMEMERTAFIBEAREFROVEMENE,

VPN 3000 3 #EhER i E

SERATHNISER | LMERNIPseciEEFMTENSHE ECisco VPN 30005728 , AR AVPNAFE
BAAAR i LAHRADlUSEEXEEJ&ﬁ%ﬁLxE

EAXRRES , BRBEIEHAROBRVPNESRSS , ARBNSK/NEE , ML TREATR

Logi n: admin

!--- The password must be "admin". Password:***** \We| come to C sco Systens VPN 3000 Concentrator
Series Command Line Interface Copyright (C 1998-2005 Ci sco Systens, Inc. 1) Configuration 2)
Admi nistration 3) Mnitoring 4) Save changes to Config file 5) Help Information 6) Exit Main ->
1 1) Interface Configuration 2) System Managenent 3) User Managenent 4) Policy Managenent 5)
Tunnel ing and Security 6) Back Config -> 1 This table shows current |IP addresses. Intf Status IP
Addr ess/ Subnet Mask MAC Addr €SS - - - - - - - - - - oo oo oo oo oo oo oo oo
--------------- Ether1-Pri| DOAN | 10.1.1.1/255.255.255.0 | 00.03. A0. 89. BF. DO Et her 2- Pub| Not
Configured| 0.0.0.0/0.0.0.0 | Ether3-Ext|Not Configured| 0.0.0.0/0.0.0.0 | ---------------------
---------------------------------------------------------- DNS Server(s): DNS Server Not
Configured DNS Donai n Nane: Default Gateway: Default Gateway Not Configured 1) Configure

Et hernet #1 (Private) 2) Configure Ethernet #2 (Public) 3) Configure Ethernet #3 (External) 4)
Configure Power Supplies 5) Back Interfaces -> 1 1) Interface Setting (Disable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Management 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 1 1)
Di sabl e 2) Enable using DHCP Client 3) Enable using Static |P Addressing Ethernet Interface 1 ->
[ 1 3 This table shows current |IP addresses. Intf Status |P Address/Subnet Mask MAC Address ----
--------------------------------------------------------------------------- Et her1-Pri| DOWN |
10.1.1.1/255.255.255.0 | 00.03. A0. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 | Ether3-
Ext| Not Configured| 0.0.0.0/0.0.0.0 | -----mmmmmm oo oo oo
--------------------- DNS Server(s): DNS Server Not Configured DNS Domai n Name: Default Gateway:
Default Gateway Not Configured > Enter |P Address Ethernet Interface 1 -> [ 10.1.1.1 ]
172.16.124.1 20 02/ 14/ 2007 09:50:18.830 SEV=3 IP/2 RPT=3 IP Interface 1 status changed to Link
Down. 21 02/14/2007 09:50:18.830 SEV=3 I P/1 RPT=3 IP Interface 1 status changed to Link Up. 22



02/ 14/ 2007 09:50:18.950 SEV=3 IP/1 RPT=4 IP Interface 1 status changed to Link Up. > Enter
Subnet Mask 23 02/14/2007 09:50:19.460 SEV=3 IP/2 RPT=4 IP Interface 1 status changed to Link
Down. Ethernet Interface 1 -> [ 255.255.255.0 ] 1) Interface Setting (Disable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Managenment 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 11
This table shows current | P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----------
--------------------------------------------------------------------- Ether1-Pri| Up |

172. 16. 124. 1/ 255. 255. 255. 0 | 00. 03. AO. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 |

Et her 3- Ext | Not Configured| 0.0.0.0/0.0.0.0 | ------m-mmm oo oo
---------------------------- DNS Server(s): DNS Server Not Configured DNS Donmai n Nane: Default
Gateway: Default Gateway Not Configured 1) Configure Ethernet #1 (Private) 2) Configure Ethernet
#2 (Public) 3) Configure Ethernet #3 (External) 4) Configure Power Supplies 5) Back Interfaces -

VPNEFSHREREREEEF , FAXETMECEEE.

- BB/ B &
. “Configuration > Interfaces”® #y3Z O/#%5 ( public=10.0.0.1/24 , private=172.16.124.1/24 )
. Configuration > System > IP routing > Default_Gateway(10.0.0.2) f Default Gateway ( BRiA
P )
geEt , VPNEE A ER AEEHTMLM A B 48377 18]

Z  MRVPNERBEMNGEED , WEERITUTHSR

1. %&£ Configuration > 1-Interfaces > 2-Public > 4-Select IP Filter > 1. Private ( B\ ) .
2. 1% Administration > 7-Access Rights > 2-Access Control List > 1-Add Manager
Workstation 27 i 74 35 & 32 25 Y 1P e it o
REMABEBEVPNER R , TEEMITIXESER,

SERXANSERE , TEIGUIEAWeb I B HIEZZINEBENZEONIP, TREREE. EX
e R R AR EB R LB HTMLIG R VPNEEF 8

1. 1% Configuration > Interfaces AfE ST GUIFEF R E#E O,

Save Ne HrlHIJE R

Thiz section lets you configure the VI 3000 Concentrater’s network interfaces and power supples

In the table below, or i the picture, select and chok the mterface wou want to confimre:

Interface | Status IP Address Subnet Mask DMAC Address |[Defaolt Gateway)
Ethernet 1 (Private) | I 172161241 2552552550 00,03 A0 8% BF. D0
Ethernet 2 (Public) | TF 10.0.0.1 2552552550 00,03 A0 8% BF. D1 |10.0.0.2
Ethernet 3 (External) |N¢t Configured 0.0.0.0 0.0
DINS Server(s) |DNE~' Server Mot Configured

DNS Domain MName

2. X Cisco Secure ACS for Windows RADIUSERSS 28 A 1N EIVPN 30005 A 25L& |, TR LA
TS B, #%#EConfiguration > System > Servers > Authentication , AEMNEREF B §
Add,



Configure and add a user authentication server,

Selectng fnternal Server wall let you add users tc
Server Type IF@DIUE = database. If you are usmng EADIUS authenticahor
additional authonzaton check, do not configure a

A‘l.lﬁ'l.ﬂl'lﬂgl::.tlﬂl‘l [17216.1245 Enter IP address or hostname
Used For | User Authentication =] Select the operation(s) for whuch this RATTUS se
Server Port[0 Enter 0 for default port (1645),

Timeout[4 Enter the timeout for this server (seconds)

Retries IE_ Enter the number of retries for this server.
Server Secret [“~ Enter the RADIUS server secret.

Verify I"““'““"““'ﬂ Ee-enter the secret.
Add Cancel |

R PRS- 25K BRADIUS , HHCisco Secure ACS for Windows RADIUS RS 8578 MNixX £33
. MAEEMSHERE NEBINRS, Authentication Server — i A Cisco Secure ACS for
Windows RADIUSR S 8589 IPH#E1t, Server Secret — 5 ARADIUSHRSS 85 %40, X A2 IR
FECisco Secure ACS for WindowsHi & # B & VPN 30005 1 856 52 H’J*Eﬂfﬁ‘f'ﬂo Verlfy —
EFMmAZRBUHTRIE, XAEVPN 3000EFENEREEFHFME HRIERSEE. R
SEHBFTELMER , RIFCHBENFHRIIRSSHR, MRANABEFHRIIRSS , e
MERNEREHRIERS R,

3. EEVPN 30005+ = LR ERREL , BXHU TSR, NEXKERiEFEConfiguration > User
Management > Groups , RF# H“Add”., EEEENFHEXIANXLESH, EERFR
BEXESHH , BORENA ¥ XESHREREZRHRVPNEZEFMENREER, X&ES
BUERBRIZVPN 3000588 FEARENBRINEBRER. B4

Thiz section lets you add a group. Checle the Inhexit? box to set a field that wou want to default to the base group value.
Tcheck the Inherit? box and enter a new value to override base group wahies

Tdentity Parameters
Attribute Value Description
[I:?:;E ||paev:gn:|l.p Enter a unique name for the group
Password |"‘""""'"“"‘ Enter the password for the group.
I
Verify IEﬁ Wenfy the group's password,
External groups are confpured on an external authenticahon server (e.p BADITTS)
T || ternal | : .
ype|memsl 2 mtersad groups are confipured on the VEIT 3000 Concentrator's Internal Database,

[ add | Cancel |

44 (Group Name) — B AL B, i , IPsecUsers, Password — i AA ML, X2
IKESFEWHAZF4, Verify — EFMABBIUIHTRIE, 3EH (Type) — REERIAE : AP

IPsec




Check the Inherit? box to set a field that you want to default to the base group walue, Uncheck the Inherit? box and enter

Identity | General IPSer  Client Config | Client PA T HW Client | PPTP/LZTP | WebWPN | HAC

IPSec Pararneters

Inhent? Dies

Atimbute Value
IPSec SA| ESP-3DES-HDS |

Fl Select the group’s IPSec Secunty Aszociat

IEE Peer Ident

Validati llfsuppurladhyl:er‘.iﬁl:aiaﬂ

[v Zelect whether or not to vahdate the identst

IEE Keepahves| [+

¥ |Check to enable the uze of IKE keepalves

Confidence IntenraI||3I:IEI

{seconds) Enter how long a peer 15 permith

[ .
Y checks to see f it iz stll comected

Tunnel Type | Femata Accass 3

Select the type of tunnel for tus group. Tps

b iz edad

Hemote Access Parameters

Group Lock| ™

¥  |Lock wgers into thiz groug

Euthenﬁcaﬁgnlrl_il.ﬂGIUE =

r Zelect the auwthenncanon methed for membs
apply to Individual User Authentication

|N|:|ne vI

Authorization Type

Tunnel Type

Tf tnembers of this group need authonzanor
¥  |awthorzabon method, I wen configure thos |
Server

1% 1ZRemote-Access. FARIF — RADIUS, XIF&EIFVPNERSEFRAMAL

FERN AP #TEHRRIE. MR E(Mode Config)-BEEAEE., %55 Apply.
4. EFEVPN 3000 H 8 LEEZ NS HRIERSEE , BRAUATESR. EXAE , REERZ
P, REREHBRI TR ERRIERSSS . MELRRSEPTEFEXLRSES , bkl

NENMAELENFHBIERS R,

Configuration | User Management | Group:

s

This section lets you configure groups. A group 12 a collechon of users treated as a single entity.

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To
group parameters, select a group and clhek the appropnate button

Artions

secgroup (Intemalky Confiqured)

Add Group |

Modity Group |

Delete Group I

Current Groups

Modify
_Auhenicston Seners

. Authentication Serv

Authonzation Sersers

Accounting Servers

address Fools

Bandwidth Assignment

YWebWVPM Servers and LIBLs
YWebPN Port Forwarding

|
|
|
Client Update |
|
|
|

R RSEFFEARADIUS , FHHCisco Secure ACS for Windows RADIUS ARE 88 /A INiX £ 53
o FAIEEMSERENBINRE, Authentication Server — #i A Cisco Secure ACS for
Windows RADIUS RS 25 Y IPtbiit, Server Secret — i ARADIUSERFZ 88 %4, XAMRE
f£Cisco Secure ACS for WindowsEi & F Bt iEVPN 30005 258 fE VMR % 4R Verify —



B ARBIHITRIE,

5. % #Configuration > System > Address Management > Assignment}i% " Use Address from
Authentication Server , UMEE & FimiEd F ARG , P it ARADIUS RS 85 1 6 2 #Y
Pt % B4 VPNE F i o

This sechon presents Address Assignment ophons, Each of the followmg methods are tned, m order, untl an address 15 foun

Use Client Address [ Check to use ﬂm_r IF address suppled by the chent. Thes can be ovemdden by
userfgroup conbigurabion

LUse Address from Authentication
Berver

Use DHCP [ Checls to use DHOCF te obtam an [P address tor the chent

Cheecls to use internal address pool confipuration to obtan an IF address for the
client

W Check to use an IF address retneved from an authenbcaton server for the clent

Use Address Pools

[’ Reuse l_ Enter the length of hme m minutes (0-480) that a released méernal
address pool [F address wall be held betore beng reassnigned.

Delay

Apphy | Cancel |

RADIUS R e B

A RS b ER 9 T 4B ¥ Cisco Secure ACSELE N RADIUSHRSS 88 , LA{ECisco VPN 3000% 55+ 88

— AAAE P iR RVPNE P in A - S 3 101,

M HACS AdminB#5 , LAEZE1TCisco Secure ACS for Windows RADIUSHR K 25 IPC LB s &
AF, NREE  FACANAFRFENRBER,

1. EFFVPN 30005 #1887 i ZICisco Secure ACS for Windows RSB & , TR UATHE,
R EEE H 2R INK B LURAAAZ FIm R INZIRADIUS RS 25

e Surewt — Network Configuration

Select
Iﬁ User
Setup

iﬁ e e - v
Q AAA Clients

L ?u:-m“ | AAA Client Hostname | AAA Client IP Address | Authenticate Using

T | | nm-wlc 192.168.11.24 | RADIVS (Cisco Alronet)
a Configuration
| WLC 172.16.1.30

RADIUS {Cisco Airespace)

= St

iguration

Add Entry Search J

Interfaoe
B Configuration

AVPN 30005 H 2R RF MU TS




Network Configuration

Edit
Add AAA Client
AAaA Client Hosthame YRMN3I000
172.16.124.1 =]
Adh Client IP Address
ke ciscol23
Authenticate Using RADIUS {Cisco YPMH 3000/ASA/PLE 7.1+ j

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure).

[T Log UpdateMwatchdog Packets from this Ass Client

[T Replace RADIUS Port info with Username from this ass Client

Submit Submit + Apply | Cancel |

AAA Client Hostname — %i AVPN 300052 EH& ( A TDNSH#EHT ) - AAA Client IP
Address — % AVPN 30005 859 P, Key — % ARADIUSARE 23540, X MMRIEBTE
VPNEFE LA NS B RIERS e B E RN 4. Authenticate Using — 1£#RADIUS(Cisco
VPN 3000/ASA/PIX 7.x+), X A ¥FVPN 3000 VSAE RIEGroupE BE O, #3H“Submit’,
1%£1ZInterface Configuration , £ #HRADIUS(Cisco VPN 3000/ASA/PIX 7.x+) , 5% A Group
[26] Vendor-Specific.




Interface Configuration

RADIUS (Cisco VPN 3000/ASA/PIX 7.x+)

User Group
[028/3075/001] Access-Hours
[026/3076/002] Simultaneous-Logins
[026/3076/005] Primary-DMNS
[026/3076/006] Secondary-DNS
[026/3076/007] Primary-\WINS
[026/3076/008] Secondary-WINS
[026/3076,/009]
[026/3075/011] Tunneling-Protocols
[026/3076/012]
[0z26/3076,/013]
[028/23076/015] IPSec-Bannerl

[026/32076/016] [IPSec-Allow-Passwd-Store
Subrmit Cancel

AX : ‘RADIUSEM26"—RIEFTE R NEIERM. Hlin , %#FInterface Configuration >
RADIUS(Cisco VPN 3000) , # & &5 o B M L026FF k. XERFIAXERNEETE
M #E TIETF RADIUS 265, BIAVBER T , XEBMF2E AR A REFETR. BEE
HIGBEHE TR , HOBREMEEEFFEHARADIUSHITEHRIIMNAAART I ( EARHIH R
VPN 300052 ), RF , NEOREFREZTEEAFRE. AREIHEFITNEM
- BEXTABMERERZENFMER , BFSHRADIUSE M., 2T “Submit’,

. E@mCisco Secure ACS for WindowsEt ERIN4A |, iEERIATE R, &#EGroup Setup , R/F
ERHS— /N ERA | FlIGroup 1 , AJF# iRename Group.

SEP-Card-Assignment

[PSec-Sec-Assaciation

[PSec-Authentication

HL I e s I N (O B A
< XX IR R R R K



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/3.3/user/guide/ad.html

Group Setup

Group |1 Group 1 ~]
Users in Group Edit Settings |

Fename Group

HEMERN
EERELNEN. HlMW , ipsecgroup. HTFAFBERMENXLES R EFLAEHRRRIZA
WEFRAE, MRMEAFBRER—4A%F , BULUNEMAVPNAF A, #HEdit
Settings AR BB FTEn & WA F S B,



Group Setup
Jump To

Group Settings : ipsecgroup :I

Access Restrictions

Group Disabled E

- Members aof this group will be denied access to the
netwoaork.

Callback 2]

)

Mo callback allowed

" Dialup client specifies callback number

Use Windows Database callback settings (where
possible)

=

& #HCisco
VPN 3000 RADIUSHEL EXLeHER M. XA FDELA AR AP 4 %&Cisco VPN 3000
RADIUSEM , X R FEE&EFCisco Secure ACS for Windows A A PP BV KB o

Submit Submit + Restart Cancel




Group Setup
Jump To

Cisco YPN 3000/ASA/PIX v7.x+ RADIUS ﬂ .
Attributes
I [30764001] Access-Hours
|
™ [3076%002] Simultaneous-Logins
0
™ [20764005] Primary-DMS
0.0.0.0 -
[T [207640068] Secondary-DNS
0.0.0.0
™ [30764%007] Primary-WINS
0.0.0.0
[T [20764008] Secondary-WINS
0.0.0.0
™ [30764009] SEP-Card-aAssignment
|any-sEP «| | =
Submit Submit + Restart Cancel

= MER
L, REEVPN 3000RFIEFHBHRENSRIPREREA , HEVPNEFBHIWEEAT S
MEBERNEBEY , A EEEVPN 3000 RADIUSE %, #EAVPN 3000/ % : Primary-
DNS — # AEDNSHRE 251 IP# 4t . Secondary-DNS — % A #BIDNS RS 25 H9 1P b 41t .
Primary-WINS — % A EWINSHRSS 8589 IP#i st Secondary-WINS — % A% BhWINSBR 5585
#9IP#it, Tunneling-Protocols — i%##IPsec. XX/t iFIPsecEFPimiERE, FATFFEH
PPTPZL2TP, IPsec-Sec-Association — i AESP-3DES-MD5, iX Al #&{R T B|IPsec®E ik
EEATANRS NHZEH1TIERE, IPsec-Allow-Password-Store — %2 Disallow , /A T8¢
FHZBRFEVPNE k. IPsec-Banner — i AXE BFRE , HEENBAAFE TR,
m Wil FAMyCompany & TVPNij A | "IPsec-Default Domain — # A&/ BB .
m |, “mycompany.com”, XABUEFTZLEN. B2 , MRETHEEVPN 30005 FHER
HEMREEENR , NENBUEREUTEY  ANER — AR TAFENERAR—HA
FREFZIRE. BN 152, SEP-Card-Assignment — i #R{EKSEP, IPsec-Mode-
Config — 1£3#FON, IPsec over UDP — i£#ROFF , BRIEEFH L M4 iy A 7 £ A IPsec over
UDPIpIGH 1TiERE, WMRIEFON , MVPNE Fim{hEEH 2t 2 A IPsec over UDPH IE B i #%
- IPsec over UDP Port — %238 Bl 774001£14915189UDPI% 05, X %IPsec over UDP4:F



RSN , FEAkKOS, T—ABEMHEREHEEAEVPNEHSR LEBERLEM , ARS
gEEFEATI]. BN ERAFER, Access-Hours — X ERIETEVPN 30005 HE3HY
Configuration > Policy Management i & —R3#Access Hours. = MACisco Secure
ACS for Windows i “i7 BB 3R B LB %, IPsec-Split-Tunnel-List — X ERIEFEVPNE
/2% LAY Configuration > Policy Management > Traffic Management T i& EM & 5%k, X2 %
EHEFRHRHMESIR , eEREPIRCEBEMNEZER I RPOBPLMNE, EAHRBPESRE
IPLE , AFERMNAAARRS BRI DE , SMEEVPNE IR P BN & 4 8IiE S5 IPibit 5 &

Group Setup
Jump To

IP Assignment ﬂ
" Mo IP address assignment
" Assigned by dialup client
" Assigned from asas Client pool

*  Assigned from AA4 server pool

Porailable Pools Selected Fool=s

] e] | Crowa I
Ll pri =
System configuration > IP pools3EA 3 VPN Clientf F 8IZIPt , A5 % $Submit,




System Configuration

MNew Pool E
MName pooll
Start Address 10.1.1.1
End Address 10.1.1.10

Submit I Cancel

System Configuration

AAA Server IP Pools

i d

Pool Name

Start Address

End Address

In Use

pooll

10.1.1.1

10.1.1.10

0%

Restart AR ZE B HBE A, EEXLESHRUFINESZA,
3. #£Cisco Secure ACS for Windows LECBA /7. 1%£#¥User Setup , M ARAF & , REEH

1% $#Submit >



User Setup

Add/Edit,
BEED TREENATSH

User: lipsecuser]
Find | [ add/edit

List users beqginning with letter/number:
A BCDEFGcHTIJELHN

List all users |

Femave Dynamic Users

ER /IR



User Setup

User: ipsecuserl {(New User)

"

T Account Disabled

Supplementary User Info ? |
Feal Name [useri
Dascription |u:-,erl
User Setup hd

Password Authentication:

|.&CE [nternal Databasa E|

CiscoSecure PAP (also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

|1-4-1f1--|-1-4¢-1--|-

Password

|:|-++c:nc::u-+4c:c:¢

Confirm Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password |

Confirm Password |

When a token server 15 used for authentication, supplying a separate CHAP
password for 3 token card user allows CHAP authentication. This is especially useful
when token caching 15 enabled.

_——Group to which the user 15 assigredh—

'C_ _ [lpEE.'l: group _T.L _,"

—_— o —

Submit Cancel

Password Authentication — #%£3#ACS Internal Database., Cisco Secure PAP - Password —
WMARAFH#EB, Cisco Secure PAP — WIAEB — EFWAFTAFNEB, APSEEN
H — EREEL—SHUEBENEANES. 2ESUbMItURFHEEAFIRE. EEXESR
PURINEAMA R

AVPNE 8 P 55 Bl 8 25 1P it it

BRI THER

1. BIEFHHVPNAIPSECGRP,
2. BB EEKNESIPH AR HiEFIPSECGRP, 1%i#FAssign static IP address with the static IP
address assignment , % #75IPibiik #E Client IP Address Assignment 2 &i.



User Setup

T Separate (CHAP/MS-CHAP/ARAP)

Confirm W ook ok ok ok ok R ok ok ok ok ok ook ok
Password

When a token server is used for authentization,
supplying a separate CHAP password for a token card
user allows CHAP authentication. This is especially useful
when token caching is enabled.

Group to which the user is assigned:
IPSECGRP -]

Callbaclk

llse group setting

O

No callback allowed

Callback using this number

Dialup client specifies callback number

O D

Use Windows Database callback settings

Client IP Address Assignment

Use group settings
Mo IP address assignment

Assigned by dialup client

= DD

Assigh static IP address [192.168.1.55 W

-

Assigned by Aad client pool

Submit Delete Cancel

VPN %/ i i




AFNEVPNEFIHEE,

1. kB FF 3k > B > Cisco Systems VPN & > VPN &,
2. B New LAE 3 Create New VPN Connection Entry B M.

# ciatus: Disconnected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Opbions Help
ﬁ.-.arﬁ ﬁ £ = ' ) );/J Cisco SvsTems
-I"-._ T, N
Connect Mew Impot M odify Delete
Connechan Entries |Eertifi|:ates | Log I
I Connection Entrp | Hozt | Tranzpaort
< | 2
Mok connected.

3. HIBRE , ARBEEE—NEH. RFE , b LU AWH,. EHostFHIEEVPN
30005 E8 /A HEFEOIPHLE | REEFEGroup Authentication, SAGIRMHAZMZE, £5
Save A=K FTHIVPNIEREZK B



# YPN Client | Create New YPN Connection Entry

Connection Entry:

Descrption:

Haost:

Authentication

Mame:

Pazswaord:

WRNLEE!

Headoffice

f* Group Authentication

Confirm Pazsward:

10.0.01

ITranspDrt Backup Servers | Dial-Up I

7 Mutual Group Authentication

IpEECOroLp

HEHEEEEENE

HEHEEEEENE

{7 Certificate Authentication

M ame:

[T Send CaA Certificate Chain

Erasze Uzer Password SCave

I Canicel

AR BR

VPNZE i B B & 3 £ A Cisco VPN 3000 R FIEH R EERNHBEALA B MANESE,

ViR puig bk

FHRIETER , BRLURMIZK,

1. VPN 3000.L , #%#Configuration > System > Servers > Accounting Servers , SR /g7
Cisco Secure ACS for Windowsfk 5525
2. % Configuration > User Management > Groups , RHEER—MNA |, ARG # TModify
Acct , AT ESMNARMEMCIKRES S, RFE/. AEH AICHKIRS25H 1Pt AR5 28 25

Ho



Configure and add a EADIUS user accounting server.

Accounting Server |172.16.1245 Enter IP address or hostname.
Server Port [1646 Enter the server TTDP port number.
Timeout[I Enter the timecut for this server (e
Retries[3 Enter the number of retries for this
REFVEr Secret [Hos= Enter the BEADITS server secret.
Verify [ooee* Ee-enter the server secret.
Add Cancel |

H A TWindowsH BRI Z£ACSH , 2R RIEHKIZHR , A TR HATR
o

RADIUS Accounting active.csv [ Befrash [l Dowrioad

Fegular Exaression Stast Date & Time End Oate & Time Fows per Page
| ||'r mydd v b mmi ss ||'r T ddi oy bR mmiss |t a j

Apply Filter Cleas Filter |

Filtering is not appled.

P calling- At - At - Ak - Barvice- | Eramed- Avcd-  Acrd- Acct- A
Dale Time #  Lser-Mame N.—trr:~ "ilnrillrlg—lrl Blatus- Session- Session- lwom | Probocol Imput- Oulpul- Tnput- O
S S ——r Hype i limg 0% FOUUEE oorars Octets Packets Po
HLE2Z2005 18 238:20 ipsecuser] ipsecgroup 192,165, 1.2 Start ESFOO000T ., Framed PPF A, T . .
- YR 3000 [ fault Accounting
TS [ =
10/27/2005 18:38:20) - 1o o nerator Group : o :
g L L 1 I.‘!efauI: ) .Eft_cc.lntini; )
e Concentrataor Group off

riur
EARES THARBES ERIET.
AP

TR HERERF (R
2 47

BiIFVPNEEFER

TEVPN 30005 488 , %k Administration > Administer Sessions A iF iz FEVPNEEE R £ .

) (OIT) F#EE L show & H. A OIT JEEFEX show an 5



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

[ LAM-to-LAM Sessons | Management Sessions |

Femote Access Sessions

' Assigned TP Clione | BEES | NAC

Fsername Address Crou Protocol | Login Tune Tvoe Tx Hesult Actions
- Public IP =1oup Encrvption | Duration Vﬁn Evies Posture

Address Bx Token
Oct 27 :

. 10.1.1.% . IFZec TWmtTT ] .

ipsecuser] 192 168 1.2 | APSECEFOUP [arro jco 1555211{4 a8010300| 8056 His [ Logout| Ping ]
¥iFVPNE %

SEREA T ZRRESIE VPN & F i,
1. # HConnect A /3 31 VPNE £,

# status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Entries Status Certificates Log Options Help

ot &=
22 B :
Lonnect g rport odiy Delete

Connection Entries |Eerth:etes ] Log I

Cisco SysTems

Host

Connechion Entry
10.0.0.1

YPnuUser

J

Tranzpaort
IPSec/UDP

ﬂgt-cmne:tea}

2 MWENETRATHAFP SRR, M ABRNWAFZMNBBLEIVPNERE,



status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Enkries  Status  Certificates Log Ophions  Help

@ @ @ M Cisco SYSTEMS

Cancel Connect M [rnport b odify Delete

Connection Entries IEertificates | Log |

Connection Entry Host

Ypnuser 10.0.0.1

# VPN Client | User Authentication for "vpnuser”

Enter Uzername and Pazsword.

Cisco SysTems

Jzemame: |ipsecuzer]

HEHEEEEX

« FPazzword:

Cancel

|

“Authenticating us u_E=E:.> [(TTL]

3. VPNZE P i 5 51035 R EYVPN 30005 1 853
# status: Cannected | VPN Client - Version 4 8.01.0300

Connection Entries  Status  Certificakes Log Ophions Help

% ﬁ E] @ Im Cisco SysTens

Disconnect M e [rport kadify Delete

Cornection Entries | Cerificaes | Log I

Conmcction Entry 7

YNuUser

| 1

Connecked ko "vpnuser Connected Tine: 0 day(s), 10:00,06 El y




4. %$% Status > Statistics LA 2 VPN Client BYB&E % i+ 338,

# VPN Client | Statistics

T unne Details} Route Deails l Firewall l

Addrezs Information Connection Infoimation
Client: 10.1.1.9 Eriky: WONLIZE!
Server. 100,07 T, 0 Jayl=], 00,07 .33
Bytes Crypto
Received: 448 E noryptior: 168-bit 3-DES
Sent; E314 Authentication: HMAC-MDE
Packets Tranzport
Crcrpted: 50 Transparent Tuwneling:lnactve
Decrypted: 3 Local LAM: Dizabled
Dizzarded: 18 Corpression: Mohe

Evpazzed. 31

Reset

Cloze

P B R

TERATER , WEEH#THRELRR.

1. 1% Configuration > System > Servers > Authentication , REFTRUATEZE , SO
RADIUSHRSS 22 5 VPN 30005 H 88 2 RIHERE, ERENRSR , A5 EETest,



Thiz section lets you configure parameters for servers that authenticate users.

Tou should have a properly configured EADITS, T Domain, DI or Eerberos/Active Direci
configure the mternal server and add users to the nternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or

Authentication
Servers Actions

172 16,1245 (Badius/User Authentication]
Internal (Intermal)

Add

Modify

Delete

hdowe Lp

tAoe Down

Test

# ARADIUSH & M5 , RFEEHOK,

Enter a username and password wath which to test. Please wait for the operation

Username |ipsecuser

shobohebedodedodd

Password

K I Cancel |

@ Authentication Successhul

Continue |

REFETRRIE S BRI,
2. MREKEHE , MaHNEERBRIPEREFB, RWEACSHS 28 LHFailed Attempts

Log (XMZ=HBE) , EREHEMEXRNWES., MRLEBEPREREMEER , WAEEFRE

IPE#EEB, RADIUSTERAKREIIARADIUSHRS 28, WIEN A TEZVPN 3000+ 8EONT

B R A AFRADIUS(1645) 8RB o MR &M IUER T , EVPN 30002 EF

MAKY , FEIRFRRORENLEESHAET. MREETIE , AIUEERF

Configuration > System > Events > Classes > Modify(Severity to Log=1-9,Severity to



Console=1-3)&¢ VPN R EHRIMAUTH, IKEMIPsecE#I, AUTHDBG,
AUTHDECODE, IKEDBG. IKEDECODE, IPSECDBGHIPSECDECODEt A , 1B [t
AEZEE. MREFEFXMRADIUSEF M TEENEENFHES , AUTHDECODE,
IKEDECODEMIPSECDECODEFE™ &M 5lLog=1-1312 L E &,

3. MMonitoring > Event Log# 58 B4 B &,

1513 1002712006 18:37:25 330 SEV=8 [KEDBGME1 RPT=4T 192 168.1.2 _:]
SEMDING Message (msgid=66T9165e) with pavloads .

HOR + HASH {8) + HOTIFY (11)

total length : 20

1515 1072712006 18:37:35.830 SEV=8 [KEDBGME1 RPT=48192168.1.2
RECEWED Message (msoid=9575he36) with payloads ;

HOR + HASH {8) + NOTIFY (11) + NOKNE ()

otal length - 80

1517 10/2712006 18:37.35.830 SEV=8 I[KEDBGM RPT=120 192.168.1.2
Group [ipsecgroup] User ipsecusert]
processing hash

1818 1072712006 18:37,35.830 SEV=08 IKEDBGM RPT=121 192 168.1.2
Group [ipsecaroup] User ipsecusert ]
Processing Motify payload

1819 10627572006 18:37:35 830 SEV=4 IKEDBG/36 RPT=10 192 168.1_2
Group ipsecgroup] User ipsecuser]
Sending keep-alive oftype DFD R-U-THERE-ACK (seq number 0x653e486d)

1521 10/27/2006 18:37:35.830 SEV=9 IKEDBGM RPT=122 192.168.1.2 j
-

Pause Display | ClearDisplay | Restan | receiving. .

HEBRVPNZ Fi#84.8 for Windows i

SER AT S ELBEBRWindowshx VPN Client 4.889 &,

1. % Log > Log settings ATEVPNE F i /5 A B &R 51,



& VPN Client | Log Settings ]

Changing logging lesvels will take effect immediately and will cause the curent log
window to be cleared.

IKE: [ LOG.IEE ]
Connection Manager: | 1 - Liow ﬂ [ LOG.CM ]
Diaemon [cvpnd]: | 1 - Low | [LOG.CYPND |

User Authentication: | 3-High v | [LOGXAUTH |

Certificates: | 1- Low | [LOG.CERT]

IPSec: | 3-High | [LOG.IPSEC]
Command Line: | 1-Low =] [LOG.CLI]
GUI: | 1-Low | [LOG.GUI]
PPP: | 3-High | [LOG.FFP]
Firwali | 1-Low =] [LOG.FIREwWALL ]

QF. Cancol

2. %+ Log > Log WindowELEEFVPN ClientP# B &% H .




# YPN Client | Log Window

Cizco Systemsz WPM Client Verzion 4.8.01.0300

Copyright [C] 1938-2005 Cizco Systems. Inc. All Rightz Reserved.
Client Twpelz]: Windows, WinM T

Running or: 5.1.2600 Service Pack 2

Config file directony: C:MProgram FilezhCizco Systems'\WPM Client

1 12:26:29.234 103068 Sev=Waring’/2  [KEDwd 3000067
Received an IPC meszage durng invalid state [[KE_MAIN:50Y)

g 1226:36.109 1043106 Sev=waming/2  CWPMND/0=E234000713
AddR oute failled to add a route; code 87
Dlestination 192.168.1.2585

Metmaszk, 250, 205,205,255
Gateway 10.1.1.9
[nterface 10.1.1.9

3 122636109 103106 Sev="wamings2  ChMA0xA3100024
Unable to add route. Network: cOa20016, Metmazk: FEEE, nterface: 2010709, Gateway: a0107103

Cizco Systemsz WPMN Client Version 4.8.01.0300

Copyright [C] 1998-2005 Cizco Systems, Inc. All Rights Reserved.
Chent Twpe[z]: Windows, WinNT

Running or: 5.1.2600 Service Pack 2

Config file directony: C:\Frogram FileshCizco Systems'\WFM Client

1 12273640 103106 Sev=Info/4IPSEC/OxE3700013
Activate outbound key with SPI=0x2c3afd45 for inbound kew with SP1=0xc9c1 b7 d5

2 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0xc3c1b7d5

3 132742656 10/31/08 Sev=Info/4IPSEC/0xE370000C
K.ey deleted by 5P| Oxc9c1bydb

4 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0x2c9afd45

A 122742656 10/31/06 Sev=Info/41PSEC/0x6370000C
F.ey deleted by SPI D2c3afddb

HXER

. Cisco VPN 3000 RIIEPBEFRHA

. Cisco VPN BP0

- |Psec {hE/IKE

. Cisco Secure ACS for Windows &R
. FERADIUSHRSS 88 - Bl B zh 2533 58 28

- BREZFHHLHY - Cisco Systems
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