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AXHEPNEEHRRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BE, MRBEANREIMEG  FRARKELTHMEGTHEERN,

P 4
AXALEAUTRERE -

14.38 80.x 14, 38.100.x
14.38.100.100 172.18.124.132 172.18.124.131 14.38.100.3
. b = P
Private LAN k Cloud % rivate LAKN
Cisco VPN 3000 Cisco VPN 3000
Concanirator Concentralor
14.38.100.x 1438 200 x

FABELAN 1MFAHELAN 2891PF M #EB5914.38.100.0/24, XIEHL T IPSechZ & M in f5 #Y 5 & ith it 22 (7]

o

FEABF|H , VPN 30005 FERMITMEINATHR R , AEFH DT ALANT LUBET IPSechEEEIE, ik
EWRE T ALAN 18I IPSecB3iE % AILAN 2“&"7914.38.200.0/24 , & ALAN 2:&JIPSechzi&
& FLAN 15" 14.38.80.0/24,

p

BRXHANBNEZEEFS N CiscolRkRERMM",

BCEVPN 3000£E 1 8RA

£ LA T ZBRECIE VPN 30005 8:A,

1. £ Configuration > System > Tunneling Protocols > IPSec > LANZEILAN > Modify  , 7
VPNEF A EHLANZILANE BELANSE RIS E, #ELocal Network ( A f 4% ) 2645
, TEIP AddressFEX % A 14.38.80.0/24, ERemote Network ( =M ) #o , FEIP
Address(IP#iit) = Bk % A 14.38.200.0/24, TEREE TN



Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LANio0:LAN comection
[t e | theesrmast 2 (Pt {172 MLI20NEE) =] Select the mterfnce for this LAM-10-LAN connection.
Peer[IT2 1B 124031 Ener the 1P adkdress of the remote peer for Sis LANorLAN comecibon
Digitad Certificute [Hors [Usn Preshered Keys) =) Select the diginl certificare 1o we.

Certlficate © Enlire contificae chaim

I " # Mentity covtifecate ouly Chsose how 1o send e digital cenificale 1o the IKE peer,

Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
Authermtirstion [FSPROSHMAT 178 =] Specify the pockel auilenticaion meshaism is wee
Encryplien 3005 168 =] Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filier |- Moo =| Chacse the filter to apply to the sraftic that is saneled throngh this LAN-to-LAN comection

Chieck to bet NAT-T compatible [PSec peers establish this LAN-fo-LAM comme ction trossh a 5 AT device.

IPSec NAT-T T ¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chisose the bandhwidth pelicy to apply 10 this LAN-to-LAN comection
Rowting | Mo = (hiense the routing swtchansm io use P % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aved, this is Se Translsted MNebwork sddress.
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Il'-ld*ml“w-mn Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
1B b + 08 ki bl paiitions o mch For eoample, 10, 10001.00000000255 = all 10010, 1, 60
Wildrard Musk [10.0.245 rrosemiule st i

Kemaie Network: Il LAN-to-LAN NAT rele iz uerd, this is e Romob BNetwork addeess
MNetwork List [(oe B Aduiress Wikicard-mask bokrr ] ¥eil) the remote setwerk mldress

last o e [P addbesn amd wildeasd maik for this [ANa-1AN

leim
F ! Mote: Enber w wikdeand mask. which is the reverse af n subsel musk. A wildesrd mesk bas 15 in bl
poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500
“Ilr-i!'l-kﬁnm -
Mooty | Comcn |

2. B ¥ ElConfiguration > Policy Management > Traffic Management > NAT > LANZI|LAN
Rules > Modify , A& FFABELAN 109FAELAN 28I ESNAT, EIP#ut"iT7H , £ IRME
"FEFH A14.38.100.0/24 , £ O HIRME FER 5 A14.38.80.0/24 , T ZEME FEH

#i A14.38.200.0/24 , R HRNA.

Gme |

Modsly o LAN-to-LAN NAT rule

& Sinkic Stathe: maps sowce [P addresses o translabed IF addresces on a one-to-one basiz. Saic mappings apply to both ishound and
MAT Type © Diymamas Dymsandc | maps I 1o ong of & pool aff svaslab lated TP el Dynmiic mappangs spply bo oufbound
- traflis saly. ) . .
PAT: Dysamic mappang with Por Address Translation. PAT applies in outhomd raffic saly

Seurce Metwark: specifies the cowrce [P address amd wilbdoard mask to be frnsladed.

Transhwied Metwork: specifien the irmlaed 1P sddress and wilde el sl for the Local Medwerke 1 in the locnl sddress of e LAN 40-LAN conseoiion

Remoie Network: specifies the destination [P sddress amd wildcard mask for which his rule applive. To allow amy remote network, sel [P address 'wildoard nsask 1o
0.0 U0V2YS 253 295 255 1t is the remode address ofithe LAN-0-LAN conmeciion.

Seurce Medwark Trusslated Medwark Hemote Medwork
1P Address 14301000 T T - [l 2000
Wikdewrd Mask 000255 T > |pnozes
oty | Comenl |

3. & Configuration > Policy Management > Traffic Management > NAT > Enable }i%#%
Check ATELANZEILANBSE E 3 ANATHNI, 235 Apply.

Config Hon | Policy Management | Traffic . MAT | Enable

Thiz section letz vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled ©— Check to enable WAT rules on interfaces.
LANMN-te-LAN Tunnel NAT Rule Enabled ¥ Check to enable WAT rules on LAN-to-LAN tunnels.

Apply | Cancel |




BB Cisco VPN 3000£88B

FERAUT S B E & Cisco VPN 30005&#88B,

1. B3I 1% $ZF Configuration > System > Tunneling Protocols > IPSec > LANZ|LAN > Modlfy 'Tj_:
VPNEEH 2B EFRELANTILANBLANS EZ U MS . FELocal Network ( A% ) &
, fEIP AddressEX % A 14.38.200.0/24, #ERemote Network ( IER2M L ) 25 7EEIP

Address(lPi&th)—T—EiﬂF #A14.38.80.0/24, ERERETNA,

n | By L ng Prodo: Ls LAM-Le-LAN | W

Modily mn [PSee LAN0=LAN commsction

————

Mamme T MAT TUNMEL Esiter the naite fof this LAN-o=LAN cosnechion
Iviwrface [Ethernet 7 (Public] (172.18.174.131) =|  Select the interface for this LAN-to-LAM conmection
Peer[1F2 0 1R EZ Enier the [P sddress of the remode peer for this LAN-I0-LAN comection
Digital Certificute [Fane (Uss Presharsd Keys) =) Salect the digital certificate to use

Certificame © Fnpre cenificase chisn

Trumsmisdisn = ldentity certificate only Choose how bo sead the digieal certificate 10 the TKE peer

Proshared Koy .rlp'\.'pl Enter the predhared key for das LAN=10-LAN conssctisn
Amribeniicsdfan m Specify the packet nuthernti cation mechns mm 1o use
I'-r“llnm Specify the encryplion mechani=m e wse.
[KE Propossl [IKE 106 5 MD6 = Salest the TKE Proposn] o e for dis LAN-0-LAN conssction
Filier |- Mone | Chooss e filter 1o apply et teudfie tear s e led drough this LAN-S0-LAN ceanection
IPSec NAT.T 1 Check te lex N.-i'.l'—l'lmq_mm: lPs-n p-:rn rrla]:lllrl-l-‘l.ll: ANt LAN comsection trough a NAT device.
Yoou must slso enable [FSec over NAT-T mder NAT Trmspmrency.
Bamdwiith Pelicy | Herss = Chooss the hasdwidh policy to spply o this LAN-#0-LAN coanection
Eiﬂhﬂ"‘“ﬂ T] Choose the rowimg mechaniam bo we Parsmei ers below are pnared if Neiwork Awisdiscovery is cheven

Ladal Metwork I o [LANAo=LAM NAT vule v eed, this e e Traslnoed Network adidic.
Nedwork List [Use IF Address Wikicad mask el »| Spesify e locall petwork address lisi or e £ address snd wil deord sk for s LAN-0-LAN comection

IF Address 143000 Note: Enter m wikdoord mask, which s the reverze of o subsed maske. /A wildcard madk bas 15 m bat
. pasiivee lo ignere, Da in bil positions to maich. Fer example, 10.10.1.090.0.0.235 = alll 10.10.1.20n
Wildaird Nask 000255 [ 7 —

Hemote Metwark: I o LAN-10-LAN NAT rule is used. this is the Remote Metwork sddress

Netmork List [Use 1P Address Wikcad IH_hh“_J qpl:nh: B remnode petwork addrees hat or the [P sddeves and waldoard mask lor thee LAN-0-LAN
commection

IF Address 1475 200 Mate: Ealei a nidhdimnd miaak, which b the revere ol o stibsel ke A o Bdoard indok bae 15 m bl

positions to ignore, Bs in bit positions to match. For example, 10.10.1.000.0.0023% = all 10101 amn

Wildeard Mask 00055
_ wddresses.

Apply | Come |

2. B3I 1% Configuration > Policy Management > Traffic Management > NAT > LANZILAN
Rules > Modify , A X EFAHELAN 209 FAELAN 18] EANAT, P TH |, ERME
"FERHH A14.38.100.0/24 , T EHRIRMB FER P H A14.38.200.0/24 , T ZEEMNEZ " FERH
*ﬁum 38.80.0/24 , %J‘ifﬁlﬁﬁﬁ

e e e e e —— B
jon | P AT | LA AN | :

Modly o LAN-ts=LAN MAT mele

T Smdic Simiie - maps marce [P sddresses to trmslated [P addresces on a one-to-one basis. Stabhc mappmgs apply to both imbound and
oo traffic
MNAT Type © Crymmnmic Dmainks maps scwce [ addresses #o one of & pool af evalshle anslaged [P addrosses, Dn pppimgs apply 1o ol i
rallic only.
FAT PAT: Dynamic mapping with Pon Address Transbation. PAT applies 1o outhomd omaffic only

Seurce Network: specifies the source TP sddress and waldoard mask to be sranslaged

Translwied Metwork: specifics the ranslsted 1P scldreas and wildesrd mmask for the Logal Medwerle It 1 the locnl sddoem of the LAN0<LAN comection

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o
0.0.0007238, 233 2485 2% 1 is the remoie nddress of te LAMN-00L AN comeciion

Saree Merwark Transkued Merwark Remare Metwark
IF Address 1458 1000 ] |H.IH.‘N.I:III = |14 3E00n
Wikdeard Mask (30 0555 :  jponsss T

_Aoply | Cancal |

3. i&#FConfiguration > Policy Management > Traffic Management > NAT > Enable %%



Check ATELANZEILANBSE £ 5 ANATH, 235 Apply.

This section lets vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled ™ Check to enable NAT rules on interfaces.
LAN-te-LAN Tunnel NAT Ruole Enabled ¥ Check to enable NAT rules on LAN-to-LAN tunnels.

Apphy Cancel

i
IHIFVPN 3000 AR E

RO FrRHENEETATRINENEEREER T/,

mORHEREFTE ([REMA, ) IIFEL show ®F , ERMLITERLEEN show H
BN

- EBoP2E , M E ALAN 2187 (14.38.200.10)[@ & AALAN 1(14.38.80.200) L #9 1P 41k & 3%
iNgo

Ble Edt Wew Cal Transfer Help

D|&| 5|3 0[5 =|

PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
Privatel AN2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
Privatel AN24H
PrivatelLANZ2#
Privatel ANMping 14,38, 80.200

Iype escape sequence o abort.

§$T?%ng 5, 100-byte ICMP Echos to 14.38.80.200, timeout is 2 seconds:
Success rate 1s 100 percent (5/9), round-trip min/avg/max = &/5/8 ms
Privatel AN2H
Privatel AN2H
Privatel AN2H
Privatel AN2H
Privatel AN2H
Privatel ANZH
Privatel AN2H
Privatel AN24_ :I

[Conrectad 020024 Auto detect  TCR/P

A

. B %EFEAdministration > Administer Sessions > Detail , #iAInternet®£A X #2(IKE)MIPSeca
& & RNATZ ALAN 181% ALAN 2,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Pk I Se a0l

IF Addieas Protedal

T8 124131

U onmeiiisn Maine
VPN TUNNEL

IhE Sesulons: |1
e Sevsion; |

Sewslon [ 1
iluching wlgeriithm %113
Amibenticatisn Meds PreShared Keys
RBekey Thue Inferval 26000 areonds

Seastom [ 2
Lacal Addrees 14 38 8500000255
Hashing Algsriitm M08
Encapsslation Made Tmnel
Byies Recelved 1040

P8 LAN-to-LAN

Enciypiian Lagin Timar T hin-aljon Byiea Tx Bytes Hx
IDES-168 Aung 06 13-30:24 252840 1456 Ll
IKE Session
Encrypilen Algoritlem SDES-168
DhilMie- ilelman Coroep o 2 (100 | it}
[LE Megotlstisn Mode Mun
1FSec Sesshon

Femote Addreas 14 78 200000000255
Encryptisn Abporithem 30 ES-168
SEPF |
Fekey Thee Tuterval 23200 spconds
Bytes Transasliied 1436

¥UFVPN 30005+ 83 BAL K

AHOFRENGEETATHIAEHNEERSER I/, BXEHFERVPN 30005 A 27iE R AT iR

BENEFEHAENER B

Z R HEBRVPN 30005 # 85 AV A &,

mORMEBAREFTE (MREMAS, ) XEEL show BF , AT EAUERX show

R HE DA,

BT iE B Administration > Administer Sessions > Detail , FIAIKERIPSec&EE TREENATHE H

LAN 2% FLAN 1,

o i Lo N e I Address Pradscal

RETF NAT TUNMEL 173, 08.124.133 IFSee LAM20-LAN
IKE Seaniaad: 1
[FSex Sorubom: |
Spasban I |
Hiaking Algerites MDY

Amilsrntieation Made Pre-Shared Feys
Kekey Thme nterval 36000 seoomd:

Sesxion I 2
Lasecal Adddress 1438 200.0:00.0.0.253
Husking Algorithe %04
Edigapamkation Mads Tumne|
Bytes Receiad 14 16

e B
T3 19:15

Laizinn | fisae
Aumg 0 13:17:22

Emcryplion
FITHES-168

Byies Ix
Ji e

IKE Session
Emeryprion Algerihm 310E5-168
DiiMe el Cirsiip Lo 2 {1024kt )
IKE Megortadon Maede Man

[PSec Sessbon
Bemate Sddress (14 58 80,000,000 253
Encrypeion Algeriihm J1ES-168
SEFP 1
Rikiey Thiiie lndeqval 500 seconds
Bytew Trasmitied 1000

Eyies Hx
1456

o0 P B BR
HEBRVPN 3000 FrBSARL il 3 i

EVPNERS L | ITFEFEIESR , % Configuration > System > Events > Classes > Modify.

EFA LA IR -

LIS


//www.cisco.com/warp/customer/471/vpn3k-conn.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

- IKE
- IKEDBG
- IKEDECODE
IPSEC
IPSECDBG
- IPSECDECODE
. BE™EMH=1-13
. Consolefy ™ & 14%=1-3
#& 1] L& i i #¥ Monitoring > Event Log kB REH A F.

BREHERVPN 30005 PR EERBAMENRENES A SHWEMES , FSREEERVPN 30005
PEs F R EEE R,

1 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52040 172.18.124.132
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

3 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52041 172.18.124.132
processing SA payload

4 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52042
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key
Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 08/09/2002 13:14:22.690 SEV=7 IKEDBG/0 RPT=52043 172.18.124.132
Oakley proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 IKEDBG/47 RPT=28 172.18.124.132
processing VID payload

12 08/09/2002 13:14:22.690 SEV=9 IKEDBG/49 RPT=24 172.18.124.132
Received Fragmentation VID

13 08/09/2002 13:14:22.690 SEV=5 IKEDBG/64 RPT=6 172.18.124.132
IKE Peer included IKE fragmentation capability flags:

Main Mode: True

Aggressive Mode: True

15 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52044 172.18.124.132
processing IKE SA

16 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52045
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key


//www.cisco.com/warp/customer/471/vpn3k-conn.html
//www.cisco.com/warp/customer/471/vpn3k-conn.html

Cfg'd: XAUTH with Preshared Key

22 08/09/2002 13:14:22
IKE SA Proposal # 1,

.690 SEV=7

Transform #

Matches global IKE entry # 2

23 08/09/2002 13:14:22

.690 SEV=9

constructing ISA_SA for isakmp

24 08/09/2002 13:14:22

.690 SEV=9

constructing Fragmentation VID +

25 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52047 172.
(msgid=0)

SENDING Message

HDR + SA (1) + VENDOR

(13)

(Initi

IKEDBG/28
1 accepta

ator authenticated)

RPT=5 172.18.124.132
ble

IKEDBG/0 RPT=52046 172.18.124.132

IKEDBG/46
extended

with payloads
total length

27 08/09/2002 13:14:22.700 SEV=8 IKEDBG/O0

RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + VENDOR (13) +
) + NONE (0) total length 256

30 08/09/2002 13:14:22.700 SEV=8 IKEDBG/O0

RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + VENDOR (13) +
) + NONE (0) total length 256

33 08/09/2002 13:14:22.700 SEV=9 IKEDBG/O0

processing ke payload

34 08/09/2002 13:14:22
processing ISA_KE

35 08/09/2002 13:14:22

.700 SEV=9

.700 SEV=9

processing nonce payload

36 08/09/2002 13:14:22
processing VID payload

37 08/09/2002 13:14:22

.700 SEV=9

.700 SEV=9

Received Cisco Unity client VID

38 08/09/2002 13:14:22
processing VID payload

39 08/09/2002 13:14:22
Received xauth V6 VID

40 08/09/2002 13:14:22
processing VID payload

41 08/09/2002 13:14:22

.700 SEV=9

.700 SEV=9

.700 SEV=9

.700 SEV=9

Processing VPN 3000 spoofing IOS

20000001)

43 08/09/2002 13:14:22
processing VID payload

44 08/09/2002 13:14:22
Received Altiga GW VID

.700 SEV=9

.700 SEV=9

IKEDBG/0

IKEDBG/1

IKEDBG/47

IKEDBG/49

IKEDBG/47

IKEDBG/49

IKEDBG/47

IKEDBG/38
Vendor ID

IKEDBG/47

IKEDBG/49

RPT=26 172.18.124.132
capabilities payload

18.124.

108

RPT=52048 172.18.124.

VENDOR (13) + VENDOR

RPT=52049 172.18.124.

VENDOR (13) + VENDOR

RPT=52050 172.18.124.

RPT=52051 172.18.124.

RPT=83 172.18.124.132

RPT=29 172.18.124.132

RPT=25 172.18.124.132

RPT=30 172.18.124.132

RPT=26 172.18.124.132

RPT=31 172.18.124.132

RPT=9 172.18.124.132
payload

(version:

RPT=32 172.18.124.132

RPT=27 172.18.124.132

1.0.

132

132

(13)

132

(13)

132

132

0,

+ VENDOR (13
+ VENDOR (13
capabilities



45 08/09/2002 13:14:22.730 SEV=9 IKEDBG/0 RPT=52052 172.

constructing ke payload

46 08/09/2002 13:14:22.730 SEV=9 IKEDBG/1l RPT=84 172.18.

constructing nonce payload

18.124.132

124.132

47 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=27 172.18.124.132

constructing Cisco Unity VID payload

48 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=28 172.18.124.132

constructing xauth V6 VID payload

49 08/09/2002 13:14:22.730 SEV=9 IKEDBG/48 RPT=10 172.18.124.132

Send IOS VID

50 08/09/2002 13:14:22.730 SEV=9 IKEDBG/38 RPT=10 172.18.124.132

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.

es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=29 172.18.124.132

constructing VID payload

53 08/09/2002 13:14:22.730 SEV=9 IKEDBG/48 RPT=11 172.18.124.132

Send Altiga GW VID

54 08/09/2002 13:14:22.730 SEV=9 IKEDBG/0 RPT=52053 172.

Generating keys for Responder...

55 08/09/2002 13:14:22.730 SEV=8 IKEDBG/0 RPT=52054 172.

SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 IKEDBG/0 RPT=52055 172.

RECEIVED Message (msgid=0) with payloads

18.124.132

18.124.132

18.124.132

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE

length : 92

60 08/09/2002 13:14:22.770 SEV=9 IKEDBG/1l RPT=85 172.18.

Group [172.18.124.132]
Processing ID

61 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52056 172.

Group [172.18.124.132]
processing hash

62 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52057 172.

Group [172.18.124.132]
computing hash

63 08/09/2002 13:14:22.770 SEV=9 IKEDBG/34 RPT=9 172.18.

Processing IOS keep alive payload: proposal=32767/32767

124.132

18.124.132

18.124.132

124.132
sec.

64 08/09/2002 13:14:22.770 SEV=9 IKEDBG/47 RPT=33 172.18.124.132

Group [172.18.124.132]
processing VID payload

65 08/09/2002 13:14:22.770 SEV=9 IKEDBG/49 RPT=28 172.18.124.132

Group [172.18.124.132]
Received DPD VID

66 08/09/2002 13:14:22.770 SEV=9 IKEDBG/23 RPT=6 172.18.

Group [172.18.124.132]
Starting group lookup for peer 172.18.124.132

124.132

0,

(0)

capabiliti

total



67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/1 RPT=7
AUTH_Open () returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH/12 RPT=7
Authentication session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/3 RPT=9
AUTH_PutAttrTable (9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/6 RPT=6
AUTH_GroupAuthenticate (9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/59 RPT=9
AUTH_BindServer (511c62c, 0, 0)

72 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/69 RPT=9
Auth Server dbl704 has been bound to ACB 511lc62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/65 RPT=9
AUTH_CreateTimer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/179 RPT=9
AUTH_SyncToServer (511c62c, 0, 0)

76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/180 RPT=9
AUTH_SendLockReqg(511c62c, 0, 0)

77 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/61 RPT=9
AUTH_BuildMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/64 RPT=9
AUTH_StartTimer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/73 RPT=9
Reply timer started: handle = 66001B, timestamp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/50 RPT=17
IntDB_Decode (37£1908, 149)

82 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=17
IntDB_Xmt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/71 RPT=9
xmit_cnt = 1

84 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=18
IntDB_Xmt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/49 RPT=9
IntDB_Match(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/63 RPT=9
AUTH_RcvReply (511cé62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/50 RPT=18
IntDB_Decode (5119cc4, 835)



88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/48 RPT=9
IntDB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/66 RPT=9
AUTH_DeleteTimer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/74 RPT=9
Reply timer stopped: handle = 66001B, timestamp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/58 RPT=9
AUTH_Callback(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/4 RPT=8
AUTH_GetAttrTable (9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 IKEDBG/14 RPT=7 172.18.124.132
Group [172.18.124.132]
Authentication configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/2 RPT=7
AUTH_Close(9)

97 08/09/2002 13:14:22.870 SEV=9 IKEDBG/1l RPT=86 172.18.124.132
Group [172.18.124.132]
constructing ID

98 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52059
Group [172.18.124.132]
construct hash payload

99 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52060 172.18.124.132
Group [172.18.124.132]
computing hash

100 08/09/2002 13:14:22.870 SEV=9 IKEDBG/34 RPT=10 172.18.124.132
Constructing IOS keep alive payload: proposal=32767/32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 IKEDBG/46 RPT=30 172.18.124.132
Group [172.18.124.132]
constructing dpd vid payload

102 08/09/2002 13:14:22.870 SEV=8 IKEDBG/0 RPT=52061 172.18.124.132
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/09/2002 13:14:22.870 SEV=6 IKE/121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52062 172.18.124.132
Group [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/2002 13:14:22.870 SEV=4 AUTH/22 RPT=38



User 172.18.124.132 connected

108 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/60 RPT=9
AUTH_UnbindServer (511c62c, 0, 0)

109 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/70 RPT=9

Auth Server dbl704 has been unbound from ACB 511c62c,

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/10 RPT=7
AUTH_Int_FreeAuthCB(511c62c)

111 08/09/2002 13:14:22.870 SEV=7 AUTH/13 RPT=7
Authentication session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52063 172.
RECEIVED Message (msgid=

HDR + HASH (8) + SA (1)
total length : 180

115 08/09/2002 13:14:22.

Group [172.18.124.132]
processing hash

116 08/09/2002 13:14:22.

Group [172.18.124.132]
processing SA payload

117 08/09/2002 13:14:22.

Group [172.18.124.132]

processing nonce payload

118 08/09/2002 13:14:22.

Group [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.

Group [172.18.124.132]

56fdca09)

with payloads

+ NONCE (10) + ID

970 SEV=9

970 SEV=9

970 SEV=9

970 SEV=9

IKEDBG/O0

IKEDBG/O0

IKEDBG/1

IKEDBG/1

(5) + ID (5) +

RPT=52064 172.

RPT=52065 172.

RPT=87 172.18.

RPT=88 172.18.

sessions = 0

18.124.132

NOTIFY (11)

18.124.132

18.124.132

124.132

124.132

970 SEV=5 IKE/35 RPT=4 172.18.124.132

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0,

Protocol 0,

Port 0

122 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1l RPT=89 172.18.124.132

Group [172.18.124.132]
Processing ID

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132

Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:
Address 14.38.200.0, Mask 255.255.255.0,

Protocol 0,

Port 0

126 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52066 172.18.124.132

Group [172.18.124.132]

Processing Notify payload

127 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52067
QM IsRekeyed old sa not found by addr

128 08/09/2002 13:14:22.970 SEV=5 IKE/66 RPT=8 172.18.124.132

Group [172.18.124.132]

IKE Remote Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52068 172.18.124.132

Group [172.18.124.132]
processing IPSEC SA

+ NONE

(0)



130 08/09/2002 13:14:22.970 SEV=7 IKEDBG/27 RPT=6 172.18.124.132
Group [172.18.124.132]
IPSec SA Proposal # 1, Transform # 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52069 172.18.124.132
Group [172.18.124.132]
IKE: requesting SPI!

132 08/09/2002 13:14:22.970 SEV=6 IKE/0 RPT=5
Received unexpected event EV_ACTIVATE_NEW_SA in state MM_ACTIVE

133 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/6 RPT=41

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 12, err

0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 30
0

137 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/1 RPT=155
Processing KEY_GETSPI msg!

138 08/09/2002 13:14:22.970 SEV=7 IPSECDBG/13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 IKEDBG/6 RPT=9
IKE got SPI from key engine: SPI = 0x3219236a

140 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52070 172.18.124.132
Group [172.18.124.132]
oakley constucting quick mode

141 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52071 172.18.124.132
Group [172.18.124.132]
constructing blank hash

142 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52072 172.18.124.132
Group [172.18.124.132]
constructing ISA_SA for ipsec

143 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=90 172.18.124.132
Group [172.18.124.132]
constructing ipsec nonce payload

144 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=91 172.18.124.132
Group [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52073 172.18.124.132
Group [172.18.124.132]
Transmitting Proxy Id:
Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0

149 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52074 172.18.124.132
Group [172.18.124.132]
constructing gm hash

150 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52075 172.18.124.132
SENDING Message (msgid=56fdcal09) with payloads
HDR + HASH (8) + SA (1) ... total length : 152

152 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52076 172.18.124.132
RECEIVED Message (msgid=56fdcal9) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48



154 08/09/2002 13:
Group [172.18.124.
processing hash

14:22.980
132]

SEV=9 IKEDBG/0 RPT=52077 172.18.124.132

155 08/09/2002 13:
Group [172.18.124.
loading all IPSEC

14:22.980
132]
SASs

SEV=9 IKEDBG/0 RPT=52078 172.18.124.132

156 08/09/2002 13:14:22.980
Group [172.18.124.132]
Generating Quick Mode Key!

SEV=9 IKEDBG/1l RPT=92 172.18.124.132

157 08/09/2002 13:14:22.980
Group [172.18.124.132]
Generating Quick Mode Key!

SEV=9 IKEDBG/1l RPT=93 172.18.124.132

158 08/09/2002 13:14:22.980

Group [172.18.124.132]

Loading subnet:
Dst: 14.38.200.0
Src: 14.38.80.0

SEV=7 IKEDBG/0 RPT=52079 172.18.124.132

255.255.255.0
255.255.255.0

mask:
mask:

161 08/09/2002 13:14:22.980 SEV=4 IKE/49 RPT=12 172.18.124.132
Group [172.18.124.132]

Security negotiation complete for LAN-to-LAN Group
Inbound SPI = 0x3219236a, Outbound SPI =

(172.18.124.132)
Responder, 0x3607c2f4

164 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/6 RPT=42

IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 64, label 0, pad 0, spi 3607c2f4, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

167 08/09/2002 13:14:22
Processing KEY_ADD msg!

.980 SEV=9 IPSECDBG/1 RPT=156

168 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
key_msghdr2secassoc() :

RPT=157
Enter

169 08/09/2002
No USER filter

13:14:22.980 SEV=7 IPSECDBG/1
configured

RPT=158

170 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=9 IPSECDBG/1
Enter

RPT=159

171 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8 IPSECDBG/1
Adding outbound SA

RPT=160

172 08/09/2002
KeyProcessAdd:

173 08/09/2002
KeyProcessAdd:

174 08/09/2002

IPSEC key message parse - msgtype 3,

, type 2, mode

Len 16,

177 08/09/2002

ivlen 8,

13:14:22.980 SEV=8 IPSECDBG/1l RPT=161
src 14.38.200.0 mask 0.0.0.255, dst 14.38.80.0 mask 0.0.0.255

13:14:22.980 SEV=8 IPSECDBG/1 RPT=162
FilterIpsecAddIkeSa success

13:14:22.980 SEV=9 IPSECDBG/6 RPT=43

len 335, vers 1, pid 00000000, seqg 0, err O
1, state 32, label 0, pad 0, spi 3219236a, encrKeyLen 24, hashKey
alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId O

13:14:22.980 SEV=9 IPSECDBG/1l RPT=163

Processing KEY_UPDATE msg!

178 08/09/2002

13:14:22.980 SEV=9 IPSECDBG/1l RPT=164

Update inbound SA addresses



179 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1 RPT=165
key_msghdr2secassoc () : Enter

180 08/09/2002 13:14:22.980 SEV=7 IPSECDBG/1 RPT=166
No USER filter configured

181 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1l RPT=167
KeyProcessUpdate: Enter

182 08/09/2002 13:14:22.980 SEV=8 IPSECDBG/1 RPT=168
KeyProcessUpdate: success

183 08/09/2002 13:14:22.980 SEV=8 IKEDBG/7 RPT=9
IKE got a KEY_ADD msg for SA: SPI = 0x3607c2f4

184 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132
Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/09/2002 13:14:24.690 SEV=7 IPSECDBG/1l RPT=169
IPSec Inbound SA has received data!

187 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52081
pitcher: recv KEY_SA ACTIVE spi 0x3219236a

188 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52082
KEY_SA_ACTIVE no old rekey centry found with new spi 0x3219236a, mess_id 0x0

HEBRVPN 3000% 85 Bfp H 4

BXREHFERVPN 30005 HEERIEMMRENEET BENEE , S HHEERVPN 30005 H88 FH

R, £4HH debug BH Al , S HEX Debug i SHEEEE,

1 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/10 RPT=4
IPSEC ipsec_output() can call key_acquire() because 590 seconds have elapsed sin
ce last IKE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/14 RPT=5
Sending KEY_ACQUIRE to IKE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 IKE/41] RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.131

local Proxy Address 14.38.80.0, remote Proxy Address 14.38.200.0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52301 172.18.124.131
constructing ISA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=26 172.18.124.131
constructing Fragmentation VID + extended capabilities payload


//www.cisco.com/warp/customer/471/vpn3k-conn.html
//www.cisco.com/warp/customer/471/vpn3k-conn.html
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

10 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52302 172.18.124.131

SENDING Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52303 172.18.124.131

RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52304 172.18.124.131

RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52305 172.18.124.131

processing SA payload

17 08/07/2002 13:27:13.970 SEV=7 IKEDBG/0 RPT=52306 172.18.124.131

Oakley proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 IKEDBG/47 RPT=31 172.18.124.131
processing VID payload

19 08/07/2002 13:27:13.970 SEV=9 IKEDBG/49 RPT=26 172.18.124.131
Received Fragmentation VID

20 08/07/2002 13:27:13.970 SEV=5 IKEDBG/64 RPT=7 172.18.124.131
IKE Peer included IKE fragmentation capability flags:

Main Mode: True

Aggressive Mode: True

22 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52307 172.18.124.131

constructing ke payload

23 08/07/2002 13:27:13.970 SEV=9 IKEDBG/1 RPT=70 172.18.124.131
constructing nonce payload

24 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=27 172.18.124.131
constructing Cisco Unity VID payload

25 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=28 172.18.124.131
constructing xauth V6 VID payload

26 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=11 172.18.124.131
Send IOS VID

27 08/07/2002 13:27:13.970 SEV=9 IKEDBG/38 RPT=11 172.18.124.131

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.

es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=29 172.18.124.131
constructing VID payload

30 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=12 172.18.124.131
Send Altiga GW VID

0.

0,

capabiliti



31 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52308 172.
SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52309 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52310 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52311 172.
processing ke payload

40 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52312 172.
processing ISA_KE

41 08/07/2002 13:27:14.010 SEV=9 IKEDBG/1l RPT=71 172.18.
processing nonce payload

42 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=32 172.18.

processing VID payload

43 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=27 172.18.

Received Cisco Unity client VID

44 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=33 172.18.

processing VID payload

45 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=28 172.18.

Received xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=34 172.18.

processing VID payload

47 08/07/2002 13:27:14.010 SEV=9 IKEDBG/38 RPT=12 172.18
Processing VPN 3000 spoofing IOS Vendor ID payload (vers
20000001)

49 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=35 172.18
processing VID payload

50 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=29 172.18
Received Altiga GW VID

18.124.131

18.124.131

VENDOR (13)

18.124.131

VENDOR (13)

18.124.131

18.124.131

124.131

124.131

124.131

124.131

124.131

124.131

.124.131
ion: 1.0

.124.131

.124.131

.0,

51 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52313 172.18.124.131

Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9 IKEDBG/1 RPT=72 172.18.
Group [172.18.124.131]
constructing ID

53 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52314
Group [172.18.124.131]
construct hash payload

124.131

54 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52315 172.18.124.131

Group [172.18.124.131]
computing hash

55 08/07/2002 13:27:14.040 SEV=9 IKEDBG/34 RPT=11 172.18

.124.131

+ VENDOR (13

+ VENDOR (13

capabilities



Constructing IOS keep alive payload: proposal=32767/32767 sec.

56 08/07/2002 13:27:14.040 SEV=9 IKEDBG/46 RPT=30 172.18.124.131
Group [172.18.124.131]
constructing dpd vid payload

57 08/07/2002 13:27:14.040 SEV=8 IKEDBG/0 RPT=52316 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

59 08/07/2002 13:27:14.140 SEV=8 IKEDBG/0 RPT=52317 172.18.124.131
RECEIVED Message (msgid=0) with payloads

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE (0)
length : 92

62 08/07/2002 13:27:14.140 SEV=9 IKEDBG/1l RPT=73 172.18.124.131
Group [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52318 172.18.124.131
Group [172.18.124.131]
processing hash

64 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52319 172.18.124.131
Group [172.18.124.131]
computing hash

65 08/07/2002 13:27:14.140 SEV=9 IKEDBG/34 RPT=12 172.18.124.131
Processing IOS keep alive payload: proposal=32767/32767 sec.

66 08/07/2002 13:27:14.140 SEV=9 IKEDBG/47 RPT=36 172.18.124.131
Group [172.18.124.131]
processing VID payload

67 08/07/2002 13:27:14.140 SEV=9 IKEDBG/49 RPT=30 172.18.124.131
Group [172.18.124.131]
Received DPD VID

68 08/07/2002 13:27:14.140 SEV=9 IKEDBG/23 RPT=6 172.18.124.131
Group [172.18.124.131]
Starting group lookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG/1l RPT=2
AUTH_Open () returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH/12 RPT=2
Authentication session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/3 RPT=2
AUTH_PutAttrTable (6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/6 RPT=2
AUTH_GroupAuthenticate (6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/59 RPT=2
AUTH_BindServer (9a05c60, 0, 0)

74 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/69 RPT=2
Auth Server 15dd704 has been bound to ACB 9a05c60, sessions = 1

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/65 RPT=2
AUTH_CreateTimer (9a05c60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/72 RPT=2

total



Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/179 RPT=2
AUTH_SyncToServer (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/180 RPT=2
AUTH_SendLockReqg(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/61 RPT=2
AUTH_BuildMsg (9a05c60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/64 RPT=2
AUTH_StartTimer (9a05c60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/73 RPT=2
Reply timer started: handle = 4F0019, timestamp = 17231134, timeout = 30000

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/50 RPT=3
IntDB_Decode (62ea4f8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=3
IntDB_Xmt (9a05c60)

85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/71 RPT=2
xmit_cnt = 1

86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=4
IntDB_Xmt (9a05c60)

87 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/49 RPT=2
IntDB_Match(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/63 RPT=2
AUTH_RcvReply (9a05¢c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/50 RPT=4
IntDB_Decode (9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/48 RPT=2
IntDB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/66 RPT=2
AUTH_DeleteTimer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/74 RPT=2
Reply timer stopped: handle = 4F0019, timestamp = 17231144

93 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/58 RPT=2
AUTH_Callback(9a05c60, 0, 0)

94 08/07/2002 13:27:14.250 SEV=6 AUTH/41 RPT=2 172.18.124.131
Authentication successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52320 172.18.124.131
Group [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/4 RPT=2
AUTH_GetAttrTable (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 IKEDBG/14 RPT=6 172.18.124.131



Group [172.18.124.131]
Authentication configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/2 RPT=2
AUTH_Close(6)

99 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52321 172.18.124.131
Group [172.18.124.131]
Oakley begin quick mode

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 IKE/121] RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52322 172.18.124.131
Group [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/07/2002 13:27:14.250 SEV=4 AUTH/22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/6 RPT=36

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 9, err O
, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKeyL
en 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 300

107 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/1 RPT=135
Processing KEY_GETSPI msg!

108 08/07/2002 13:27:14.250 SEV=7 IPSECDBG/13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 IKEDBG/6 RPT=8
IKE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52323 172.18.124.131
Group [172.18.124.131]
oakley constucting quick mode

111 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52324 172.18.124.131
Group [172.18.124.131]
constructing blank hash

112 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52325 172.18.124.131
Group [172.18.124.131]
constructing ISA_SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=74 172.18.124.131
Group [172.18.124.131]
constructing ipsec nonce payload

114 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=75 172.18.124.131
Group [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0



119 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52327 172.18.124.131
Group [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52328 172.18.124.131
SENDING Message (msgid=201d0d40) with payloads
HDR + HASH (8) + SA (1) total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/60 RPT=2
AUTH_UnbindServer (9a05c60, 0, 0)

123 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/70 RPT=2
Auth Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/10 RPT=2
AUTH_Int_FreeAuthCB(9a05c60)

125 08/07/2002 13:27:14.250 SEV=7 AUTH/13 RPT=2
Authentication session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52329 172.18.124.131
RECEIVED Message (msgid=201d0d40) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

129 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52330 172.18.124.131
Group [172.18.124.131]
processing hash

130 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52331 172.18.124.131
Group [172.18.124.131]
processing SA payload

131 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1l RPT=76 172.18.124.131
Group [172.18.124.131]
processing nonce payload

132 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=77 172.18.124.131
Group [172.18.124.131]
Processing ID

133 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=78 172.18.124.131
Group [172.18.124.131]
Processing ID

134 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52332 172.18.124.131
Group [172.18.124.131]
loading all IPSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=79 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

136 08/07/2002 13:27:14.260 SEV=9 IKEDBG/1 RPT=80 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 IKE/49 RPT=9 172.18.124.131

total leng



Group [172.18.124.131]
Security negotiation complete for LAN-to-LAN Group
Inbound SPI = 0x26dldabl, Outbound SPI =

(172.18.124.131)
Initiator, 0x2f285111

143 08/07/2002 13:27:14.260 SEV=9 IKEDBG/0 RPT=52334 172.18.124.131
Group [172.18.124.131]

oakley constructing final quick mode

144 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52335 172.18.124.131
SENDING Message (msgid=201d0d40)
HDR + HASH (8) + NONE (0) total length

with payloads
72

146 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/6 RPT=37

IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 64, label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId O

149 08/07/2002 13:27:14
Processing KEY_ADD msg!

.260 SEV=9 IPSECDBG/1l RPT=136

150 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1l RPT=137

key_msghdr2secassoc() :

151 08/07/2002
No USER filter

152 08/07/2002
KeyProcessAdd:

153 08/07/2002
KeyProcessAdd:

154 08/07/2002
KeyProcessAdd:

155 08/07/2002
KeyProcessAdd:

156 08/07/2002

Enter

13:27:14.260 SEV=7 IPSECDBG/1
configured

RPT=138

13:27:14.260 SEV=9 IPSECDBG/1
Enter

RPT=139

13:27:14.260 SEV=8 IPSECDBG/1
Adding outbound SA

RPT=140

13:27:14.260 SEV=8 IPSECDBG/1l RPT=141

src 14.38.80.0 mask 0.0.0.255, dst 14

13:27:14.260 SEV=8 IPSECDBG/1l RPT=142
FilterIpsecAddIkeSa success

13:27:14.260 SEV=9 IPSECDBG/6 RPT=38

.38.200.0 mask 0.0.0.255

IPSEC key message parse - msgtype 3, len 335, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 26dldabl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

159 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=143
Processing KEY_UPDATE msg!

160 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1
Update inbound SA addresses

RPT=144

161 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1
key_msghdr2secassoc() :

RPT=145
Enter

162 08/07/2002 13:27:14.260 SEV=7 IPSECDBG/1
No USER filter configured

RPT=146

163 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1
KeyProcessUpdate:

RPT=147
Enter

164 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1
KeyProcessUpdate:

RPT=148
success

165 08/07/2002 13:27:14.260 SEV=8 IKEDBG/7 RPT=8
IKE got a KEY_ADD msg for SA: SPI = 0x2f285111



166 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52336
pitcher: rcv KEY_UPDATE, spi 0x26dldabl

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131
Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=20140440)

168 08/07/2002 13:27:15.970 SEV=7 IPSECDBG/1 RPT=149
IPSec Inbound SA has received data!

169 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52337
pitcher: recv KEY_SA ACTIVE spi 0x26dldabl

170 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52338
KEY_SA_ACTIVE no old rekey centry found with new spi 0x26dldabl, mess_id 0x0
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