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EE ASAMEEDOLERE SSL VPN |, EHITUTSER :

1. 1%£#& Configuration > Interfaces , #i%£H Enable traffic between two or more hosts connected
to the same interface EiEMELL L 1F SSL VPN BiE R H AHEBEEO,

2. 215 Apply, FXE : UTEREMW CLIBEDS :

3. & Configuration > VPN > IP Address Management > IP Pools > Add LA €122 & 7 vpnpool
By IP bt

4. 825 Apply. XX : UTERERHW CLI BRESRT :

5. J& A Webvpn : #%1% Configuration > VPN > WebVPN > WebVPN Access , AE1EE 5\ P
O, #i5 Enable, %A Enable Tunnel Group Drop-down List on WebVPN Login Page £ i%
BUAATRAFPMNERIHEREMNAFYA, £§ Apply. %# Configuration > VPN >
WebVPN > SSL VPN Client > Add LA{EM ASA (NFEH AN SSL VPN BEF iR G, £
Ok, ¥ Ok, ¥ SSL VPN Client Ei%£1E, ZFEXE : UTREFMM CLIRE®D D :

6. BLiEH KB : 1% Configuration > VPN > General > Group Policy > Add (Internal Group
Policy) SABIE & 7 clientgroup WINEFHKRE, ¥ General ET~ , ARF1EH WebVPN &
EAELLS B WebVPN #ERB&EMIL. #35 Client Configuration i3+ , A5 %2 & General
Client Parameters #£1+, M Split Tunnel Policy T #1%|3 #%£$% Tunnel All Networks B /&
FiztE PC WATEBIEEEIZ£PRE, #3 WebVPN > SSLVPN Client i£1+ , RFIER
BATR IR : X F Use SSL VPN Client 311 , BUEIE A Inherit £1%£4E , AAJ5 % & Optional &
TR, BEED , ZEREFHRAIERESE TE SVC, Aways EFEHEREEZ N SSL VPN
HEEHEYT SVC THEIZE T, 3T Keep Installer on Client System i£I1 , BUE & A
Inherit £3%4E , A5 % T Yes RIEIRMAFALLIED , SVC G ARBEEZFFHITEN L,
I, RRAESRHITIEZNEESR ASA F SVC H4THIIEFF K. N TRE TR ML NEH
ZRAFMS , AT —MRHFHNERE., XTF Renegotiation Interval &I , BUHEH
Inherit 3 , BUBEH Unlimited Si&1E , ARRAEMERZRAZALIN T HH. X : B
Wit BEZP AR AR H TEEEZ L%, X TF Renegotiation Method 3£ , BUEIEA Inherit
SiME , REHEE SSL Rk, ZXE : ENMHETLEAZSEN SSL BBESR T N EFH NG
BIEMFRZE, LthAY SSL VPN Client BN EENIN TEMT : £ OK, AREE T Apply.
AEE: UTREYWCLIRESRT :

7. %£$% Configuration> VPN >General > Users >Add LA 812 B Ptk ssluserts,

8. B OK, A/5 8 Apply. EXK : UTREMH CLI &% :

9. 1%£#& Configuration > Properties > AAA Setup > AAA Servers Groups > Edit,

10. IEBRBIARSES4A LOCAL , AR % T Edit.

11. 7£ Edit LOCAL Server Group {47 , # o Enable Local User Lockout Ei£4E , RS

Maximum Attempts XAHE A 16,

12. B Ok, XX : UTREMW CLI&H :

13. BeEPZE4A : 1%£4F Configuration > VPN > General > Tunnel Group > Add(WebVPN access)
LABIZEE R ssigroup HIETBEEH ., % & General itU+ , AR5 # 7 Basic £+, M Group
Policy T %15k # 1% clientgroup . #ifi Client Address Assignment JET+ , ARG E T
Add A9 B AT Attt vonpool, #d WebVPN &I+ |, A5 % & Group Aliases and
URLs &Tl+~, ESHEFRBALNE , AGEH Add SUREFMBZRITNABRIIRF, &£
& OK , AIG# T Apply. EE : UTREXW CLIRESRS :

14. BLiE NAT : %% Configuration > NAT > Add > Add Dynamic NAT Rule B /2 i35k B A1 ZB M
FWBIERFBR AL IP itk 172.16.1.5 WEHIER. #£& Ok, % Configuration > NAT >
Add > Add Dynamic NAT Rule LA 2 5k B AAZEM & 192.168.10.0 BV BB R AR R W HNER IP
ik 172.16.1.5 BEIEFR. 2& Ok, 25 Apply. EX : UTREMW CLIBEES T :

ASA7.2(2) CLI Bl




Cisco ASA 7.2(2)

ci scoasa#show runni ng-config
Saved

ASA Version 7.2(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!
interface Ethernet0/0

namei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/1

narei f outsi de

security-level 0O

ip address 172.16.1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Management 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

ftp node passive

same-security-traffic permit intra-interface

I--- Conmmand that pernmits the SSL VPN traffic to enter
I--- and exit the sanme interface. access-list 100
extended pernit icnp any any pager lines 24 ntu inside
1500 ntu outside 1500 ip |ocal pool vpnpoo

192. 168. 10. 1- 192. 168. 10. 254

I--- The address pool for the SSL VPN Clients. no
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 gl obal (outside) 1 172.16.1.5

I--- The gl obal address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provi ded by your |SP. nat (inside) 1 0.0.0.0 0.0.0.0

I--- The NAT statenent to define what to encrypt !---
(the addresses fromvpn-pool). nat (outside) 1
192.168. 10. 0 255. 255. 255. 0




access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02:

ti meout uauth 0:05:00 absol ute

group-policy clientgroup interna

l--- Create an internal group policy "clientgroup."
group-policy clientgroup attributes
vpn-tunnel - prot ocol webvpn

I--- Enabl e webvpn as tunneling protocol. split-tunnel-
policy tunnel al

I--- Encrypt all the traffic comng fromthe SSL VPN
Clients. webvpn
svc required

I--- Activate the SVC under webvpn node svc keep-
installer installed

I--- Wen the security appliance and the SVC performa
rekey, they renegotiate !--- the crypto keys and
initialization vectors, increasing the security of !---
the connection. svc rekey tinme 30

--- Command that specifies the nunber of minutes from
the start of the !--- session until the rekey takes
place, from1 to 10080 (1 week). svc rekey nmethod ss

I--- Command that specifies that SSL renegotiation takes
pl ace during SVC rekey. username ssluserl password
ZRhWB5j ZgEaVd5P. encrypt ed

l--- Create an user account "ssluserl." aaa |loca
aut hentication attenpts max-fail 16

l--- Enable the AAA |l ocal authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp aut hentication Iinkup Iinkdown coldstart tunnel -
group sslgroup type webvpn

I--- Create a tunnel group "sslgroup"” with type as
WebVPN. tunnel -group ssl group general -attributes
addr ess- pool vpnpoo

I--- Associate the address pool vpnpool created.
defaul t-group-policy clientgroup

I--- Associate the group policy "clientgroup" created
tunnel - group sslgroup webvpn-attributes

group-alias sslgroup_users enable

I--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters




nmessage- | engt h maxi mum 512 policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
webvpn

enabl e outside

I--- Enable WebVPN on the outside interface. svc inage
di skO:/sslclient-win-1.1.4.179.pkg 1

I--- Assign an order to the SVC i mage. svc enable

l--- Enable the security appliance to downl oad SVC
i mges to renpte conputers. tunnel-group-list enable

I--- Enable the display of the tunnel-group list on the
WebVPN Logi n page. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
ci scoasa#

f /] SVC B SSL VPN E#E

ERE 5 ASA K SSL VPN E# |, BIITU TSR,

1. £ Web X ¥ 25H7 Address FEXHRHE A ASA §J Webvpn #2089 URL = IP #isit, 440 :

ci scoasa#show runni ng-config
Saved

ASA Version 7.2(2)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

nterface Ethernet0/0

nanei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/1

nanei f outside

security-level 0

ip address 172.16. 1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenent0/0
shut down

no nanei f

no security-Ieve



no i p address
|
passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive
same-security-traffic permt intra-interface

l--- Conmand that permits the SSL VPN traffic to enter !--- and exit the sane interface
access-1ist 100 extended pernit icnp any any pager lines 24 ntu inside 1500 nmtu outside
1500 ip local pool vpnpool 192.168.10.1-192.168.10. 254

1--- The address pool for the SSL VPN Clients. no failover icnp unreachable rate-linmt 1
burst-size 1 asdmimage di sk0:/asdm 522. bin no asdm history enable arp timeout 14400 gl obal
(outside) 1 172.16.1.5

1--- The gl obal address for Internet access used by VPN Clients. !--- Note: Uses an RFC
1918 range for lab setup. !--- Apply an address from your public range provided by your
ISP. nat (inside) 1 0.0.0.0 0.0.0.0

1--- The NAT statenent to define what to encrypt !--- (the addresses from vpn-pool). nat
(outside) 1 192.168.10.0 255.255.255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05:0
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:
ti meout uauth 0:05:00 absol ute

group-policy clientgroup interna

l--- Create an internal group policy "clientgroup.” group-policy clientgroup attributes
vpn-tunnel - prot ocol webvpn

l--- Enabl e webvpn as tunneling protocol. split-tunnel-policy tunnelal

l--- Encrypt all the traffic coming fromthe SSL VPN Cients. webvpn
svc required

l--- Activate the SVC under webvpn node svc keep-installer installed
l--- Wen the security appliance and the SVC performa rekey, they renegotiate !--- the
crypto keys and initialization vectors, increasing the security of !--- the connection. svc

rekey time 30

--- Conmand that specifies the nunmber of minutes fromthe start of the !--- session unti
the rekey takes place, from1 to 10080 (1 week). svc rekey nmethod ss

l--- Conmand that specifies that SSL renegotiation takes place during SVC rekey. usernamne
ssluser1l password ZRhW85j ZqEaVd5P. encrypted

l--- Create an user account "ssluserl." aaa |local authentication attenmpts max-fail 16

l--- Enable the AAA |l ocal authentication. http server enable http 0.0.0.0 0.0.0.0 inside no
snnp-server | ocation no snnp-server contact snnp-server enable traps snnp authentication

I'i nkup |'i nkdown col dstart tunnel -group sslgroup type webvpn

l--- Create a tunnel group "sslgroup"” with type as WebVPN. tunnel -group ssl group general -
attributes

addr ess- pool vpnpool

l--- Associate the address pool vpnpool created. default-group-policy clientgroup

1--- Associate the group policy "clientgroup" created. tunnel-group sslgroup webvpn-
attributes



group-alias sslgroup_users enable
1--- Configure the group alias as sslgroup-users. telnet timeout 5 ssh timeout 5 console
timeout O ! class-map inspection_default match default-inspection-traffic ! ! policy-map
type inspect dns preset_dns_map paraneters nmessage-| ength maxi num 512 policy- nmap

gl obal _policy class inspection_default inspect dns preset_dns_map inspect ftp inspect
h225 inspect h323 ras inspect netbios inspect rsh inspect rtsp inspect skinny inspect
i nspect sqlnet inspect sunrpc inspect tftp inspect sip inspect xdncp ! service-policy
gl obal _policy gl obal webvpn

enabl e outsi de

h323
esnt p

l--- Enable WebVPN on the outside interface. svc inmage diskO:/sslclient-win-1.1.4.179.pkg 1

l--- Assign an order to the SVC i mage. svc enabl e

1--- Enable the security appliance to downl oad SVC i mages to renote conputers. tunnel -
group-list enable
l--- Enable the display of the tunnel-group list on the WbVPN Logi n page. pronpt hostnane

context Cryptochecksum d41d8cd98f 00b204e9800998ecf 8427e : end ci scoasa#
2.MARFBNED , ABRM Group THFIRPEFMHENAAL, FK : £ TE SSL VPN Client
28, BRI EN ESMERE ActiveX BfF. HEBREYN , FHIUTEE | HiEERE
M, BI&HIATHEER !
3. HEEEVNE , NEHREUTENESEFNEBRARIR, Bl HI Cisco Systems SSL
VPN Client X iE4E , ¥ ER"EX SSL EZEHNER.

Kur
BRSNS THARBAES ERET.
AP

TR HERER ({XREM
aef: 0o g

- show webvpn svc — B RTFETE ASA INTFHHEY SVC R,
ci scoasa#show webvpn svc
1. diskO:/sslclient-win-1.1.4.179.pkg 1
Cl SCO STC wi n2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

1 SSL VPN dient(s) installed

- show vpn-sessiondb svc — /R A KA SSL EEMEE.

ci scoasa#show vpn-sessi ondb svc

Session Type: SVC

User nane ssl userl

I ndex 1

Assigned IP 192.168.10.1 Public IP 192.168.1.1

Pr ot ocol SvC Encryption 3DES

Hashi ng SHA1

Bytes Tx 131813 Bytes Rx 5082

Cient Type Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SV1)
Client Ver Cisco Systems SSL VPN Cient 1, 1, 4, 179

G oup Policy :
G oup :

Tunne

clientgroup
ssl group
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Logi n Time : 12:38:47 UTC Mon Mar 17 2008
Dur ati on : 0h: 00m 53s
Filter Name

. show webvpn group-alias — E R A ZHEEM B
ci scoasa#show webvpn group-alias
Tunnel Group: sslgroup Goup Alias: sslgroup_users enabl ed

. £ ASDM H |, #%$% Monitoring > VPN > VPN Statistics > Sessions AZE & A< ASA F K L7
Webvpn £iEHIE .

P B R

B RENEETATHEERTHREDRR.

- vpn-sessiondb logoff name <A &> — AT ZEHIEERAF~EM SSL VPN &1,
ci scoasa#vpn-sessi ondb | ogoff nane ssluserl
Cal | ed vpn_renove_uaulth: success
webvpn_svc_np_tear_down: no ACL
NFO  Nunber of sessions with nane "ssluserl" |ogged off : 1

B |, BB A LAEE A vpn-sessiondb logoff sve S 54 IEFTE SVC &1iF, EX : MR PC &
AFHSRERIES |, WA LA 1E SSL VPN iE#E,

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got nessage

SVC nessage: t/s=5/16: Cient PCis going into suspend node (Sleep, Hi bernate, etc)
Cal | ed vpn_renove_uaut h: success!

webvpn_svc_np_tear_down: no ACL

ci scoasa#show vpn-sessi ondb svc
INFO There are presently no active sessions

- Debug webvpn svc <1-255> — 2 #4358t webvpn B4 LRI &1F,

Ci scoasa#debug webvpn svc 7

ATTR Cl SCO AV_PAI R got SVC ACL: -1
webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG

http_parse_cstp_net hod()

...input: ' CONNECT /CSCOSSLC/tunnel HITP/ 1.1
webvpn_cstp_parse_request _field()

...input: '"Host: 172.16.1.1

Processing CSTP header line: 'Host: 172.16.1.1
webvpn_cstp_parse_request _field()

...input: '"User-Agent: Ci sco Systens SSL VPN dient 1, 1, 4, 179
Processing CSTP header line: 'User-Agent: Cisco Systens SSL VPN dient 1, 1, 4,
179

Setting user-agent to: 'Cisco Systens SSL VPN Client 1, 1, 4, 179
webvpn_cstp_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1'

Setting version to '1'

webvpn_cstp_parse_request _field()

...input: 'X-CSTP-Hostnane: tacweb'

Processi ng CSTP header line: 'X-CSTP-Hostnane: tacweb'

Setting hostname to: 'tacweb'

webvpn_cstp_parse_request _field()



...input: 'X-CSTP-Accept - Encodi ng: defl ate; g=1.0'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0'

webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1CF236DB5E8BE70B1486
D5BC554D2'

Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2"

Found WebVPN cooki e: ' webvpn=16885952@.0@205757506@4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2'

WebVPN Cooki e: ' webvpn=16885952@0@205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"

Val i dating address: 0.0.0.0

CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE_ADDRESS

No subnet mask... nust calculate it

SVC. NP setup

webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID -1

SVC ACL ID -1

vpn_put _uaut h success!

SVC. adding to sessngnt

SVC. Sendi ng response

CSTP state = CONNECTED

. £ ASDM 1 | #%#% Monitoring > Logging > Real-time Log Viewer > View A& & LS4, LA
TRHIER SVC 192.168.10.1 H Internet FHY Web BR585 10.2.2.2 ZEES 172.16.1.5 B
2EER.

HXER

- Cisco 5500 R BHEN ZLREXIFR

- PIX/ASA 7.x AR T4 #t Internet VPN B2 VPN Client BYE B 7RI
. #£ ASA - H ASDM #&i& SSL VPN Client (SVC) By R4%l

- BAREZ MY - Cisco Systems
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