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« SAEBURLIR
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* Active Directory

NTEERENHMEOTE , TUREHSHIERTUATRS

« AFHURLIR :
1.BEMEARATRENE
2. AMPXHEEM DT
3. cloud-sa.amp.cisco.com ( Jt3& )
4.cloud-sa.eu.amp.cisco.com ( B )
5.cloud-sa.apjc.amp.cisco.com ( YL X [X )

- EWNAR :
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2. updates-static.ironport.com



TALOS:EM

Cisco TalosHlBA LLIR BT BB MM B E . ZE B TalosHFIEBIBHYHITERAIE | H176#
EEEHED L. S5SensorBase 5@ Web&E Y22 F1R 5 , M B iF iR SWAFI H Atk
BERZEMRAER,

DNS

HE RS |/ONS)ZLREXKRRE , BINFELAITLERNDNSEMER | —MNA T AR

RiEFE , B — TR T@EESEMInternetifl. A THBEX—ER , SWAR N FEHE EDNSHRS 25

o MRAB—IDNSEFHRTATAEANEILEN , FERE A TAASWAE R E A
N, EHFNERERERAREENNESETSRMADRRERMEN R, XERTEERRER
RMBZRED,

RIANBERT , TiLIEFKWTTLIME , SWARSEFDNSIEREADI00 . REFAABTRTME
(CONWIIR MU TTLIEREIK , EREIPHUZETIL, XUESSHEFREFAERSSHEN
Pttt , H ESWAEFERE —RFZ[NTE MU, NIt , ATLAEA L TCLIST S IFSWAERIATTLRRE
HHEDE

SWA_CLI> dnsconfig

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[I> SETUP

Enter the minimum TTL in seconds for DNS cache.

MR EHBIDNS RS 27 , B EERSRATH. WRAERSRMEE THENRLER , N
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2
3
4 1. 3. 11, 45
5
6

1, 3. 11, 45, 1, 1
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Hostname Default PAC File for "Get/™ Request through Prowy Port
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TEIERMMAEA redirect WSAlab™fERNEE B ENSE :

Transparent authentication packet flow

TCP 80
HTTP
GET/HTTP 1.1
Host: cisco.com

HTTP
GET/42277DBABC1.../192.168.1.1/http:{/cisco.com HTTP/1.1
Host: redirect wsa.lab

Authentication

HTTP

GET/HTTP 1.1
Host: cisco.com

Wzh & WIE

SWAT A AEMERNZE L EHHRAIREAF. #3AFRILTEEZSHRIERAFKE
SWAM{E{AActive DirectoryiB{E , XRIEKLBERE LNERMETRAMAR, AN EsS
BRI R EIE R E ZRE(CDA). SRS 5IZ(SE)H & 7RSS IEZSR ) F HiEESR(ISE-
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RS RWAFPARZEENSFHREE, SWABT YA REME(pxGrid)iEERISE , HIREESK
BEEXBENAFE, IPHitMEZ2AFRIE(SCT). MAsyncOSKRAR11.7FF18 , SWAZ AT LAE
ISE_L K 4h EFRestfulBR S5 (ERS) AR EA S &..

BUMRARISE 3.1FISWA 14.0.2-XEESHA, BXSWANISERABMHEENFMAER , BSRE
£ WebiZ & WISEF A MR,
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For Bring Your Own Device
(BYOD) environments, ISE
can profile devices and
enforce web authentication
for guest users.

Identity Service Engine

Guest users

A

mn ::.-...-u..

Ko

<«

services

Authentication can be
enforced by network
devices using dot1x and
MAB. These events are
authenticated and
authorized by ISE.

Domain users

" pxGri

The WSA obtains user-to-IP
_ mappings and security group
tags by subscribing to the
pxGrid service.

d The WSA obtains ISE and
- Active directory group
rpe ... information for authenticated

= users from ISE by querying
the External RESTful API
Services (ERS)

Domain

Web Security Appliance

ISE obtains acitive directory
information from the domain
controller such as group

memebership for policy enforement.

Active Directory

BERIE M Cisco Context Directory Agent (CDA)Ei 4By &£ dp B HALE 3R | 12 M Cisco Context

Directory Agent (CDA).

HCDA%NT 6i2 , EMicrosoft Server 20165% % . BR , RMNRAREM EE R FECDATEIEE
ISE-PIC. FThf# ARG REERAWMITEWindowsZ£ 54 BELERAFBIPHYRS ( FA21E
") o XtTCDA , SWAEARADIUSE X LR, X TISE-PIC , ERETEISESFHEH
pxGridMERSE#%, ISE-PICTIREE T RISEREFUR MY ELIRZHTA,

Identity Service Engine
Passive ldentity Connector

ISE-PIC can periodically
probe an endpoint to
determine whether a user is

The WSA obtains user-to-IP
mappings by subscribing to
the pxGrid service.

still logged in.

The WSA obtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
APl (ERS)

Domain users
: Web Security Appliance

ISE-PIC obtains user logon
events from the domain controller
via the Windows Management
Instrumentation (WMI) service.

An active directory logon
generates a security event
in the domain controller.

Active Directory


https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
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HMEWebREBREFERAET  UTETRHES MR, BEHTTPSRENESLLEN , X—K
TRABAEE , EASWARLRIAEZFHTTPSES . MRARKEREN NN ERXT P iR R HRS
, MAFIEE R RN IELH L TRARERSHAERE, BEXHAR , REXGEFA

B, AXET REFNZEREN : MRAFZENFEXA,

HTTPERPEAEEBERBAREERZTHHNHNFTEE, CEFHAREREINAEFE

MTPRFER , ME—RERXHNNERD. BINMBERT , SWASHIBRIXE4RL | SERIEAN
X, ATBREAV)E#E,. XHEENSTURNATHEEG(AVC), BIEREBERETEE

BRSEEERRANER , EE A TR ERR SN R LR KB RILTT R K, BXRUEENE
MER  BSRTBRREIRD .

Range Request Forwarding: Enable Range Request Forwarding

HTTPS{E

LZEBEIBREWN , RAMLTEFEACINRE EER , FERTREERIIEMUE, HTTPSKE
ASATCEATHRECRAERES(TLS)EZNZAXNMILESR, AR, AN THIERZEER
(CSR)HHAEBIEFHMA NI (CA)ZE, fEActive Directory (AD)IER |, XRE&RIESE , BAADE
BRHCABZZEHAERANEE , HETEEHMIRRIBIBILS,

HTTPSKREN —NMNZ LIt RRIERFF[IER. REXREBWEMEPERMFERE. BA
Decrypt for EUNAAFSWAE RRTTE , BERWER, MRAKREAINEE , WET4EE LK
HTTPSH RS BN KEEHE IR, XASBEHEBEMNEEM , HEAFPIAARETHE K mMF2
SWAPBRIE TiE$E, PrELTRAVIEPIETUAIRE RN ZEDDecrypto (1R UEF RIFPAIEMEL U R |, F
HAP AR B A ST EIERERANEIRER,

Invalid Certificate Options

Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer Maonitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types:  Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error:  Monitor

B, XARFEEBELIERRSHIL(OCSP)RE , A BFSFEERRATHEMAEDR., XAEFF
HWOEH , MEHMIERSXAEDRENBR , UATIEFHEXERER. BEEE T ERER



(AIARER ) REFIRBEIERLEREMURLN G E , MR ATLUEREREMIES, flan , MRMERS
SREWMNIEPETTE (TROPREFBIES ) , WSWAR LR EAIAF R H R 1% FERIREUR K
RYEPMBIEESSM, HIRERECLIFMNUAT@REAA

SWA_CLI> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[1> HTTPS

Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[Yl>

N EE mTUSARBSBRELNSHNE S BIREETLEEE  AERABR TERLRE
, BAEERARE,

FARTBISIRE(LATM)

LATMRESWAN ZZEBET BRI ERTEIRENEBEEREURFIETCPMUDPIR O LW HREMN
—ME¥ER. TIHNT2HOA TEZEIINE D BRI REVERESE, XAFSWAESN KEIERE
BERIHNFIERE. WRERIREEEIPHUEKIRE , NISWAR LUS T £ B0R AR S5 25 1P ttb 11k 79 5] B
KIERSTRLILTCPA&iE, X TFUDPHRE , © W LLLEPort UnreachablelH B, BB SIEAER

, RFHERRE IS SWABBEORRE |, LB IEZIhaeEE i T IR EZ M E M,

BRTYBIEEEREN , UTME L TDNSEBUEFTSETIRETI R, LINREWCCPEEHMEA

, AT NELERREZIWCCPHHEE , LMEEEBEIWebRS e, SHETIRENRCEANBIES
FTHARELAE, JRALLSTEIPHUHRFZEFE . SWASRIOD HEENT —IXZERESRTPWE
%8 , MAZERIEENTTL, B2 , MRBALATMINAE , SWATUUEA 2 U TR DNSE R E 5
EiFINIXLIERK, XK T FFIREN 7 SSWATER ik it HIIRIREIXEL .

REEELIE

EHNRBEENSWANMEN T BEEXEE, XTNERRANKBASERFELHMNITL



BAERFENERMYE , ERNEEN KRB RER AR SWARN BEZE TR E BRI,
—EQTEXFRITRENKBETRLSBRZFAIRE , HABEWIEE.

¢ 3

SWARHHMHEFER T B RBER, MEEERBIXMLI AT 6128 X8 RinE E X4 MR A
W, REBER K REARFERRESHARTEENESHEHANE. ESWARENMMNER
ETREP , RUBR-HEXKKIERE  REAERR=ARINEEERY. TN OEEXHF.
SR RIS KRG, LR+ NEE10NENRERZE, 501N RS =27 1IPH# it 420N RSFBR XA
BHNEENRS , HUNBERMERE, FEHPSINHRFZDIRI2VITEIPSFEXRMNSER
HHEE,

LERELEBSIETERN  BAHIANEREESREWebREMCLIMNEE, ZFIFENAFTE
EX®E, B2 BEMESZR REHABREAFEATSLANRNNERBS, Rt , REFIE
A TAERNENE LR —FHE TERNEEZH NSWARERRN BT E.

SR 9 Etrack_stats B EHIZFZR—XCPURE ( AN BN ) , XEWRFHAFEE 2 ATt
R ( AP eTRE+REATE ) /300, HAFREEE2708T , ZHEBERAFERPRBEIZHCPUAE
B, XJLFERANEEAES , BEEMRMHITO M.

Current Date: Wed, 09 Nov 2022 08:49:00 +03

system time: 48.189 (16.063%) Low Complexity Definition

10 Access Policies

max resident set size: 104712
integral sh'd text mem size: 61923808

integral unshared dat 1003469344 — 10 Custom 10 Regex
integral unshared stack size: 114521088 Categories 50 Se;ver P's
page reclaims: 29776 2305
l B \ Server

10 Ildentities

page faults: 0

Names

swaps: 0

block input operations: 62168 - :
block output operations: 289048 Medium complexity = 2 x Low
sent: 2755817 complexity

messages
L]

messages 1667985
ignals re High complexity = 3 x Low
voluntary context switches: = complexity

involuntary context switches: 4341




AR BIBRIALL , SWARER KRFI1Z60,0000 H & & imiE 60,000 H & RS 27 %
%,

PRRELE XA

PRR(ID)EC B X #F R E W E R FENE - PN RETE, DEEXHE-—HIEENAEEE
EHEFAZBANDR TITME, XEREMERGSATE , BRI ESHEXHTE, 0IERE

, RS HRILEN B ENEE, LSRNV NEEXH/LFNFFEER , MATES
SHEELFT B, EAHTTPIRE, BEMKIIFIRFFMTNAFREZNEEERRHFEE
NHSE R E TR

—HKRY , FESFORIEMNRBEEEERE , GIABRRMBITRER, EXTFESDRIUER REEHE
THEFR , RE R REAMR TR HREETRER, FEMRBRUHN HBGRIERRFITR, MREH
R4 L& IR FT A AR AT B IRAE | W ATE R REE P R ER S HRIEFAE I ZE iR, T
EHTEHRIUENBTFREEFREFHRIENFERRIEFISWA , SWAERRFRHATEES
CPUNMREFANAERE S,



MNEBARG , —NEILIRE R LA — N — BV IDEC B ST LUK A8 R R 57 22 5% B8 A 177 7] SR B

MNTREBEERY , XMRBEARRE. WEEE , KELANE  LEENDEEXHIES
MNEZMTFRBEAERER, X2AEN , ANAERBPNABERAGSATE , RES LS KK
Bl EEHRIERMEPE ML , EERNWRBEPEESE , I ATURBERDRBEHE,

Client / User Identification Profiles

Managed by: ngema.cholasen.lab - local changes will be overwriltan.

... |

End-User

Order Transaction Criteria Authentication / ldentification Decision Acknowledgement Delete
m Authenticate:
1 192.168.10.50, 192.1568.0.40 ‘ y (global profile) - |
Protocols: HTTE/HTTPS Realm: AD (Scheme: Basic, NTLMSSF, Kerberos)

Glabal Identification Profile

Managed by: ngsma.chclasen.lab - local changes will be overwritten,

Protocols and

Order  Group User Agents URL Filtering Applications Objects
Github
s Hel i . Identification :‘0FI|Em
Policies do not require a y | ietion RN | pel 3
1:1 ﬂOW! URL Categores: Github
Contractors
- 2 :l:lcr"hfv:ulnon-"-"c-flll: {global palicy global pobcy global palcy)
* Reduce complexity by 1 groups (AD\CHCLRSERTCERIF ctors)
Il ina wh Domain Users AP
. aps g 2l 3 Identification Profile] AD Auth | {global policy jlobal pabcy)  (global palicy)  (global |
pDSSIbl‘E. All identified users
ﬁ:lm:ahonipmhle: Al Mo blocked items Maretor: 85 Montor: 356 No blocked items

R R B

SIDEBEENH—# , #EREPRENFHBLITHNEEAND , BEAISEFNEERE-—1TE
EHIAN, RETENTHELZRNOT , BEAERTEENTE (ADA, AFEHSGT)

« ADAFMAF-NREIUARTH ; MRAFRENKE , AECERBIPEEAS, , MITEE
B

- SGTHADAKAF-MRAFESCTHXEAERADAN KR , HECHERBHEEAS, , N
Pef R B

- SGTHRAF-MRAFESCTXREHERMPEERS , NPT KK,

ESWARITHFTBERS H , NEEAERE , WHTTPSHRENITERENEE. EEERENEIL
WNREN K PEEEZE, EEARTUMEREZEDT5%HMERERITHTTPS,

VBZEERRE , XNBERZRENBI L , UBREBRENRKRERKNTH. BBEE , XIE8F
ERE—RIHmS. FHaccess_logsEI AR UBEMNERSWARZEWHTTPSREN B 2Lt |, BIfES
EHMAEEBERHFLEML, TTLAERARLNBashsPowerShel i B RREULEFE, TEHRNET
MNREH R SRR -

1. Linux@s$> :

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~



2. Powershell&i % :

$1ines = Get-Content -Path "aclog.current” | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de

FiRITHE BRI |, S0 7T BRED IS RENTSBORFTMEHTTPSERE., J4MAWE
FimMBESRELEHTISRENE —ik , MAESWARRSNMEIN |, REAEBRE, BN
RIRENEE , NYHERSWAGRS|/TEX —RTLSEF, XZRENSWALTUERRIEUEHH K
HHIEER | FEXAEH SRS BFNTLSEZLIRBUES, MRIEBHN , SWARKHERE | 7
R EFIRREEESRSR/ELRE,

HTTPS policy operations
* Drop

* Connection is closed.

RIS
e Decrypt

=L

* Traffic is decrypted and evaluated by access policies.

* Transaction is not decrypted.
* Client negotiates directly with server.

* No action taken.
* Move to the next column on the policy.

SWARHATEMTLSEFNE—BRE , REHENBIPHUFETEENEINF (REN
passthrough ) , H# BREZEZBFHEHTTP CONNECTHRTLSEFiwHelloF A A, EEXHRED | &
FWRETLSSERSZH ( EENRLSF ) AR BREERSEH/NENSE , RSB TEEE KR
BRFER, EEAPEF , SWARBETLSE FixHelloH B H RS 28 B FiE R(SN)Z R HBIEH
EMEFH TR, WRENIRKFESNIFTEE , SWARARESRFZF[IEF , URLINFREIE
B L ETE ABF(SAN)F 2B F(CN)FER,

BAT AN FRERITERETUELSHECHNASEENRSHFEFRERENMNBERFIEK
&5, MAREBMERKLINFNEESSD (NEESWATHKERSH[NTLSEF ) KEDTLSEFH
HE, BR , FEi8 , SULELIERERMERE,



Explicit HTTPS-What do we know?

TCP 443

TLS Client Hello

TLS Server Hello

Certihcate:

Date:
We know... Version: 3 (0x2)
Certificate issuer.
Certificate validity.
Host header.
Subject Alternative Name field.
User-agent string.
Common Name field.

S L ol o

Certificate:
Date:

We know... Her:_‘siclﬂ_ 3 (0x2)
1. Certificate issuer. "Jes?ghahﬁ'cg?;cri':5?:c:5:a|:::.?5
2. Certificate validity.
3. SNI field. r i
4. Subject Alternative Name field. _Not After:
5. Common Name field. X500

ETHMUEEN EHIRRE | TR R —EMERZSWAE AN WebFEN 2 RBIBEERTSD
Ko EATERBZUER/EAREESNR , W, IAXEHEINEZIAVEARHE. AMPXHEE
Mo, AREENEAXNRELERHE, HTXERR , BEUFEESHBERTEFRDRER
o RIFRHIRENHAVESIZEENAH , HFHAVC, AMP, HRIREEFHITITMh. FEiHERKEHD
PEBEXRRDRERHNERER.

77 ) SR B

SIDEBEENH—# , EREPRENFH BT EANEBAND , BERAISEFNEERE-ITE
ZHIN, ETRRTFEEEN TR (ADA, AFHSGT ) BRERMTERTR !

- ADAMAF-AHRELBHITH ; WRAFRENKR , REEERBFEEAF , WEEX



B o

- SGTHADAKAF-MRAFSSCTHXEKAERADAN KR , EESHERBHEEA, , N
UL T

« SGTHMAF-MRBAFESCTRERERMPEEAS , W TE KK,

HTTP BAE 2T B AW /5 Y AR E 5 M AT 045, HTTPSTREBEZN & BRI TP
tENREREROREERNA T BERIE, WTFORBENER , M Naccess_logiH. B
— M EHRE L RRATARTLSES (B8 ) WRE , S B5RE LR AERAAT SR
FHTTPA R MBI,

MWebREBIPHFIHBAN , EEERRLATERXHFNBEF TR , BEMBRERENNARE
FEHBRSER. BRIAMERT , SWASMNEHIEERPRIBRXLEIRL , RANREEEN Y |, FFE
ERITEERAAESFERAAVCIIEE, IRMEFHNITFZENLEFERNFZFTBERKLEETRH , N
AgE 2t R SWARBR FTHENXHILX. XEREXRATAEKNERHASHERS P, L¥KiES
SN &ELEREEZMicrosoft WindowsE # M Adobe i E#H T 2 Fo

EXBERE  KRERRXSFRREUREZTEHZBASWARE., XX TEABBNREHIELETIT
, EXERRT , T IMRELRMEANREVNETHIHRIRE , HEXLRE LS AEEERRL
R, DMEERXEFERETEFHTAVAEMAVC , Bt 4AFFARITREBUARAE NS RE, BF
, TR ENRESFNRCEERBLAFHAFPREZRE, ELEHTVFERFNAP-REZH
BRI UELKRE  SETUHEEABRAREER, XSHEHKRS ( FEMicrosoft WindowsH
Adobe R4 E# ) FEAHTTPS,

MFERRBEE D PR , TRUBIBREBZREPHRTRERL, ETEAXNER , BWAEELH
EMHRELEEN]. IBRBDI(DCA)SIZEAUERALERRINABTUREAME R NBIERD K
R, BN, XL RUBURLBEEERRIC AR DK, B RALIIEE AR D SWAR R 2 R EBIR AT

=
Eo

B 5 ) SR B EY X R 7 (Object Scanning)iRE , TR ESMRBEWFRIM. MERMBEN
RAEFEMSEPERTHEEXHS  WEAFEXHRECEEEBMCPUEAR, NREREFR
BEEXNS , KFTRMAAHRRILRE, BERAERILREN ARG ZNRAFREFFS

, BN IXHE R BY Tl 5 W] RE R 15 M A4 Y IP R R B 3R

B E X MATFURLE S

BEXENFRATRIPHURENBIFIRRSFER. TUAFERENRIER (regex)EERF BB LT
BENER, SERFFAEEEMAL , FAregexBEXTERSHEHEBRESNERR , BILR
FEENVERF XAEAXEER, JUESHBANTF RN "UEiRFE , EFENREX, 5
i, “.cisco.com”t 5“www.cisco.com”’PEHit,

mEREMIEoFTRAN , BEREEXNI0NBEELRFIEK , PEEFEMENL 201 , §EFM
EXRA30MN, BUCHLBFREFE200T , LEERLYIREAregexBRHBTEXRELRKBE R, Bx
BHRBANZERNEAEER , ESRFRIKEID.



http://www.cisco.com.%E2%80%9D
http://www.cisco.com.%E2%80%9D

ARURLRLLBSBENRIFIRRESS , IAXERAERZZNEZEYE , BAENFIBEEE
BRFH4rell. BTHIETATRERETHSWATE AL NIRFRIFIR , EEbEAsyncOSHR
11,87 8N T [ T ERAY b ub AR N2 ANMFISAA R ThRE

Office365 APIXf T4t X it BN HBHNRFHERBRRSHER , HETATENMNA
( PowerPoint, Skype. Word% ) . MicrosoftZ i &eid Fir & Office 365 E MY (LI LB L BE
Microsoft X #1585 :

BE  ‘BASSLHAMARESHHRAER , ERESHRIENEEEREH MRS ATEES
BMETERMAFARTE, kA, XENBEMNBREZTEEBNRERLEFIEMSEE
EiER, RIMNBUSEITENREIRERZKIRBEEOffice 365MZER, -
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-
endpoints?view=0365-worldwide

EERAREBERREPERALEETRAIBREME. MAsyncOSHRAS11.8FF#4 , A BAfE A MOffice365
APIK RV BRAFIRIEREZTREN R, WIRATHEAEEMRRERIEZEWCCPIRE 1


https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide

TEEEH.

G AOffice365REBAN TR —LERLZLEFINMLRERENEERWRERI. WRSWARSE
26 Office365E , THRUREINIFERRBEAMREE, Hdhz—RNABFAENEER,
KNBEMSFGEL BE | BUEROffice365 N AR FATRM EMBIFETCPER, XSRS MNAFNE
ZTCPLE LR BUEM10R151

HTTPSKREBHITHEZMEF MZRESNIEEFROVEBIIR, Office3658 X ZEEIEF UK ,
REMEE ( IWANEZESEMBEBEME SR ) M 7TX—RE , el P ER,

R L0ffice365 N ARFERATENTLSSH , XESHAB EHTTPSRESN AR F RS BT/ IE
F. REEPIORENBRNFERDR, HiXE5Skype for BusinessZZEHNA(FTLEHTLSE
FifHelloBE B R X ERSEEBMHERESN)FR)AER , FEETEENLRE, AsyncOS 11.85| A
TAUREBFRIPH U ST RERINEE , THEHTIUEBRER A RLEE R

W AR

CLIE 25

SWACLIRtA TR EREEH#ENGT. RAANGTREERSRERBAXNEITEEN®
T o status detail T RAREARNEREFNBFENERRR , SH/EFSITHE, EANTE
. WNIER, EEHRE, UTRIEGHHRAIE S

SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03

Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:
CPU 3.3%
RAM 6.2%
Reporting/Logging Disk 45.6%
Transactions per Second:
Average in last minute 55
Maximum in last hour 201
Average in last hour 65
Maximum since proxy restart 1031
Average since proxy restart 51
Bandwidth (Mbps):
Average in last minute 4.676
Maximum in last hour 327.258
Average in last hour 10.845
Maximum since proxy restart 1581.297
Average since proxy restart 11.167
Response Time (ms):
Average in last minute 635
Maximum in last hour 376209
Average in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701



Cache Hit Rate:
Average in last minute
Maximum in last hour
Average in last hour
Maximum since proxy restart
Average since proxy restart
Connections:
Idle client connections
Idle server connections
Total client connections
Total server connections
SSLJobs:
In queue Avg in last minute
Average in last minute
SSLInfo Average in Tlast min
Network Events:
Average in last minute
Maximum in last minute
Network events in last min

O VT O N O

186
184
3499
3632

4
45214
94

0.0
35
124502

rate B E REXproxtEEANCPUR D LEMNKRIER , UREBWERB(RPS)MEFLITER

o LB THERAHERHBE , EF M, ATREHTHEHRA

SWA_CLI> rate

Press Ctr1-C to stop.
%proxy reqs

CPU /sec hits blocks misses

5.00 51 1 147
4.00 36 0 128
4.00 48 2 179
5.00 53 0 161l
6.00 52 0 198
6.00 77 0 415
7.00 85 1 417
7.00 67 1 443

tcpservicesti T E R A XIEEHBMITIHOMNEE . SNIBUR UMK OAEH

SWA_CLI> tcpservices

System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The 1interface controller for inter-process communication
ipfw - The IP firewall

sTapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

370
237
307
372
328
363
433
228

client
kb/sec
2283
21695
8168
2894
15110
4695
5270
2242

server
kb/sec
2268

21687
8154
2880

15100
4684
5251
2232

winbindd - The Samba Name Service Switch daemon

%bw disk

saved

0.6 48
0.0 47
0.2 65
0.5 48
0.1 63
0.2 48
0.4 49
0.5 85

wrs

disk
rds

37
38
33
32
33
34
35
44

HHAB2ER



Feature Processes

coeuslogd - Main WSA controller

gui - GUI process

hermes - Mail server for sending alerts, etc.

java - Processes for storing and querying Web Tracking data

musd - AnyConnect Secure Mobility server

pacd - PAC file hosting daemon

prox - WSA proxy

trafmon - L4 Traffic Monitor

uds - User Discovery System (Transparent Auth)

wccpd - WCCP daemon
COMMAND USER TYPE NODE  NAME
connector root IPv4 TCP 127.0.0.1:8823
java root IPv6 TCP [::127.0.0.1]:18081
hybridd root IPv4 TCP 127.0.0.1:8833
gui root IPv4 TCP 172.16.40.80:8443
ginetd root IPv4 TCP 172.16.40.80:ssh
nginx root IPv6 TCP *:4431
nginx root IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
api_serve root IPv4 TCP 172.16.40.80:6080
api_serve root IPv4 TCP 127.0.0.1:60001
api_serve root IPv4 TCP 172.16.40.80:6443
chimera root IPv4 TCP 127.0.0.1:6380
nectar root IPv4 TCP 127.0.0.1:6382
redis-ser root IPv4 TCP 127.0.0.1:6383
redis-ser root IPv4 TCP 127.0.0.1:6379
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https

prox root IPv4 TCP 127.0.0.1:25255



prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
smart_age
smart_age
interface
stunnel

BE&id%

WebREBERESEDSUEMSHE. REHELTKRE , EREMTHESRZINHBFERNEENY
BIEFEE, B4NEY (BEE—X ) REFEZRENBIL | UBRANENBZ RN
ME—H. XFAUNBESEMBELLREAWSR)FEEEE MR , LAl B 150 B EEA

f& B #BashZ PowerShell @i 53K, ELAEHEFH THERPSHEE , LBRRZEEZBHITHXK

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv6
IPv4
IPv4

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

127.0.0.1:socks
[::1]:socks
172.16.11.69:socks
172.16.11.68:socks
172.16.11.252:socks
127.0.0.1:ftp-proxy
[::1]:ftp-proxy
172.16.11.69: ftp-proxy
172.16.11.68: ftp-proxy
172.16.11.252:ftp-proxy
127.0.0.1:http
[::1]:http
172.16.11.69:http
172.16.11.68:http
172.16.11.252:http
127.0.0.1:3128
[::1]:3128
172.16.11.69:3128
172.16.11.68:3128
172.16.11.252:3128
127.0.0.1:https
[::1]:https
172.16.11.69:https
172.16.11.68:https
172.16.11.252:https
127.0.0.1:25256
127.0.0.1:http
[::1]:http
172.16.11.69:http
172.16.11.68:http
172.16.11.252:http
127.0.0.1:3128
[::1]:3128
172.16.11.69:3128
172.16.11.68:3128
172.16.11.252:3128
127.0.0.1:https
[::1]:https
172.21.11.69:https
172.21.11.68:https
172.21.11.252:https
127.0.0.1:25257
[::127.0.0.1]:65501
[::127.0.0.1]:28073
127.0.0.1:domain
127.0.0.1:32137

R & w A, AESEEEPRESEMN 2SR T5R.

BRSMAM—Rirack_stats B & , RSB EREHBEREERFH X REEEA KA 5 HH



ZNED, MENEFRERANSSERT EERBENTEER | SFEDNSEHREIE, AV|IE
AHNAMFSEERNTR, LESTREMNGUIFCLIFHTERE , RAEET R4S E4IHiL(SCP)
XHERBFTP)B TR, XEHRUEHENMENSEENES , AEMXTRERLHAT,

Where can latency be introduced?

 External Services
 Internal Services

DLP
r

O Q@@

Client side latency

« “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

* May indicate an upstream issues-keep investigating!

* Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client ]
AV Wi NS
WHES ; H [TII - )
AVC N -
Dl

o0 @




DNS latency

* The amount of time in milliseconds that the WSA waited for a DNS
response,

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%6:>d X-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

DNS
AV
wers { ‘ ONS 3 AD
ISE
DLP

Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : »>a

%:<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

AV Authentication DNS

WBRS P ( ) AD
ISE
DLP




Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

» (Calls for investigation of your upstream devices and WAN connection.

» access logs can show this in custom field % : >1

[ Y21 | x-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
ISE
DLP

AV
WBRS P
L]

Server

Server latency-transaction time

* The amount of time in milliseconds for the entire server-side
transaction to complete.

« Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV DNS

WBRS it

AVC LDAP
ISE
DLP




Internal services latency-not exhaustive

AVC

B/ "SHDHEITHE0OWEA—IX ,

See the user guide for all custom
fields associated with these values.

ARS5 BRumiEEE B . LA T RSHD B BT R

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

11
11
11
11
11
11
11
11
11
11

:16:
:17:
:18:
:19:
:20:
:21:
122
:23:
124
:25:

42
42
43
43
43
43

143

43
44

2022
2022
2022
2022
2022
2022
2022
2022
2022
2022

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:

CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd

DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1

N NNENNNRENN
A WNOWAWOO D

45.
45.
45.
45.
45.
45.
45.
45.
45.
45.

NN NN NN NN NN

RAMUt 1
RAMUt 1
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