PERZ2WebiRZ2NERBEHRGIF BE
(ampverdict) & fE

H 3%

HEBRWSA AMP B & fE
HXEE

fasr

AT EMEREIRE(WSA K B FBRERAFH (AMP) 5 ZEHINFOFDEBUG HEL 3 H#HY

ampverdictE 2o
TRFH
ER

Cisco BB THUTER :

- BREWSA

- EEAXHEENX DT
- BRREHRHRT

- BREZEREIEE

. SSHE i

ERR AT
AT RF B EN R MBELRA,

ANHEHPHEEHRETREXRREREFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMELTENRS , FERRETRAERSHIBERRE,

HRER

WSARH Em ML IRPNAMPRI A BAMPS| B ER ., AMPEN XHEENM X 4o heeRHEEH
LERUGT. WSABHE—IM2ESIZ K AFEELRZRECHHTATXHFHAE, T—THN
A HESWSALEHNAMPE| 2% , EAMP= i Threat Grid o<,

PEBRWSA AMP B F i &



HRIAMP B &, B3 CLIMtailsgrep®E Famp A& :
1. B SSHE Fim B FCLI,

2 88 A S grep 3 ZEnteriE,

3.5 AR FEESIE amp_log¥.

4. BZLTED(MRZTRIRE |, HIEFRE A ERIEIN),
5.3ZEnteri&,

6.2 RBAE

WSA AMPEEFETARMNEESR S , LAILUERINFOL B HDEBUGE R , XELRET—T
REBFTHA.

AR EEREWSALZREAMPIFENE |, LERAMPA E.

AMPEE43I B & :

Wed Apr 27 12:21:26 2022 Info: Txn 18210 Binary scan on instance[0] |d[1345]: AMP all ocated
memory = 0, AMP used nenory = 0, Scans in flight = 1, Active faster connections = 1, Active
sl ower connections = 0

Wed Apr 27 12:21:35 2022 Info: Binary scan on instance[0] id[1345]:

filename[ npp.8.4.Installer.x64.exe] filem me[application/x-dosexec] file_extension[exe]

| engt h[ 4493047b] anmpverdict[(1, 1, "amp', '', 0, 0, True)] scanverdict[0] nalwareverdict[O0]
spynane[] SHA256[ ecdcf497418a1988ebf 20c647acadc9eca7bc8569f d980713582acd0deO11bal] Froni C oud]
upl oadr eason[ Enqueued in the | ocal queue for subm ssion to upload] verdict_str[FILE UNKNOM]
is_slowf0] scans_in_flight[0] Active faster connections[0] Active slower connections[O0]

Wed Apr 27 12:22:28 2022 Info: File uploaded for analysis. Server:
https://panacea.threatgrid.com SHA256

ecdcf 497418a1988ebf 20c647acadc9eca7bc8569f d980713582acd0de0l11bal, Fil enane:

npp. 8. 4. I nstal |l er. x64. exeTi mestanp: 1651044116 sanpl ei d[]

AMP{E B4 5l H & (ampverdict):

anpverdict[(1, 1, ‘amp', '', 0, O, True)]
(anal ysi s_Action, scan_verdict, ‘verdict_source', ‘spynane’, malware_verdict, file_reputation,
upl oad_action)]

AMPIEIR K A B &

Fri Apr 29 01:38:40 2022 Debug: Binary scan: proxid[3951] filenane[favicon.ico] |en[41566b]
readti ne[ 109. 721680ns] scanti me[ 2. 205322ns] anpverdict[(1, 1, 'anp', '', 0, 0, False)]
scanverdi ct[ 0] nal war everdi ct[ 0]

SHA256[ e7a2345¢c75a03e63202b12301c29bb8b6bae7cef 9e191ed58797ec028def 7c4f] Froni C oud]

Fi | eNane[ favi con.ico] FileM ne[application/octet-streani

AMPFR 4 5 H & (ampverdict):

ampverdict[ (1, 1, "anp', '', 0, O, False)]
ampverdi ct[ (anal ysi s_action, scan_verdict, disposition, ‘spyname: policy nane if anp registered
with console’, file_reputation, upload_action, ‘sha256', ‘threat_nane')]

WAFRESEGEMR



FB “E
Analvsis action “OREBIEERGIT RiER L& TR DA
ysIS_ “VREABREERHSFEIER EEXHHITOM

O:ZXHTREEN

1THFXHER | REEZXH
Scan_verdict 2: X B

AW IR

AT I XHREBER

HFR amp: 3474
1R &l
LB 2:Clean (BH )

3:E & (amp)

AFTRASE (FTAK )
= RKRFEAAMPIE L KB

Spyname Simple_Custom_Detection: 41 R £ F AMPR & K B
Upload_action IEFE ; K#iﬁlﬁ:?ﬂﬂ‘fﬁ;
- B  XUTFREENE
SHA256 SHA256
Threat_name ETFAMPR N B 8 B2 B
BxER

. FEBEZLBNYAMPH Threat Grid 5 WSASE 5L
- XU EW T RN H DT
- BRI — BN RE



https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
/content/en/us/td/docs/security/wsa/wsa_12-5/User-Guide/b_WSA_UserGuide_12_5/b_WSA_UserGuide_11_7_chapter_01110.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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