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Network Devices
Default Device

Device Security Settings
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Network Devices List > SWA

Network Devices
* Name | SWA |
Description | |
IPAddress  ~| *IP: | 10.106.38.176 | /[ 32

* Device Profile g Cisco = &

Software Version l:l

* Network Device Group

Location | All Locations ®© l [ Set To Default J
IPSEC |Ng © | [ SetToDefault |
Device Type |all Device Types () ||  Set To Default |
» RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS

* Shared Secret | yeees




¥ |+ RADWS Authentication Settings

RADIUS UDP Settings
Protocel RADIUS

* Shared Secret |....... | Show

Use Second Shared Secret || &

CoA Port | 1700 | [ Set To Default

RADIUS DTLS Settings i
DTLS Required ] i
Shared Secret |radius/diis i
Coa Port [2083 | [ setToDefault

+] i

Issuer CA of ISE Certificates for CoA @ect if required (aptional)

DNS Name | |

General Settings
Enable KeyWrap [ (i

® Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCI HEXADECIMAL
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O | Advanced TrustSec Settings
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* Network Access User
Latest Manual Network Scan Results

pxGrid Services  » Feed Service  » Threat Centric NAC

* Name | rouser

Status Enabled »

Email |

~ Passwords

Password Type! | Internal Users

Password

Re-Enter Password

* Login Pazsword | [TITTITL]

| |uuuu | | Generate Password | i
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| | | | Generate Password | i
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Library

Search by Name
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Catalyst_Switch_Local_Web_Authentication (1)

Switch_Local_Web_Authentication @
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WLC_Web_Authentication @
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Cisco Secure Web Appliance Secure We
S100V
by Reporting Web Security Manager Security Services Metwaork System Administration
Users

All
ACCE.II"ItS User Name Full Name User Type Account Status Passphrase Expires Delete
D admin Administrator Administrator Active nfa

| Enforce Passphrase Changes |

Local User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Reguire at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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Secure We

Cisco Secure Web Appliance
S100V

By Reporting Web Security Manager Security Services Metwaork System Administration
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All
Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete
D | admin | Administrator | Administrator | Active | nfa |

| Enforce Passphrase Changesl

Local User Account & Passphrase Settings

Account Lock: | Mot configured.

Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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Second Factor Authentication

Second Factor Authentication Settings

Enable Second Factor Authentication

Authentication Type: | RADIUS
Protocal: | [upe .,']

RADIUS Server Information: | | ganius server Hostname [ port [ shared secret [ Timeout value | Authentication | Add Row |
(in secends) protoecol
|10.106.38.150 |1e12 [sessaass |s [pap ]| i}

User Role Privileges
Cenfigure user roles for Second Factor Authentication

Second Factor Authentication is enforced to:
Predefined Roles Administrator
|_| Operator

d Read-Only Operator
] Guest
Two Factor Login Page
Appearance:
NIr

Current Logo:

CiIsco.

(@® Use Current Loge

(O upload Custom Logo from Local Computer: Browse... | Mo file selected.

Company Name: |
(Max 150 characters only)

Custom text Information:

(Max 500 characters only)

Lagin help Information:

(Examples:For login trouble Pleass conlact, Conlact Name ,123-1234-123,admin@example.com or help URL. Nots:Max 500
characters only)

View Existing Two Factor Login Page =
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E5%5  EESWAHEEARAF, , BRERMAF. ¥ AUser NameH EEFE A B ER User
Type. #i APassphrasefRetype Passphrase.

Users

* When RADIUS external authentication is enabled, all local user accounts except "admin” are disabled. If all RADIUS services fail, local user accounts will be used for authentication.

All
Accounts | User Name Full Name User Type™ Account Status Passphrase Expires Delete
(] adminuser Admin User Administrator Active nfa i
D rouser RO User Read-Only Operator Active nfa T}
SWAHRMAFEE

$6d  RERXARKER,

5 UF

ERAEENAFZIEBESWAGUL, SRRIERINE , BFREEOIHE S HRIERE, Lt
, BEERMAKISEREERHE & HRIEFI,



Nilir
CISCO.

Passcode: |

Copyright & 2003-2022 Cieoo Systems, Inc, All rights reserved, | Privacy Statement

RIEE-—RARER

2Z&

. BERESWebi& & AsyncOS 14.0 - 1EFE
- ISE3.0EERIEE

- ZEWebi®FMWISEFRAMIIR

« ERADR TISE GUIFICLIZE



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_overview.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_overview.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



