EEZEWebigZFHEEBENLURLEH
Hx

&
RREH

E£

R %
HE Y URLES
ERPRURLEF
ke E Y URLEFIBY 5 B
E N 1E M| TRk 3
PR 1 1% 11 5] B
EXRBBERBEYURLES|

A WebiE RELEWeb LB =i
HE
EEHRAFEDHEHEXURLEF

Eibly
AT B RS BB E (SWA) S 9 B X% — BB (URL) 2SI B 219,

TORFAMF
=R

Cisco BB THELLT A :

- RENIERE,
- BEMKIRE(SWA)EE,

Cisco Bil& :

- EXEYEHELREMBZIREZ(SWA),



- FHIEERBEHERE.
« REBSETKo

« NSWAHEEIR,

18 FR H 4B 4
AR FEHEN G FE MR,

AXHFHNEEHRRETREXRENREFINIRZREN.,. AXHFFEANMERZRYVEXAR
B(B®A)BE. MREBHWMELTEIRS , BHEAETHEMEGSHNEER T,

BHE X URLZESI

URLERSIZEAWFETRTE, #RNBBELZERKBEPNES. NRBABEBEURLREBIE |, ATER
BEXURLER ( RENLTEMKS ) MIAELURLEBIE EE1F,

&7 A 2 1R %5 E WL E Minternetth i (IP) b it B B E XM AEBKEHRURLE S, 1oL , BRI
4mEE A BRURLZE A

HRXEAENURLEFIEEER—NME, #ERHINBERZLRBAS , HOSNKINDEF
RHERER , FERINRSH B E LURLEARIREML K.

N EE . MEEE RE(DNS)ES PR EIEANE | FEMERh— PR EEYAIEFE
MMARLSREAEIFAPHNGE | FieXEIPREE A E Y EIESIERFH,

SERTRURLZE B
SNERSERHRE B A FIRECK B3 E W A FURLSIZE |, 45120 MMicrosoft3kR BXOffice 365 URL,

MR GIZMImE B E LMAEBURLE B R B KRB A F SN SRR, W BFUEERER
( BRIRE A HOffice 365IRIE ) , RERA SRR IR URL,
BT 28 MNRXAN TSN

o BRI -BARESDBE(CsY)XH ; BT BB N .csvlI XA, .csvHRRENER
BEARM T RMMNITLE | BNREN UAES /i S F
(#5130 : www.cisco.com ., siteE}ad2.*\.com , regex). B bt T Rk SFENRER,

TH2%EBERIEEN.csvIHNHE :

www.Ccisco.com,site
\.Xxyz, regex
ad2.*\.com, regex
www.cisco.local,site
1:1:1:11:1:1::200,s1ite


http://www.cisco.com,site

« Office 365 -IXE — XML , 12 FMicrosoft Office 3658R 55 88 SR IRR1Z LK 2 3
fR%28 £, ©HOffice 365MRZIRM |, TR B R,

XA AR R % i EXMLARIZHERE SR |, lLE&E#F : products > product > address list > address. £
HEIRIMA |, “thib FIREE AT LLRIPVE, IPv4RURL [EF T LLBIEEFENRIER (regex)ER

lo

BT 2 Office 365JR XX HHYXIDER :

<products updated='

'4/15/2016">

<product name="0365">

<addresslist type='
<address>fc00:1040:
<address>fc00:1040:
<address>fc00:1040:

</addresslist>

<addresslist type="
<address>10.71.145.
<address>10.71.148.
<address>10.71.145.

</addresslist>

<addresslist type='

'IPv6">

401::d:80</address>
401::a</address>
401::9</address>

IPv4">
72</address>
74</address>
114</address>

'"URL">

<address>*.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

<product name="LYO">

<addresslist type="URL">
<address>*.subdomain.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

</products>

~ EE B2 Ehtp//SHhttps/MERNEMEREZ BN —Ho BREXHH , BULRERIR, B
AFIR , www.cisco.com#® IEH 54T , Mhttp://www.cisco.comf=4 5%

212 B E LURLE 3 /Y H IR

P IORIEEWeb Security Manager > Custom and External URL Categories,


http://www.example.com
http://www.example.com

Web Security Manager | Security

Authentication
Identification Profiles

SaaSs Policies

Web Policies
Decryption Policies
Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

{ Custom and External LIRI Cateaaories ) *



URLIE I ZAR1E B E LURLSE B I8 BT 1T & P iwiE Ko

N EE  YURLEEEIBEINURLE S 5% 5 %1 R o i URL ITER A , CHEARERRA+TIEN
BE X URLESITFHEURL, MNEERPWURLEEBEHN BE K FEE , MURLTIESIZS
FEHEME YHURLEZ#THR,. MRURLFEEEMEZESM B EXSHTME X HURLES]

, MERSBUE 53K,

+ Category Type : i£$##Local Custom Category=lExternal Live Feed Category.
- AKX EREEIKE., LETNEEANRIBHR'NATR ; SRR , eFTEATERE
E X 25,

Custom and External URL Categories: Add Category Custom and External URL Categories: Add Category

Edit Custom and External URL Category.

En

B G- B E LURLES!

|

B - B E L UriE 31 B &R

it B E XK B SNERSSRTIRZR B

EMNERAEMNRERN

Z2MFRZFEANENREINFESHMVelocity R PLHE 5| NI AT A A EN RARIF LB
TR

A BERAZBEARFMIENENIT, MBESEEEENRERNFEAERL , AIERALEH
AL A 6E A R FHT,

~ SEE  PERERB , AsyncOS for WebfE FFlex EN RIE R 2 #7125

BN ENRE | S0 SUE A L 8E$E : flex lint - Regex Ui 28/181 85

AN 5% REBEEAN FTHNENRIRAMATETNEBER, BSAHRTTEEED
63N F R LW ENRIAR



https://www.regextester.com/104875
https://www.regextester.com/104875

/N EE  RTARSHTRNEN RSN S NERERT

ENFRER,

BRBENAT VEFEA ENRER
- R R BERY B E LURLSR A, SIEATIHRRKANBELURLEAR , ATMEREMNRERNIEE
B ARKX B A Z MWebfRS5 5.
-EIENBEELAFRRE, REHRRBANZHEIENNARN , AERENREX G AZRE LA
BER P RE,

52 BR . FENENRSRIBEWebRELE,

BUR RFlex ENFRE R PR FRRTIE

. BRIRITRUANEAFRF
\w \d \s BiE, BF. =%
\W\D \S TR, HFE, =28
[abc] f£fila. bIc
[*abc] F2a, bZc
[a-g] aEgZ BN F&F
R

Aabc$ FRIBRMTTIR/ER
\b FiaR

BUFH
IWA\ BN ERFR
\t\n\r FIRAF, BRITH, OEH
\uOOA9 unicode#: X ©

4H FER B
(abc) HIRA
\1 REIH#15| F
(? :abc) |[FEHIR4A
(?=abc) FHERE
(?'abc) NHESE

ERFRMNERA

a*a+ta? |(0HEZ. 1HEZ, 01
a{b}af2,} |HREFR. —HEZ
a{1,3} 1313218
a+? a2 , } 7 |[cE R TEEL
ab|cd match abZcd

Ly B/
Be®™

g R L

AE. Bk , ATLLEENA



AN\ srE - ErEkERhrEELA , B REREKEXNDE , HEIEUAFRF (ES
), RHRERFHEEEA, FABEXHFIE I RENNR , ZREZAFREREY
631N FAFo
WRAEE U (stan e () MNE\ ( RB|IL ) *Fl\,
BN BR1E IE M Rk =X 8 A .cisco.local , Mg Xcisco.localth 2 — N EEL I,
FHENFHFLEMMELE , MAELSBEWebN BEELE, XRRANERTH 5| ZBXMELHHT
B AN BERRIEHRZEWEERED , ¥ BTSN AT REANERLUURLT £
— e RRE

A LASE A a5 5 17 SR E (CLI)iE Bladvancedproxyconfig > miscellaneous > Do you want to enable URL
lower case conversion for velocity regex , to enable or disable default regex conversion to lower
case for case-insensitive matches, MRFEX 7 K/NEWFERIRA |, HFEH.

BR &l MR 1T 7] &
+ JXEEURLESIRE X b REEEFS0OMABREDRH | 3 S AEmRE TR
50001,

« MRSNMBERBHEM , WS HER TR,
« AEZMBEXURLER FEMAMERR ML , BFF5ISEHIREF 2R,

MR LR BEER —KBEH , ANENRFIELTENERE , WEHANBEXURLERIER
3 B &R S 2 Bl T LRV IRE

o HAMXAERMDFTP)EREZAMEEMIFTPREN , EFETEFTPRS [N ENARE
B, RaeHIPi#thit,

Hit , FERIEEHNEFEBRNTELURLED MWebEELRBREARMFTPERTILE |, BIEE
RREEXLERS 7o

MR LKL R T | ARG E R LURLES | EEIERRIPHAL,
« RHEHURLR T ERAMIE L URLE SIS ADHH B E LURLEBIMURL
EREEFER B ELURLES!

URLEIRSIZEAFETRTE, BRNBELZEREPINES. NREABEEURLREBIE , ATER
BEXURLEKR ( MREX T EMKS ) MFE LURLEBIE ERF,

NG RIREE BURLIIERN SR

SRR EEREMEX RS EEIR>T7 R R,



Web Security Manager Security

Authentication

Identification Profiles

SaaS Policies

Web Policies
Decryption Policies
Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements



184 T
BIE |WebRIEIEM 5B RNES.
gop |FRDAEEESFURGHBEEANCEENGE. SRR  ROFLR
Redirect ToOF . MAENEREEE M EIAURL,
B LR Ao 2 B PR R S RO B P R R
AT |AUFRERAEE AN — SRR RS S,
SR E T SR M. SR B A T AEhs A,
g [WeORBET AV G THILER, R CAMSRERMEAHALHLE (MWebfE
BE lasgeese ) WEESEER,
e |WeDREBMAMIEHRAERESAE , BAVAL BT A HES NE T OB
= EaksiR e,
BT YE AP BTN R ERN ARG  ASRES, RNESN FERELR
o =@ .
i*wawwﬁﬂﬁ@%imwﬁﬁ@mmmﬁﬁﬁﬁio

% 5% : fEPredefined URL Category Filter§80# , AENRFERUATREZ — -

- ERERIRE




Predefined URL Category Filtering

These URL Categories are def

as group membership criteria, AR cther categanies are not sppikcable for this policy.
ApIE from the URL categovies Msted here, 2l [he URL categaries from he plohal Bcess poiicy will be imhented in this pewcy.
Use Global Cuerride Global Settings

b NS:\ woter wamn (@ Quina-Based Tiene-Based
] L]

Category Salact all Select all Select all Saelect all
£} Animals and Fets

G ans

{redefined Quota Profile: | 10GEdamLmit ~[)

(0 Astratagy

I ki Fange: | MomingShit -
Action: [y @

H

Cthermise: [ oo,

B B- N TE LRI R BEFRIRE

Q

HPR 6 EARD X URLE D H , BREXN TR TIE N B ELURLSE S #Y P U5 B9 & 7 i 15 5K RE
KYIRME, MIREEHEE HURLRAISEEH ™= LR M S FH KB BB INR 1B,

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: ((Monitor ~)

@efault Action for Update Categories: ?) [ Most Restrictive v]

B&-N R KM URLIERIRIE

S| BIABNEL,
NEREREEEURLYIERN SR
S| HBERERSERR-MHRMH,



Web Security Manager Security

Authentication
Identification Profiles
SaaS Policies

Web Policies

Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention

Web Traffic Tap Policies
SOCKS Policies

Custom Policy Elements



BRI ]

=

)

BY |BIFEFBNRSREANEE MIREREANS.

vun WeDREBEFAF GFEILER, MR, CLMSRELBERARERE ( MWebEE
= e ) WEE S mRER,

AFERE  BRERENS. REBEREAFHRARBNEATERBZRE , RFGRER
A% (S AEXARWPNHTTP)EE —#, YEZCHEZRTRIRKESNAN , S A
REH HEE L

EF |EFEE , FETHEEBERERARSH. REFLIBHAF EMTEE,

BREL . EARDR URLEBD F , EBEENTE TE LA E LURLSEH 89 M 34589 5 7 i 15 R REL
YR,

LR B AT E HURLSE B SR E ™= £ RN S H AR BRI B INRAE

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: ﬂDecrwt VD

(Derault Action for Update Categories: ?) [Most Restrictive v|

B&- KD RBEE

S 6 BIHAWINER.

AND:S- MR EM IEBXARERIPINEEHTTPS)IERAISEURLER | HikFEx 3R
"(Decryption Policy)4A R RV IZURLEE B ITREEE , ASGIERRE 17 R REEA PRI R —URLE S

o

NBFELERBAREURLIIERAIS IR

FB1: 1B Web Security Manager > Cisco Data Securityo



Web Security Manager Security

Authentication

Identification Profiles

SaaS Policies

Web Policies

Decryption Policies

Routing Policies

Access Policies ‘
Overall Bandwidth Limits

Data Transfer Policies

Cisco Data Security

Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Ciicktarm and Fytarnal IR Caraanriac



BRI iR

R VPSR BIMUER EEER, ER T BEXURLEES,
AW RN BERSEIMAER - THHREZLHAH | ARBHRKBITMEIZER.
IR ERTZEENME, SRFHIRERTREMR.

WebREEER RFHAELER, ik , EBERIFEARIEAZRFIRE ( HlIWeblE
EiER ) HME EEER.

BRIt |(WebREIEL S RETENES,

% 5% : fEPredefined URL Category FilteringZpo# , R8N EKFERUTREZ — -
- FRALRRE
. Wi

- FHIE

Predefined URL Category Filtering
These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Apart from the URL categories listed here, all the URL categories from the global access policy will be inherited in this policy.
Use Override Global
Global Settings
Settings i
Monitor Block
) L}
Category Select all | Select all | Select all
€9 lllegal Activities 4

B&-BIERLME L URLEFRE

HP6 ERD X URLESDH , EREXNTE THE N B ELURLSESI B M U5 R £ 4515 R REH
BR1F,

LR B AT E HURLSE B SRR~ £ RN S H AR BRI BRINRAE

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: l[’mmk V]‘]

(Default Action for Update Categories: 9 [ Least Restrictive ~|

BB-RkoRXWBIELS

SRT7. BRABWANER.



N\ B mEREARATHA K/ NEE , ML 2R ZFEURLIIEPEFE T (Allow) DR “ W 12
"(Monitor)i% I f5 4 42 36 1iF & K 34 K/

B & A BE LURLER A 26 L2 BRI DR

BN LEERBIRA HEBERG AR REA | FARZRRANEEIRE.
WebREIKE LEERRLE  EAELENER , TUAEERELMAMEREL.
DVSSIZAHERI-FHEEEFIWebRIE, MREA , HIEREFL2ERARLAL.

F15 | EEMEREEER>HEERAEHE,

SE]2 |EERID  QEEEENREEREEE,

HmiEERRERD , NTHREHEEREE LB HFRABEERE.

N
=
w

SR]4 |EERHENBERDD  BREUT®RIZ—

s

i i)

AHEEEM R DVSEIBFRHEEM LEZHER, R\ FREITERE LEER

DVSEIZH#HAA LEER, EEFERBIET R REEWAE L

REMRER g, RemxFovssigamuE

DVSE|ZIHREE T EBAENURLERIMN LEFER, LEFRE
HiE EEIEEN  |#Biye KL SRt , SEATURTFDVSEIZEAMYE.

HENXURLZES
AEREAENEIIRUEREREHURLES

|5 | RREHER

SE]6 |EHFEERATIRIP , QEREEREEE,

S 7 ||FEAnti-Malware SettingsZ 5 # , 1%E#F Define Anti-Malware Custom Settings.




N
5
oo

F£Cisco DVS Anti-Malware SettingsZp% , EFE N I RERE S BB ERFAE S
Z

N
=
©

EERBHARIED |, ARRERERME I FMEEHFER.
#8455 AR B BUR T8 /8 RRY R # 51 2,

HIR 10

RRABUNER.

S ERDLP SR g R EC B 2 %) E 2 1E RS IR

WebfREWE EEERBXE , EEABTLENEE , TUREZERZE A AEESEDLPR
SR,

DLPREHAMERHFHEREE|WebRIE |, PHIEHEIE (RIFBIH R RBEITHER ) .

1 |EREMZRLEESS > NBBHBIEEX.
FE]2 |RETELENREEAR DestinationsFl T B §51%,
HPR 3 ||1EEdit Destination Settings&87 T , 1%&1%“Define Destinations Scanning Custom
Settings”,
FR4 |EERHRNBFRID  ERUATEIZ— :
s TRAEEMALE, TEFEALEBERLIZZEHRENBIEE XM (DLP) R4 #
THEM. A LE&EREFGRIE B R IT IR
- PHEMELE. IELRBERBFRAZSHENDLPREH#HTAHE, LEERS
#EPE L S ARYE U7 B R B TG, EABURTOLPREAEHE.
- PHERTEENBENXHMAIBURLESIAIN L&, DLPHEBEREDHERE THE
BENXURLESIN EZER, RERBEENEANFIRUERERBHURLES,
FR]5 |[RRHABIAER,
ZHEMEBURL

FBA N EZERAREXSRETEERZEWebiR® , MELRBEBEEFHRIFE B FHWHTTPER
HTTPS#E K,




RE  NTHREREBIRZNONA , RN BRRSH[ETEAEANIELRE , AW
A ESE

/N EE . SRS AEEHTTPSERER T T, ESXERS | WIEFERFHTTPRE.

« BB A B E X5 (Local Custom Category)BA o YF 7 & 68 A itk Th&E,

- BRLkYRERE , EAREERFTEENRSHFBNEAH T ERSHBN , ERSH[EN
ERESN)EETRABRML,

- MRRESHMHFCE BEE 7THAMNEENER, BERENEBRE , W2 RE
HEMELERE,



- BORIITAFEANERINEE, BHRIIZFERE , BEERHEBRAT , RETSBBER

- REFAZWRE, BLTFUDPHBEBREENFIEMNELLIRE , MRV MEZEET B ALE
Bl3EInternet ( ‘f“‘I'S(‘IWhatsApp\ Telegram&E N A ) -

\

« WhatsApp. Telegram#ISkypeEZEHERX T I, B2 , BT NAMNRES , WhatsAppE
—ENAEEXNELXTLEEIME,

BRENFEEGREAZIRFERSHNRBEN TIRRKE, EM4KIR , B4R
« % Exempt from authentication/identication,

« BELSHNRAMIRREE X R i, SR AERIPHaE, Fo3R1 A B (CIDR)R M F M,

£1% |ERAHTTPSHE,

HE|2 |EENBREEESR > SRS,

a. L.

b. W ABBHERRS R

c. MRIBETHLES , BRI ERNIRF,
d. M AP,

e. B EH“Submit’,

PR3 | EBFNELZLEEES > BEXHNAZTFURLES,
a. £ Add Category,

b. RHEXLEFER

RE R

RKolA |BALLURLERAIBIRIARF, NRBEARBEURLIERN , RERLRER
R o

EEIEREBENXURLERFIZRPIIRF. J5IRPHE—NURLE
BUFRIR || % A1,

URLEIE 5| ZAR 1 B E LURLSE B 48 E IR 7 1T 4 & P iwiE Ko




3% o3&
;ﬂ?ux %32 Local Custom Category,

B LR s WA ENREN |, SUIEEH it 5,
SN

AR ENRANIEE SN EE AT AEA e,

c. RXHABINER,

FR|4 | EENBRLEER > BERK,
a. Bl ER 2 R B,
b. R BN ENALSIHTTPSHRE I ENARRE B X,
c. EERMERTP , EHURLRK B8R,
d. EAdASIH | QELURINESTR3IP GIEK B EXURLES,
e. i&#Done,
f. E“BERE TP , BHURLIYIEEERE.
g. £ Pass Through,
h. BRXABINER,
(A ) BRI ERA%EREAFESE TR AEER

HAWebig KRB EWeb X IE Z 5%

FHAENURLERIFMBIRESTIIRE , REQNIRHM B HREITAE LURLEK D HIFFE P it A
B,

15 |EENEREEER>RTRE.

$®|2 | ¥ dEdit Bypass Settings.

|3 |WMAEELIWebRIEAY 1L,




N B OEBNEEIETHAAPH TMERN  REAENFERETE.
EXHERT | 88 2 NRERERE0.0.0.0/0,

F|4  |EREFMBREETIIRNBELURLESR,

]S |BRIXABANER.

/N EE - EERENSEERRBWebRELET.

R

f£4R &7 (Reporting) >>“URLZE 51”(URL Categories) REH , @& RURLEIHEEMNSREE R , HAh
BIEBXRTEMNHEE FRMURLEFIFFE LA BER ERTRURLERINE R,

HRERFRETENMEESNRERBIBIE,

BfESERE ( FRIFIR ) IEFERENEESEE

£ STRIURLE o ,
BB RBIRERAMURLE | o ot AR 2 B 95 25 U5 15055 4O B S 41 AOURL S,

il

FEIEMEBENESHHESE |UEEERIHMESNESAENRIERBEERIENEZFEIN
BIAYURLZE B URL,

BURLEKZ & RIEEREEEANESLERR , AR EKFH
{5 FI B9 7 32 98 SR AV B[R]

MRRFRURLA B D LEE T 15-20% , IFE R TED :

EECHIURLSR 3] - HFREGAMBILURL TR EE Y URLER IS E R
P 44 Fl P A

- AL A ERHRE RO RN P RBELRURL | LUEHTIT
B EE .

- BN EE SRR RN R R AR A,




URL-Categories

Tl Printable PDF (5

Time Range:

21 May 2023 00:00 to 28 May 2023 12:25 (GMT +02:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Infrastructure and Content Delivery Netw...
Computers and Internet

Business and Industry
CustomURLCategoriesAllowedIP

Social Networking

Advertisements

Search Engines and Portals

SaaS and B2B

News

Cloud and Data Centers

CustomURLCategoriesAllowedIP 0908
(CI.ISI:OI'I'IU RLCategoﬂesBLOCKED} 039

0 2,000 4,000 o 400 800 1,200

Transactions Transactions
Chart Options... | Export... Warned URL Category

I Blocked by URL Category

Chart Options... | Export...

URL Categories Matched

Items Displayed

URL Category Bandwidth Used Time Spent Blocked by URL Category Transactions Completed Total Transactions =

Infrastructure and Content Delivery Netw... B.6MB 00:03 . Q . 3,166 . 3,166

Computers and Internet 86.7MB 00:15 0 1,382 . 1,382

Business and Industry 2.8MB Q0:00 Q 1,364 1,364
BRURLE B E

A UAREEMARANBHERTSZRIBRNESHAER | Hla TERHNE R AR,




URL Categories > CustomURLCategoriesBLOCKED
P Printable PDF &

Time Range: [ S

21 May 2023 00:00 to 28 May 2023 12:37 (GMT +02:00)

Top Domains for Category: Total Transactions Top Users for Category: Total Transactions

www.cisco.com  |III—— o 10.61.108.72 — 39
T T T 1 T T T T

T

0 20 40 ] 20 40
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Domains Matched
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions -
WWW.CiSCo.com 0B 00:03 ] 39 39

| Find Domain or IP Columns... | Export...

Web Users
User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =

10.61.108.72 0B 00:03 0 39 39
Totals (all available data): 0B 00:03 o] 39 39

Find User ID or Client IP Columns... | Export...

- R T
E XHURLE B S AT UEMEZ21RE L EM B ER

HXEFHRER , BRRIBIFSREHAERED , ERSIERFIXBRHBEKIE , TESE
EHREF

URLEBISEEMEERNREBBEANER , DT ER —HREPREINEFIHEIRMFTEL,
FEIREHIURL CategoriesME EHURLEIHEEHR , THRUMAHERUATHIEHREEE .

HiERE ik
G 3R 2 8l A L BONEER
g5t lURLIT 38 i;E;JERLLfZHUBEJJ:E’J%Wﬁ HOMEER

53k it RIAEHURLYIE S| ZE KRB FARBINFIE
KA EHURL s




EFHRBEPHNBEENLURLES
ZEMERBEHR BFEFFEAETE C"NBEEXURLEIZHWEI MM Z5,

FEARRGIF |, £ 5L # A CustomURLCategoriesBLOCKED , F B ffacesslogf AT BAE F|C_Cust :

1685269516.853 86 10.61.108.72 TCP_DENIED_SSL/403 0 GET https://www.cisco.com:443/ - NONE/- - DROP_CUST!

AE  MRFEASawmilloMipRIBE | HEEBENXURLESIZF, MEEHEXURLES
HE N EZFEEEE , SawmillFEEEBEMIGR BEESLE, Bk , REFENZRHFH
F BN ER,

52 R NREEEBAASTESEELURLESIMNSE | A B &SR %XFH = 36



per3

HWebih B KA R BE LURLKFIRE N B1ER , A BRLEHMAF(MWebEET BRI TER
RIFHE(DVS) 51 Z) Mg R VPR 1L B E X URLK B RURLFE R RLRE , NIERW TR BEFKE
B RFE X WURLSE ST A =2 B E X URLEA,

BXMAEREERRBSTFHNEENFENFAEE , B0 : EEHR BEFHMESH- Cisco

R HEER
KBl A PUEL
WiER B, GTUESERETF B EELURLER ( MBEHESTHTRE ) -

- MRFRDXNEMBENLURLERD , FREZEFEEENURLIE AL F Y FUE E N RE
A, T B ENLURLE R B ERH BN R, KEFFARETENBEXURLER,

- MRFRBRNAESEES , FREJDAEELURLRBIFHRYS , MRAMBZAHTE , =
HARAMIPHE A FATIR  HEREAHBEREEBHEVNRER (WRE ).

T LAY 2R B A =2 BT Y

MR ME LK K 5 (Predefined Categories) R 2 & #H , =& £accesslogs P EEURLZEE B (URL
category)Z 0 & Zl“err” , ¥R I Updater/3 ATLSV1.2,

EFNENEFSSLEE , FHEGUIRERLTHER
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https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

System Administration

Policy Trace
Alerts
Log Subscriptions

Return Addresses

| SSL Configuration
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Network Access

BR{5- ssIELE
F =% . EIREdit Settings,

B=%  HENRSHD , BFETLSVI.2



SSL Configuration

SSL Configuration

Disabling 55Lv2 for all services is recommended for best security. Depending on your network requirements, you may also choose to disable some
versions of TLS for specific services.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential. So to avoid communications errors, always
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface connections on Commit. You will need to log in

again.
Enable protocol versions: TLS v1.2
OTs via
LJTLS v1.0

Proxy Services: | prouy services include HTTPS Proxy and credential encryption for secure client.

Enable protocol versions: TLS v1.3

Ersviz
Otsvia
CJTLs vi.0

Disable TLS Compression (Recommended)
TLS compression should be disabled for best security.

Cipher(s) to Use: |EECDH:DSS:RSA:INULL:leNULL:laNU
LL:!EXPORT: !3DES: | SEED: | CAMELLIA, |

Secure LDAP Services: | secyre | DAP services include Authentication, External Authentication, Saas 550, and Secure Mobility.

Enable protocol versions: [ TLS v1.2
TLS vi.1
U s vio

RADSEC Services: | Enable protocol versions: TLS v1.2
TLS v1.1

Secure ICAP Services (External DLP): Enable protocol versions: TLS v1.2
TLS v1.1

LTS vio

Update Service: |  Enable protocol versions:
o TLS v1.1
TLS v1.0

B
MR- E#ARSS TLSV1.2
ENS  RXARXENR
EEYEHMREFSSLEE , FMCLIITUTHR :
F B 1: M\CLIiZ1Tsslcofig
B . @ Aversion , RIEKEnter
= . %FEUpdater
SE  EFETLSVL.2
BHS : REnterBRE MBS
HEERRE R

SWA_CLI> ssTconfig

Disabling SSLv3 is recommended for best security.



Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequentia
1.2, while Teaving TLS 1.1 disabled.

Choose the operation you want to perform:

VERSIONS - Enable or disable SSL/TLS versions

COMPRESS - Enable or disable TLS compression for Proxy Service
CIPHERS - Set ciphers for services in Secure Web Appliance
FALLBACK - Enable or disable SSL/TLS fallback option

- ECDHE - Enable or disable ECDHE Authentication.

[I> versions

SSL/TLS versions may be enabled or disabled for the following services:

LDAPS - Secure LDAP Services (including Authentication, External Authentication, SaaS SSO, Secu
Updater - Update Service

WebUI - Appliance Management Web User Interface

RADSEC - Secure RADSEC Services (including Authentication, External Authentication)

SICAP - Secure ICAP Service

Proxy - Proxy Services (including HTTPS Proxy, Credential Encryption for Secure Client)

Currently enabled SSL/TLS versions by service: (Y : Enabled, N : Disabled)

LDAPS Updater WebUI RADSEC SICAP Proxy

TLSv1.0 N N N N/A N N
TLSv1.1 Y Y N Y Y N
TLSv1.2 N N Y Y Y Y
TLSv1.3 N/A N/A N/A N/A N/A Y

Select the service for which to enable/disable SSL/TLS versions:

1. LDAPS

2. Updater

3. Proxy

4. RADSEC

5. SICAP

6. WebUI

7. ATl Services
(1> 2

Currently enabled protocol(s) for Updater are TLSv1l.1.

To change the setting for a specific protocol, select an option below:

1. TLSv1.0
2. TLSvl1.1
3. TLSvl.2
[1> 3

TLSv1.2 support for Update Service is currently disabled. Do you want to enable it? [N]> Y

Currently enabled protocol(s) for Updater are TLSv1l.1l, TLSv1l.2.



BRKSEC-3303 (ciscolive)
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https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
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