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Apr 27 19:47:35 snc-primary docker/svc-central - management [ 3214]: 2020- 04-27 19: 47: 35. 369 | NFO
[ gt p1907431275-88280] Fail over Confi gurati onSender: 129 - Synchroni zation of Prinmary’s APPLI ANCE
a39117ce- ac2b- 46eb- 837c- f acaeOcc4abc snapshot to other SMC is successful

Apr 27 19:47:36 snc-primary docker/svc-central - managenment [ 3214] : 2020- 04- 27 19: 47: 36. 982 ERROR
[ gt p1907431275-88310] d obal ExceptionController:133 - \QError processing GET

/cm confi g/ appl i ance/ a39117ce- ac2b- 46eb- 837c-f acaeOcc4abc/ config/internal \E

Apr 27 19:47:36 snt-primary docker/svc-central - managenent [ 3214] :

com | ancope. cm confi gurati on. servi ce. Secur eDat aPr ocessi ngExcepti on: Unable to find secret for
‘0Oxe9bdallea881b262ced8el53a3d9cf2a’ <-- The error

)KManagerTj': [E— H‘J’ | #ﬂ H:II "ﬁ%iﬁ /lancopelvar/logs/containers/svc-cm-agent.log Iﬁ:

Apr 27 19:47:36 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:36. 305 | NFO

[ gt p634540230- 71] St andar dConmandRunner: 67 - Runni ng Comrand( Command( commandType=APPLY_CONFI G
conmandl d=9ba839e2- 6770- 4f 21- 9f 7d- cbf e6782c2dc, argunents=Cpti onal [[i nter net Proxy,

audi t LogDesti nati on, passwordPolicy, sntp, aide, |dapSetup, dnsCache, dns, ssh, fips, ntp,
dodin, tlsApplianceldentity, snnpAgent, tlsClientldentities, sso, external Services,

| ocal Resol uti on, networklnterfaces, openi ngMessage, configBackup, host, trustStore,
sessionTineout]])). ..

Apr 27 19:47:36 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:36. 306 | NFO

[ gt p634540230- 71] CommandDi spat cher: 30 - Runni ng APPLY_CONFI G 9ba839e2- 6770- 4f 21- 9f 7d-

chf e6782c2dc

Apr 27 19:47:37 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:37.135 I NFO

[ gt p634540230- 71] St andar dConmandRunner: 69 - Command( Command( comandType=APPLY_CONFI G
conmandl d=9ba839e2- 6770- 4f 21- 9f 7d- cbf e6782c2dc, argunents=Cpti onal [[i nter net Proxy,

audi t LogDesti nati on, passwordPolicy, sntp, aide, |dapSetup, dnsCache, dns, ssh, fips, ntp,
dodin, tlsApplianceldentity, snnpAgent, tlsClientldentities, sso, external Services,

| ocal Resol uti on, networklnterfaces, openi ngMessage, configBackup, host, trustStore,
sessionTinmeout]])) conpleted, success = fal se

Apr 27 19:47:37 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:37.136 | NFO

[ gt p634540230- 71] CommandResul t St or eDAC. 40 -

{“replyLink”:*“https://10.209.6.43/cni config/appliance/a39117ce-ac2b-46eb-837c-

f acaeOcc4abc/ command/ 9ba839e2- 6770- 4f 21- 9f 7d-

cbf e6782c2dc/ appl y”, “conmmandResul t”: {“type”: “appl yConfi g”, “successful ":fal se, “details”: “exit
code: 1\nEl erment|IDs without results: aide, auditLogDestination, configBackup, dns, dnsCache,
dodi n, external Services, fips, host, internetProxy, |dapSetup, |ocal Resolution,

net wor kl nterfaces, ntp, openi ngMessage, passwordPolicy, sessionTi meout, snmtp, snnpAgent, ssh,
sso, tlsApplianceldentity, tlsCientldentities, trustStore\n---STDERR---\nERROR Attenpted to
execute \“./ansible-inventory.py\” as inventory script: Inventory script (./ansible-
inventory.py) had an execution error: /usr/local/lib/python2.7/dist-

packages/ urlli b3/ connectionpool . py: 1004: | nsecureRequest Warni ng: Unverified HTTPS request is
bei ng nade. Adding certificate verification is strongly advi sed. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage. html #ssl -warni ngs\ n

I nsecur eRequest Vr ni ng, \ n/usr/ 1 ocal /| i b/ python2. 7/ di st - packages/urlli b3/ connecti onpool . py: 1004:
I nsecur eRequest Varni ng: Unverified HTTPS request is being made. Adding certificate verification
is strongly advised. See: https://urllib3.readthedocs.io/en/latest/advanced-usage. htm #ssl -
war ni ngs\ n | nsecur eRequest Vr ni ng, \ nTr aceback (nost recent call last):\n File

\“/ opt/service/ansibl e/ansi bl e-inventory. py\“, line 48, in <nodule>\n \*“config\*“:
fetch_configuration(),\n File \“/opt/servicel/ansible/ansible-inventory.py\“, line 36, in
fetch_configuration\n return r.json()['configurabl eElenents’]\n File
\“/usr/local/lib/python2.7/dist-packages/requests/nodels.py\“, line 889, in json\n

sel f. content. decode(encodi ng), **kwargs\n File \“/usr/lib/python2.7/json/__init__.py\*, line
339, in loads\n return _default_decoder. decode(s)\n File \“/usr/lib/python2.7/json/decoder. py\*,
line 364, in decode\n obj, end = self.raw decode(s, idx=_ws, 0).end())\n File
\“/usr/lib/python2.7/json/

Apr 27 19:47:37 snt-secondary docker/svc-cm agent[385336]: decoder.py\“, line 380, in
raw_decode\n obj, end = self.scan_once(s, idx)\nValueError: Expecting ‘,’ delimter: line 1
colum 10305 (char 10304)\n \n\n”,“el enentResul ts”:[“java. util.HashMap”,{}]1}}

Apr 27 19:47:37 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:37.767 | NFO

[ gt p634540230- 71] CommandResul t St or eDAOC. 46 - Previ ous comand result exists. Renobving it now.

Tj‘:iManagerJ: ) BE /lancope/var/services/cm/configuration/{idofsecondarysmcdirectory}/config.json X, A iq -



https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n

/lancope/var/services/cm/configuration/idofsecondarysmcdirectory/config.json ﬁi'%o

primary-snt#: jqg .configurableElements.snmpAgent
/lancope/var/services/cm/configuration/{idofsecondarysmcdirectory}/config.json
{

"agent Enabl ed": true,

"agent Comuni ty": "fakePW23",

"agent Port": 161,

"syslLocation": "Sonecity ST,

"sysContact": "Exanple User",

"sysName": "snt-secondary. exanpl e.conf,

"sysServices": 72,

"sysDescr": "Steal thwatch",

"sysCbhjectld": "1.3.6.1.4.1.8712.1.1",

"usernane": "readonly",

“mode": "V3",

"encrypti onPass": "Oxe9bdallea881b262ced8el53a3d9cf2a”, <-- This is the sane value seen in the

og file fromthe Prinmary Manager
"aut hPass": "0x6bb67cl4beca3b6ba319485441cd24a36f 80068d",

}
BERITR

%ﬂﬁ,;’ﬁ Central Management > Actions > Edit Appliance Configuration > Network Services %)ﬁ’ﬁil Encryption
Password F Authentication Password 1E#FESNMPIRAV3ET |, “SNMPRE"E 5 HME., THRGE , &R
Apply Settings.



Appliance Configuration - Manager
o mmm (0oomsm weoms) [ Last Updated: 11/03/2022 8:39 AM by admin

Appliance Metwork Services General

SNMP Agent

84 Enable

Read Only Community * SNMP Port (Default 161) *

| fakePW123 | | 167 2
SyslLocation * SysContact *

| Somecity ST | | Example User

SysName * SysServices *

| smec-secondary.example.com | | 72 r
sysDescription * SysObjectid *

| Stealthwatch | 11.3.6.1.4.1.8712.1.1

SMNMP Version User Name *

| readonly

© V2 (@ V3

Encryption Password * Authentication Password *

SNMPv3HCEZ B &
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