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ao-fcOl-cds: ~# grep 'NVMrecords this period:' /lancope/var/sw today/l ogs/sw. | og

04:00:01 I-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps,
04:05:00 |-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps,
04:10:00 I -pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps,
04:15:00 |-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps,
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ao-fcOl-cds: ~# grep 'NVMrecords this period:"'

04:35:00 |-pro-t:
0
04:40:00 |-pro-t:
0
04:45:00 |-pro-t:
0
04:50: 00 |-pro-t:

NVM

NVM
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NVM

records this period: received 78 at

records this period: received 66 at
records this period: received 91 at

records this period: received 80 at

0 rps,
0 rps,

0 rps,

inserted 78

inserted 66

inserted 91

inserted 80

/I ancope/ var/ sw't oday/ | ogs/ sw. | og
0 rps,
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discarded

discarded
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2.{8 FA U Ym 5B B3 YR 4B B B S 4 H # E AutomaticVPNPolicy Tt %, HRECENREEIEY , LUK
NEEEME, EXHBERT :

AR I TNVMAERY © R ZEFEME KB (Trusted Network Policy) Ml R ZEEM & F
B%”(Untrusted Network Policy)131& & 71 “ A IT1E{AT 246" (Do Nothing) , I &2 Ak BVPNEL
B X ZEEM LM (Trusted Network Detection)
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AR SSLIRN IR A IXF ERENZEEXN , ZXWRLIES ( WRTIHE ) EHEN
o %FEHHE’& ( SHA-256% % 1H ) ?F*EJEEEEI#EZFE%EEPH’JﬂAﬁﬁiﬁﬁlEEEo FX2h e B 3k

AWM TZEEMNEF ; BER , MIRXKKAAE , HELELRFFEE , WERFEANLT
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AR FAXEREFENZEERSEHE.
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EXMERT , AnyConnect®F Fimig RARAERFEEME L, XEKEREY R imAY W EMEER

HESEEERORKZI CHEN REWESS | ﬂﬂﬁﬁ]’fiAnyConnect%l’D*ﬂTEE&TTE’J
Wireshark& 0 # P 7R,

] ® RE Qe2=E=F o5 =EaaqqH
[ |ip.addr == 10.64.0.32 -] +
Mo. Time Source Destination Protocol Length Info
r 131 18:29:15.945621|1@.64.0.180 10.64.8.32 upp 1835 25@@1 -»| 283@| Len=993
2802 18:29:45.628219|10.64.0.100 10.64.0.32 uop 338 25801 - Len=296
3793 18:30:00.242189|10.64.0.160 10.64.8.32 upp 326 25001 - Len=284
3953 18:30:06.013520|19.64.0.100 10.64.08.32 ] 1835 25@01 - Len=993
4836 18:30:11.007494|10.64.0.100 10.64.8.32 uoP 1835 2581 -| Len=993
4183 18:30:19.168065|18.64.8.168 16.64.8.32 upp 1835 25801 - Len=993
4303 18:30:24.163226|10.64.0.100 10.64.8.32 UpP 1828 2501 -| Len=936
4302 18:30:54.601573|190.64.0.160 10.64.0.32 upp 667 25801 - Len=625
L 4895 18:30:59.803915/10.64.8.100 10.64.0.32 @ Cisco AnyConnect Secure Mobility Client = %

@ v
—

On a trusted network.,

Frame 131: 1835 bytes on wire (8280 bits), 135 bytes captured
Ethernet II, Src: VMware_b3:39:57 (@0:50:56:b3:39:57), Dst:
Internet Protocol Version 4, Src: 19.64.8.100, Dst: 19.64.8.32
User Datagram Protocol, Src Port: 25801, Dst Port: 2030

Data (993 bytes)

[ VPN headend for SNA

4l

< >

| 2@ 50 56 b3 da de @@ 5@ 56 b3 39 57 @8 ©@ 45 V0 PV P V:9W--E- f\‘
v

Profile: Default

O 7 wireshark Eﬂwernet‘D‘r’POSBlpcapng

,IBFREMNEZEENE L, K57 RE LR 4 & B

Packets: 5217 * Displayed: 9 (0.2%)

b. a1 R & imiE # FAnyConnect VPN
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AnyConnect@F‘ WiE TR BIEEEIVPN | XERE RN L5 E B W& E 82 ( VPNREE ) @
HERERARXEREEENTEWESS ﬂﬂiﬂdl]EAnyConnectEﬁ OFM T EE R WiresharkE O
AT Ro

FEE  AIHEENVPNEEXHNIFoBEEEXSNSBIEREWESRNIPHIU  BURFTELE
T VPNEZE &%

d "Ether - O W
amge BRBRes=TeEEaaan
(W ip.ader == 10.64.0.32 )+
No. Time Source Destination Protocol Length Info
~ 118:21:21.444614|192.168.166.4 16.64.8.32 upp 655 25601 -+ [2038] Len=613
4 18:21:26.259175|192.168.100.4 10.64.08.32 upp 384 25801 - Bl Len=342
5 18:21:26.312552(192.168.100.4 10.64.08.32 upp 1835 25681 -+ 8l Len=993
6 18:21:36.652493|192.168.160.4 10.64.08.32 upp 989 25801 -+ Bl Len=947
7 18:21:47.934683|192.168.100.4 16.64.8.32 upp 1835 25081 = 8] Len=993
8 18:22:22.975969|192.168.160.4 10.64.0.32 uop 648 25801 -+ Bl Len=606
11 18:23:83.411742)192.168.186.4 16.64.8.32 upp 437 25801 = 8] Len=395
14 18:23:88.587612|192.1686.160.4 10.64.08.32 uop 1835 25681 + B Len=993
15 18:23:23.539073|192.168.180.4 10.64.8.32 UDP @ Cisco AnyConnect Secure Mobility Client — %
16 18:24:28.117600|192.168.160.4 16.64.08.32 uppP
19 18:24:38.807397|192.168.1080.4 190.64.08.32 uDP r
20 18:25:28.663613|192.168.188.4 16.64.8.32 ubp F o VPN:
23 18:25:38.695000|192.168.1080.4 10.64.0.32 uDP Connected to VPM headend for SNA.
24 18:26:83.586302|192.168.1680.4 10.64.8.32 uppP | |
— 27 18:26:33.226458|192.168.160.4 10.64.08.32 upP VPN headend for SNA . Disconnect
00:07:05 IPv4
a ® ablisilie
1 CIsCco
> Frame 1: 655 bytes on wire (524@ bits), 655 bytes captured (5248 bits) on interface \Device\NPF_{3A925ES5D-6F49-47108-8B9@-
> Ethernet II, Src: Cisco_3c:7a:0@ (@0:05:9a:3c:7a:@0), Dst: CIMSYS_33:44:55 (00:11:22:33:44:55)
> Internet Protocol Version 4, Src: 192.168.100.4, Dst: 10.64.8.32
> User Datagram Protocol, Src Port: 25001, Dst Port: 2030
> Data (613 bytes)
< >
@0 11 22 33 44 55 8@ @5 9a 3c 7a 00 @8 0@ 45 @@ - -"3DU-- -<z - E- A
. 02 81 8d 5 02 00 80 11 7c 00 O a8 64 04 @a 40  --- .- |.--d--@ v
| © 7 wireshark_Ethernet 382)UB1.pcapng || Packets: 27 - Displayed: 15 (55.6%) | Profile: Default
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I [ip.addr == 10.64.0.32 ]+ |
No. Time Source Destination Protocol Length Info

& Cisco AnyConnect Secure Mobility Client

e

Ready to connect.

| VPN headend for SNA
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb84013
http://%20https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb91824
https://community.cisco.com/t5/security-analytics/bd-p/discussions-security-analytics
https://www.cisco.com/c/zh_cn/support/index.html
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