BESHRERERSIZEENZEEFMAIT

13“5555:11.:

Congratulations!

EED

AXENMBTHNMNRERESSRRE , CMNTUEXSNATRERESRALXBENZTEEN
(CSE)MI A=

24

de =5
H 3=

f&Giearly_check_ageREWEESS B RIEE UK FHcse_exec_interval_secsiEWESRSRITER
ERENERCIZMEBENZEEHNAR. REWESRESNARGEHIE—INEFEMEZ L
WHREMNEE K ERERESRIBAREREEZFHRLEERENSYE , ABREREREHTEAE
BEENZEEHNEENE. BER K XEREWRESSRNRETSCERNEMARNERLLTEEHHVAL
REFH,

BEMNZEEHEER
ESNA 75.0lR R EERAH , debug_custom_eventsiiE R ERSRIZE S HELUIRHTRR G
R

« debug_custom_events 1 ( BIHZD-AEE~HIET , HRATHENCSENTTIR )

- debug_custom_events 2 ( EZ R )
- debug_custom_events 3 ( Hi¥HAVAIR )

MINREWERRITH



RIANBERT , REWESFearly_check_ageERREBHEN 160, XERBREBWERSIZER
BERRASRENBENZEEHTER 2 , ELEEF160MHEAR. RIABRT , KBREER
HRZ BT LBRINIT,

ZATLLER 160 RN EE , RRANRFERARESRR , XIFENS HEEE N Z60W K%
—REN, HERABEATRERESEHEREFEREENNEEEEAERFE/ MEMIKEXHN
REFS. Rk, early_check_age RESRREBEIIRPHMAENL. X2EERRITH , EXEEH
SH/IIRAGRZH , BT ERUSLE. EHE , ZFERRKAERZ#AIRBAUARSRFTHRE
RO HERNEENZEEHRERN , XTBRRITEEARFHHIT. XHMILUE

cse_exec_interval_secsEBREESHNER.,

cse_exec_interval _secsERIZE

BEiR7.4. 2R MM cse_exec_interval_secsTEWERESRIRE , AETERSIBRECHREN S
ENLZLEHEHREEHREETFTHINR. EEKRBILT , KEREELEEA , LKBERT , 4%
TRIEBRIABV160% early_check_agefICSEFRE EFRIEE , BEERNBENMREL ZRE, WMEE
BUHESHRRE , BEENZLEEHERERZAITME , ENUERE/LRZE.

MRES I
PATIX L E fRCSEMEEREFHNRERFTEN A LLEIAEE LIRS, XEHBFIESE
ERAEREWERT S| Z Lsw.logX AR , SATE /S Fcse_exec_interval_secsZ 82 Bl i E 1 &8

B, MRELEEZERBALBRIRE , AFETACHBHIAEHNREWERETROR A ERZHIT
teEeR , ALUBE T IFRMFFFREWER S M S INRISRK T Ko

M Eclassify_flowsZk F2 Ay L2 8]

B LHATH —TUREM R M 'R BENS KT HBsw.log , FHFBFREZ B “of-" B E%RE
RIHNBFENAREZRIIHNBFHITLER.

/lancope/var/sw/today/logs/grep "cf-" sw.log

20:43:21 I-flo-f0 : classify_flows : flows n-1744317 ns-178613 ne-188095 ng-0 nd-0 nx-0%-300
cf-21 ft-126473/792802/940383/14216

20:44:20 I-flo-f4 : classify_flows : flows n-1754296 ns-191100 ne-167913 ng-0 nd-0 nx-0%-300
cf-20 ft-122830/783378/949392/14928

20:44:21 I-flo-f2 : classify_flows : flows n-1773175 ns-191930 ne-169039 ng-0 nd-0 nx-0%-300
cf-20 ft-123055/788507/962264/15431

20:44:21 I-flo-f3 : classify_flows : flows n-1750066 ns-189197 ne-165940 ng-0 nd-0 nx-0%-300
cf-20 ft-122563/779792/944192/15154

20:44:21 I-flo-f5 : classify_flows : flows n-1753899 ns-190477 ne-168004 ng-0 nd-0 nx-0%!-300
cf-20 ft-122261/783375/946651/15423



20:44:21 I-flo-f1 : classify_flows : flows n-1763952 ns-191342 ne-169518 ng-0 nd-0 nx-0%-300
cf-20 ft-122782/786822/955997/15175

20:44:21 I-flo-f7 : classify_flows : flows n-1757535 ns-188154 ne-166221 ng-0 nd-0 nx-0%-300
cf-20 ft-122808/781388/951528/14363

20:44:21 I-flo-f6 : classify_flows : flows n-1764211 ns-190964 ne-169013 ng-0 nd-0 nx-0%-300
cf-21 ft-122713/784446/954149/16320

20:44:21 I-flo-f0 : classify_flows : flows n-1764197 ns-189780 ne-168784 ng-0 nd-0 nx-0%-300
cf-21 ft-123290/787327/952186/14352

20:45:22 I-flo-f4 : classify_flows : flows n-1780277 ns-177512 ne-149843 ng-0 nd-0 nx-0%-300
cf-21 ft-129553/766777/964933/14864

20:45:22 I-flo-f2 : classify_flows : flows n-1789285 ns-175763 ne-155809 ng-0 nd-0 nx-0%l-300
cf-21 ft-129685/772482/976850/15289

20:45:22 I-flo-f3 : classify_flows : flows n-1774883 ns-177085 ne-149715 ng-0 nd-0 nx-0%-300
cf-22 ft-129067/764272/962000/15090

20:45:22 I-flo-f5 : classify_flows : flows n-1775998 ns-176898 ne-150682 ng-0 nd-0 nx-0%-300
cf-22 ft-128835/768374/963353/15347

20:45:22 I-flo-f1 : classify_flows : flows n-1786441 ns-175776 ne-151846 ng-0 nd-0 nx-0%-300
cf-22 ft-129255/770212/970360/15129

cfs B XK Classify Flows”s XRTEEBEIECAETNREFE BOFILENDH, T©NT
CSENA TR ‘DEREREFR, WMREF Uﬁg;& ERBBZIEEREM |, NX 2N A MRS
iy RiF#E,

At ERERRERNEN , EHNREHFEITE0 , FRERZIRE , BRARWMAK, #BN/1¥
HEMSZPNE , MEKANRSEN,

PEREHAE Y 51 BIRES

BAIL#HITH S —/\’I‘i{ﬁ"“before vs after" i 2157 2 E Fsw.log X -+ Y “Performance Period" &8 2
, ZEBDBSO MR —IR , MEEZRENRLCEN I, EEATLUEAgrep RERKIX LR,
ﬁﬂiﬁlgﬂ'i&iﬁ )"“JM\ \mﬁﬁﬁtméﬁlﬁglﬂﬁmﬁﬁ

/lancope/var/sw/today/logs/ grep -A3 "Performance Period" sw.log

HEE IR ER UG E MRS

BB BRASH A REY B2 LIRS R Rolassify_flows& 12 &5 8 T I SHCPU,

SFI -SSRl

REDXEBEEZBEIREFTRER  CRKBARR , HRAPEREEFEEAHR, X



REATRRE , BERABIFEFHREIIRR

sw.log : 16:09:49 I-flo-f1 : classify_flows : sfi :
max(16777215) cod(1) (491681/8388608)
sw.log : 16:09:49 I-flo-f3 : classify_flows : sfi
max(33554431) cod(1) (485026/8388608)
sw.log : 16:09:49 I-flo-f4 . classify_flows : sfi :
max(41943039) cod(1) (485765/8388608)

sw.log : 16:09:49 |-flo-f2 : classify_flows : sfi :

max(25165823) cod(1) (513681/8388608)
sw.log : 16:09:54 |-flo-f0 : classify_flows : sfi
cod(1) (7023288/8388608)---------- >(83%)

sw.log : 16:10:49 I-flo-f0 : classify_flows : sfi :

cod(0) (981027/8388608)---------- >(11%)
sw.log : 16:10:49 I-flo-f2 : classify_flows : sfi

max(25165823) cod(0) (6411919/8388608)-----

sw.log : 16:10:49 I-flo-f1 : classify_flows : sfi :

max(16777215) cod(0) (6350489/8388608)-----

sw.log : 16:10:49 |-flo-f3 : classify_flows : sfi :

max(33554431) cod(0) (6337271/8388608)-----

sw.log : 16:10:49 |-flo-f7 : classify_flows : sfi
max(67108863) cod(0) (781614/8388608)
sw.log : 16:10:49 I-flo-f4 : classify_flows : sfi :

max(41943039) cod(1) (6314200/8388608)-----

sw.log : 16:10:49 I-flo-f5 : classify_flows : sfi
max(50331647) cod(1) (748359/8388608)

sw.log : 16:10:49 I-flo-f6 : classify_flows : sfi :

max(58720255) cod(1) (730490/8388608)

sw.log : 16:11:49 |-flo-f5 : classify_flows : sfi :
max(50331647) cod(0) (6450460/8388608)-----

sw.log : 16:11:49 |-flo-fO : classify_flows : sfi
cod(1) (971602/8388608)---------- >(11%)

sw.log : 16:11:49 I-flo-f6 : classify_flows : sfi :
max(58720255) cod(1) (6427437/8388608)-----

sw.log : 16:11:49 I-flo-f3 : classify_flows : sfi :
max(33554431) cod(1) (682910/8388608)
sw.log : 16:11:49 I-flo-f1 : classify_flows : sfi :
max(16777215) cod(1) (685857/8388608)
sw.log : 16:11:49 |-flo-f4 : classify_flows : sfi :
max(41943039) cod(1) (678577/8388608)
sw.log : 16:11:50 I-flo-f7 : classify_flows : sfi
max(67108863) cod(1) (667837/8388608)
sw.log : 16:11:50 I-flo-f2 : classify_flows : sfi :
max(25165823) cod(1) (679628/8388608)

B &

HEHBICIRAIT , MHRETT I8 TR,

base(8388608) (10522745 -> 11014427)
—->(5%)
- base(25165824) (27269277 -> 27754304)
—->(5%)
base(33554432) (35652656 -> 36138422)

base(16777216) (18985626 -> 19499308)
—->(6%)

- base(0) (1786480 -> 421161) max(8388607)
base(0) (421161 -> 1402189) max(8388607)

: base(16777216) (19499308 -> 17522620)

----- >(76%)

base(8388608) (11014427 -> 8976309)

----- >(75%)

base(25165824) (27754304 -> 25702968)

----- >(75%)
: base(58720256) (58848913 -> 59630528)

—->(9%)
base(33554432) (36138422 -> 34064015)

----- >(75%)

- base(41943040) (43310891 -> 44059251)
—->(8%)
base(50331648) (51714170 -> 52444661)

base(41943040) (44059251 -> 42121104)

----- >(76%)

- base(0) (1402189 -> 2373792) max(8388607)

base(50331648) (52444661 -> 50483491)

----- >(76%)

base(25165824) (25702968 -> 26385879)
—->(8%)
base(8388608) (8976309 -> 9662167)

base(33554432) (34064015 -> 34742593)
—->(8%)

- base(58720256) (59630528 -> 60298366)

-—-->(7%)
base(16777216) (17522620 -> 18202249)
--->(8%)
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Flow Collector NetFlow VE
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S ZESupport ( X#F ) -> Advanced Settings ( BRIRE )

<e Flow Collector NetFlow VE

i This appliance is managed by a Central Manager. Please §o 1o Coniral Manageman to ehange thase settings.

i Info! This page automatically refreshes every minute - last refreshaed at 13:24:59

A Support

System

Agvanced Settings

P Address: 10.0.78.130

Hoet name: riflew -F42-62E540-1 [Drornain nasmas: lancope. ciscolalbe com

Total Mamany, 166G Load Averags 1.4, 079, ubE

From Momaory: S04, 16M iptirmg; & days, 22:53,32

WhrSaan 742 Platfanm ENM Wirlual Platform

Build 202400135, 530 -cidetblab?as-0 Sonal Na. FCMPVE-KVM-D53e6a77- 8508 -4530-ab7d - 764 76l cde

[ N iR3NAdvanced Setting ( SRIRE ) BF , ZRIIFRETBH“Add New Option” ( A INETIEI



) BLEAE

WO _mindmum_byies 200

wiormn_minimim_kbytes_per_pkt

wormi_pkt_threshald 4
wiorm_subnet_threshold &
zmaq_high_water_mark 1048576
Add New Option: Option value

ERINFIRIN : SR HEF |, % Acse_exec_interval_secs , HEATE : RREEFHA119, KB
XEENERRICRE, 7EAJD New Option : editiE %l Acse_exec_interval_secsfg , &
Addiz4 , £ Option Value : editiEH % A 119,

Add Mew Option:

e | om0

GHe_oxec_intarval_secs Cption value: 1 I’J: m m

MREHMASNINESRRE |, AMNFED - NIEDUE : BREEE , A'WAHMEZE. FHM
MERRELEMIEMBNRERS. XHEAFRBEINSRESRE. SRRENEBHEXN ARG
AHEE, AMESRREFBEANE,

zmig_high_water_mark 1048576
cs@_exec_interval_secs 119
Add New Option: Option value:

IE#a% AAdvanced Setting/g , i5RApplyiEHl. HEE , BFHMRApplyIRSERH. ERAZ
Ihee , BREPMIEN : REE , RAERTNAKRMEMEENBARS, HIEHEON , &
BEREZRAURIFHSREENE,



[2001:420:3044:2010::a00:4c82] says

Warning:

These settings should only be changed under direct instruction
from Cisco Support.

Misconfiguration may seriously impact the performance of this
Secure Network Analytics appliance andfor the loss of monitoring
capabilities.

Are you sure you want to continue?

BINEXR

HEARTIESREEN, BIXETHSupport & HikZEBrowse Files,
XANEEISEFCLHXHERSE, Rifisw.



<e ) Flow Collector NetFlow VE

Browse Files

admir

containers

Jan 26, 2024 7:51:47 PM UTC
Jan 26, 2024 7:34:52 PM UTC

database Jan 26, 2024 7:31:03 PM UTC
entpaint Jan 25, 2024 3:58:39 PM UTC
elc Jan 26, 2024 7:51:53 PM UTC
fc Jan 26, 2024 7:33:33 PM UTC
Mgstons Mov 6, 2023 9:08:15 PM UTC
I[+] Jan 26, 2024 7:31:54 PM UTC
ogs Feb 1, 2024 7:01:01 PM UTC
ost+lound Jan 26, 2024 7:29:37 PM UTC

manual-set=time

TILgIre

Mowv 6, 2023 6:07:55 PM UTC

Jan 26, 2024 7:33:33 PM UTC

SEMVICES Jan 26, 2024 73452 PM UTC
i Feb 1, 2024 4:00:071 AM UTC

Kyparser
swa-agent
sysimage
tcpdurnp

tomcat

Jan 25, 2024 3:59:01 PM UTC

Jan 25, 2024 3:58:39 PM UTC
Jan 26, 2024 7:31:41 PM UTC
Jan 31, 2024 2:00:05 AM UTC
Jan 26, 2024 7:31:47 PM UTC



<e ) Flow Collector NetFlow VE

Browse Files (/sw)

Isw

Parent Directory

T

o 26 - Jan 27, 2024 4:00:00 AM UTC
& | 27 - Jan 28, 2024 4:00:01 AM UTC
£ 28 - Jan 29, 2024 4:00:00 AM UTC
&) | 29 - Jan 30, 2024 4:00:00 AM UTC
g 30 - Jan 31, 2024 4:00:00 AM UTC
g | 3 - Feb 1, 2024 4:00:01 AM UTC
data - Feb 1, 2024 7:36:49 PM UTC
 tmp = Feb 1, 2024 8:23:00 PM UTC
tmp_db - Feb 1, 2024 6:12:45 AM UTC
(] today = Jan 25, 2024 3:58:00 PM UTC
% Hlogs,
“ c © Mot Secure  hitps:[/[2001:420:3044:2010::a00:4c82] /swaffiles/sw/today
[ Mozilla Firefox [ Bookmarks Toolbar [ Unsorted Bookma... 5 YouTubeto Mp3 C..  [B Youtubeto MP3-.. @) YtMp3 - YouTube t.. SAP Ct

<o) Flow Collector NetFlow VE

Browse Files (/sw/today)

Iswitoday

Parent Directory

Size Last Modified
- Feb 1, 2024 8:27:00 PM UTC
- Fet 1, 2024 4:00:01 AM UTC

- Feb 1, 2024 7:36:36 PM UTC

7.4.2 20240125.1530-c0fe6bfdb7a5-0 FCNFVE-KVM-058e6e7 7 -85
Patented, U.5. Patent Numbers 7185368, 7290283, 7475426, 7512980, and 7644151, Other U.S, and fo

KRifisw.log



<o J Flow Collector NetFlow VE

[+]

Browse Files (/sw/today/logs)

Isw/today/logs

Parent Directory

T

) sw.err 0 Feb 1, 2024 4:00:01 AM UTC
= sw.log 363.93k Feb 1, 2024 8:30:45 PM UTC
g weblLog.txt 0 Feb 1, 2024 4:00:01 AM UTC

7.4.2 20240125.1530-c0fe6bfdb7a5-0 FCNFVE-KVM-058e6e77-85ce-
Patented, U.S. Patent Numbers 7185368, 7290283, 7475426, 7512980, and 7644151, Other U.S. and foreig

EXNRB[TNEPRITER , EEREDP R Acse_exec_interval_secs A E K Advanced Setting

c © Mot Secure  hatpssfi[20:01:4 20:3044:2010::200:4c82 ) /swaffiles/swicdayflogssw.log @ b 4 |

[ Mozilla Firedon [ Bockmarks Toolbar [ Ussorted Bookma, L YouTube to kg3 C Youbube 1s MP3 = ° Fibip3 = YeuTube i ZAP Congur Homss rn_sree_inbarval_sscal " & e ®%
A P T T A e e o A T T WA P et e

19:57:08 I-sch-t: {low_analysis: process_all_flows

19:57:88 I-sch-t: flow_analysis: precess_all_flows done

19:57:8@ I-sch-t: flow_analysis: exporter_update

19:57:00 I-sch-t: Tlow_analysis: exporier_update done

19:57:80 I-sch-t: process_1l_min_period: flow_analysis done

19:57:08 I-sch-ti process 1 _min_period: write _traffic_data

19:57:08 I-sch-t: process_l_min_period: write_traffic_data done

15:57:88 I-sch-t: process_1 _min_period: process_group_pair_status

19:57:08 I-sch-t: process_l_min_period: process_group_palr_status done

19:57:088 I=sch=t: process_1_min_period: check_conditions

19:57:@8@ I-cnd-t: check_conditions: begin

19:57108 I-cnd-1i check_conditiens: done

19:57:80 I-sch-t: process_l_min_period: check_conditions done

19:57:@8 I-sch-t: process_ 1 min_period: send_sac_sync_ewent (SMC_STOP_IMIN_PERIOD_EVENT)

19:57:08 I-sch-t: process_l_min_period: done. in_S&in(8) in_delayed_Smini@]

19:57:88 I-sch-t: process_l_min_period: nwm_db_finalize

19:57:88 I-sch-t: process_1 _min_period: nwe_db_finalize done

19:57:88 I=sch=t: ## Thread scheduled_process_thread ended: tid(2124468) (1 min process)

19:57:8@ I-flo-fé: classify_flows: flows n-@ ns-@ ne-@ ng-8 nd-@ nx-8 to-80 cf-@ fe-8/0/070

19:57:08 I-vpp-T8: vop_log_status: addfedd _erri@/8 del/del_erri@/@ upd:® flow_bihash:®, 28%/8/ 1318721
19:57:39 I-mes-v: Process message SWM_GET_EMGINE_STATUS

19:57:2% I-meés-v: Process message SWH_GET_EMGINE_STATUS doned®:dx)

19:57:38 I-sch-s5: process_30_sec_paricd: begin

15:57:38 I-mai-5: check_total_memory: resources: check_total_memory: TS554728/13534471/16393496

i process_30_sec_pericd: done

19:57:45 I=sec=e: process_security_events: delete_alli8) create_security_event_db_file(1) timeout(856488) begin
19:57:45 I-sec-e: security_event n-@ ns-@ ne-@ nl-8 nd-@ nu-@ to-86480 df-@ dur-@.0068082% skp-@ dsk-ok scan-write
19:57:45 I-sec-ei process_security_events: delete_alli®) create_security_event_db_Tile(l] timeouti{85428) end
19:57:45 I=-sec-e: process_security_events_threadiscan-write): nat-scan{19:58:45) nt-scan-write(l9:58:45)
19:57:55 I-med-v: Process message SWM_CONFIG_CHANGED: {1)[config)

19:57:55 I-com-w: config_file_changed: Called: Slancopefvarsswstoday/config/le_thresholds. tat

19:57:5% I-con=-w: config_file_changed ast-5ize{15808)1time(17T0E013%098] current-size(l1B81%) ¢ ime({17B0217475)
19:57:55 I-con-w: read_Lle_thresholds: off NEW CONFIG WALUES ows  in_startupid)

19:57:55 I=com=v: enable_netilow(l)

19:57:55% I-con-v: enable_nvm{1]

19:57:55 I-com-vi enable_sal{l)

19:57155 I-con-v: addr_scan_talking_threshold(2ea)

19:57:55 I-con-v:i attack_age{6d)

19:57:55 I-con-wi ci_accelerator{l)

19:57:5% I-con=w: condition_timeout (688}

19:57:55 I-con-v: [EEEN

19:57:55 I=com=v: db_ingest_resume_threshold_mins(5)

19:57:55 I-con-w: debuwg_custom_events[@)

19:57:55 I-com-v:i debug vI(@]

192871585 T=can=v: disahle stealth nrobe(A)

EEZNERRENRESERRRIIL,

REZWIRINIL I T AR FIH “not part of input configuration” , AP RHETFAFEIRHEBERE
SHW, ZIREREHITHREEEHNGREAENEEZMME,



o me W

20:41:52
20:41:52
20:41:52
20:41:52
20:41:52
20:41:52
20:41:52
20:41:52
20:41:52
20:41:52

: cse_exec_interval_secs(119)

read_lc_thresholds: ### NEW CONFIG VALUES ### in_startup(@)

: enable_netflow(1)

: enable_nvm(1)

: enable_sal(1)

: addr_scan_talking_threshold(200)
: attack_age(60)

+ ci_accelerator(1)

: condition_timeout(600)

(cse_exec_interval_sec) not part of input configuration

Congratulations!

ENIRAmAT — NN ERRE , AERIESIERBERIZRE,

L | ZIhEE T A RN F 20 59 1E ik Blearly_check_age(BAIAE N 160%)/a X HRiz1TCSEZ 45,

WERCSEMNE K BRI — R E AV F T 1T 8, M IhAE I & CSETE 5 AT iE AR IR EL AV L At R 1Y
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