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1 ERARE

AN AN EEN T2 A& EBERIZETREVPN(RAVPN) RS MY 2B B E R E A E R
RV,

2

31b B /=
B 515 /%\

BRERAT 24N EHNRAVPNERS N BB R EAXNRE, TalosiEl , REREHFXET AR~
m, B BIEE=AVPNEFIE,

WEHLUFEMERIEFTX,

MEFWRERN

8 FABh N IEIRZAS (HostScan) Bt |, T&iE 5 CiscoZ £ % F im(AnyConnect) 2 3 VPNIE ##
=17 E #Cisco Secure Client(AnyConnect)if , AF2WEIRTR , B AREKF iR ‘Unable to

complete connection ( TTEEKIERE ) " Bk LR K% Cisco Secure Desktop. "SHTiERTh
B VPNIERE,



Cisco Secure Client 4

9 Unable to complete connection: Cisco Secure Desktop not

mnstalled on the chent
oo |

BEEERELF R T — TR R UDoSHE M BIEA ; #t—F A FENMERITH,

N E . RELBEE T B A EIRA (HostScan) 15 )R FME B 21T .

SREHEN S HRILER

VPNLIm BRI Z2HRIEEENZ L IRB(ASA) BB H(FTD)E REEBERETNER , HHR
R IE 4 R SR 107 R R E 77X

BN ERNREFEREEREHE, EXREAT—MASARSGBEIDNRERE :

* %ASA-6-113015

<#root>
YASA- 6- 113015
: AAA user authentication Rejected : reason = User was not found : Tocal database :
user
= admin : user
I P

= X.X.X.X



* %ASA-6-113005

<{froot>
YASA- 6- 113005

JORORONR

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = **%%% : yser IP =

* %ASA-6-716039

<ffroot>
YASA- 6- 716039

: Group <Df1tGrpPolicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.

FEASA LB Eno logging hide username@s S 2 81 , AP BRAL FRERS

N g XEEDTTRETEIEMPERKNRTERAL  BEFIEARSEASHTR

o

ERIF , BB XEIASASEFTDHSITRME(CLI) , iE1Tshow aaa-serverin© , HRAEZRFELHE
FAEEREBEAAARSSHZNFHRIEBERNTIERE -

<tfroot>

ciscoasa# show aaa-server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increnents

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 0



Nurmber of rejects 8473574 - - - - - >>>> Unusual increnents

<tfroot>

ciscoasa# show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments

Number of challenges 0

Number of malformed responses 0
Number of bad authenticators 0
Number of timeouts 1

Number of unrecognized responses 0

2
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AEIEREMERENERZANTD , FRIERRGEPRENEN. HTRBEFANES , EEHF
FHPEEEZE , B8 TXRERENBH O, BUEEAZERSE B SRS/ BTIEE , KU
RHEEHMEZRENMENLZEEHHKRBKRNFTZ,

BXNAEREBLECRKNER , BSRAUTRETFANER !



Cisco ASAE 5 :

- FERIEERIPASAR X
« Cisco Secure Firewall ASA Series General Operations CLI Configuration Guide #y B & 18
—=

BRIFTDE S :

-« BXY FMC E FTD tHBHEIER

« Cisco Secure Firewall Management Center Device Configuration Guide#JPlatform
Settings—ZE F #J Configure SyslogZB %

« TEFirepowerZ B EEBFPARBENLRIFRE B E

+ Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager#y
System Settings—E F #J Configuring System Logging Settings&f %

2. 2= BINZFR TR VPNEL & 34

LR A BRIA AR 17 18] VPNIE 2 B B U 4F/B3 8 4H DefaultRAGroup Al Default WEBVPNGroupht , 2
WREAXERINERREXH/FEEYL , B S HRI =R MIZRE TR VPN4 & E 15 [ Sinkhole
AAARRSBR. NIk, BWITUUT SR -

1 BEE-—MELRERB FIHRPM(LDAP)RS 2 , N TFHIFTR

<tfroot>
aaa- server

AAA_Sinkhole

protocol |dap

N oEE BN HACMERS SR AEGEES.

2 $¥DefaultRAGroup FDefaultWEBVPNGroup & @ It EE#ILDAPBRS 28 , M R HIFRR :

<#root>
tunnel - gr oup

DefaultWEBVPNGroup


https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
/content/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-system.html#id_88125
/content/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-system.html#id_88125

general -attributes

aut henti cati on-server-group

AAA_Sinkhole

t unnel - group
DefaultRAGroup

general -attributes

aut henti cati on-server-group

AAA_SinkhoTle

~ EE  MRERIANAEEMTAAA_SInkholefRF 855 , MBS EEEEEXXH (FBEA
) RER, WA IEXEEEZR, EXFAEE , BSREERND

3.FIEREBRRRAVEESS
AT BEIER B R BAURME RS | AT SR FIME— 45 -

N oE . BY BAREERS B (syslog) MAEARENIPEI. RIE | TERXIAN G
i (4L B — ANRIE LEE AT,

N B SR EREE RSP SR NIPELEIE,

SEHERE O RACL
EASA/FTD LR A RACLLAT ER RN A B IPH it H B IEEM B ZEVPNEIE,
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/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html#toc-hId-792985040
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html#toc-hId-792985040
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html#toc-hId-792985040
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html#toc-hId-792985040
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html
/content/en/us/support/docs/security/secure-firewall-threat-defense/221531-configure-control-plane-access-control-p.html
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/vpn-remote-access.html#task_ngy_zcd_5gb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/vpn-remote-access.html#task_ngy_zcd_5gb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/vpn-remote-access.html#task_ngy_zcd_5gb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/vpn-remote-access.html#task_ngy_zcd_5gb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/vpn-remote-access.html#task_ngy_zcd_5gb
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
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