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» Firepower Threat Defense (FTD)

W& FirepowerE I [A] @Y B &
1. FTDEARNHE B R

EHFATACEH 2o EBRENFE R RFERZ

REHWENETAEN B MIPHbL,

B P A B A AT S 2R

EHRE BRI X,

HEIRBAER | EEERARFVRFZANEMFEIRE ( KR ) EiE,
FEREMENG TR

show tech-support
show failover-history

show failover state
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> show tech-support <- - To display configuration of the device.
> show failover history <- - To display failover Date/Time, what was the failover state an
> show failover state <- - To display Last Failure Reason and Date/Time.
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pmtooliR7S | grep -i gui

pmtooliR A

free -g
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pigtail gui
tail -f /var/log/httpd/httpsd_access_log
tail -f /var/log/httpd/httpsd_error_log
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>
> expert
admin@firepower:~$ sudo su -

Password:
root@firepower:~#

MR B FIE1Tn

root@firepower:~# pmtool status | grep -i gui <- - To display all GUI services status.

root@firepower:~# pmtool status | grep -E "Wait|down|disabled" <- - To display services that are in wai
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root@firepower:~# free -g <- - To display Used and Free memory 1in

root@firepower:~# df -h <- - To display Used and Free disk.
root@firepower:~# DBCheck.p]l <- - To display any error or warning in database.(Database Integri
root@firepower:~# top <- - To display which processes cpu & memory utilisation.
root@firepower:~# pigtail gui <- - To display GUI logs in real time.

root@firepower:~# cd /var/log/httpd/
root@firepower:/var/log/httpd# tail -f httpsd_access_log <- - To display GUI web server access logs in

root@firepower:~# cd /var/log/httpd/
root@firepower:/var/log/httpd# tail -f httpsd_error_log <- - To display GUI web server error Tlogs in r
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> expert

admin@firepower:~$ sudo su -

Password:

Last Togin: Wed Sep 6 21:38:20 UTC 2023 on pts/0

root@firepower:~#

root@firepower:~# cd /var/log/

root@firepower:/var/log# tail -f backup.log <- - To display backup Togs in real tim
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tail -f /var/log/sf/policy_deployment.log

MFTD:
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tail -f /ngfw/var/log/ngfwManager.log

tail -f /ngfw/var/log/sf/policy_deployment.log
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> expert

admin@firepower:~$ sudo su -
Password:

root@firepower:~#
root@firepower:~#

MREFKETHT

root@firepower:~# pigtail deploy <- - To display deployment Togs in real tim

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment Togs in r
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> expert

admin@FTDA:~$ sudo su -
Password:

root@FTDA: ~#

MR B FKE1T8m



root@FTDA:~# pigtail deploy <- - To display deployment related Togs in real time.

root@FTDA:~# cd /ngfw/var/Tlog
root@FTDA:Tog# tail -f ngfwManager.log <- - To display FTD to FMC communication related logs in r

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment logs in r
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