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El=n—}
B == n/%\
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EAX&HIG | Cisco FTDEBFHMNIAEREED : outside1 Foutside2, FNEEERISPR L |, outside1
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B8t , FTDEEMAIP SLARKEZEZNMNSPRXMER, MREMISPERHINME , FIDSHELKR
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15t gateway
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o outside1 -
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Device: firepower

. u
@ @ . Admmmr -

Cloud Services
® NotRegistered | Regster

Firewall Device Manager - 0_ -
Monitoring Policies Objects

Model
Cisco Firepower Threat Defense for KVM

Software VDB
7.41-172  376.0

Intrusion Rule Update
20231011-1536

High Availability
Not Configured

) : !
n i & Internet

Cizco Firepower Threat Detenss for ik

[ o o

Interfaces Routing Updates System Settings
Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 4 of 0 Security Inteligence Feeds Logging Settings
DHCP Server | Rela
View Allinterfaces > View Configuration » View Configuration b o R
DDNS Service
FDMig&$#DO

s SECURE

REEHBEHYIEE O RERPR(
)o TEATRBIF |, GigabitEthernet0/1,



™ - . il T ==m .
"] Firewall Device Manager - ° : @ @ I e ‘thts’ SECURE
g : Monitoring Policies Objects Device: firepower . Administrator

Device Summary

Interfaces

Interfaces Virtual Tunnel Interfaces

@ Fterdaces [ ) Y Fin +

3 GigabltE thernet0/0 outside L 3 Routed Enabled
» Cga batl thermet0/ 1 outside | Q Routed 10.1.1.1 Enamiea £ g |
FIOENAGI0/1

f£Edit Physical Interface®@ 0 # :

1. i&BInterface Name , £l & Foutside1,

2. FPRSBRIRE N BB ARIE(

)o
3. ¥ HIPv4 Addressit T+ F B B IPv4 it it (255191 39 10.1.1.1/24)
4. Click OK.



GigabitEthernet0/1

Edit Physical Interface

interface Name Mode Status

outside? Routed Ml o

Description

Pvd Address IPvE Address Advanced

IP Address and Subnet Mask

10.1.11 / 255.255.255.0

Standby IP Address and Subnet Mask

CAMNCEL

FRROJmEEE A GI0/



AR REBBEOATUEECMPREXE,

EERLCSR , NHEBISPEELRERED , ARA|H YO N GigabitEthernet0/2, 1EEdit
Physical Interface®& O :

1. i8R BInterface Name , 1£4<l & Foutside2,

2. FPREBIRIRE N E R RARE(



)o
3. B #IPv4 Address T+ H L BIPvAtb it | FEAHIF710.1.2.1/24,
4. Click OK.

GigabitEthernet0/2
Edit Physical Interface ’

interface Name Mode

outside2 Routed W O

Description
|
.
Pvwd Address IPvE Address Advanced
Type
Static w

IP Address and Subnet Mask

10.1.21 ] 24

Standby 1P Address and Subnet Mask

FSROGmBEIEOGI0/2

EERLSR , nNIEEREED , ERRAIF , YE#E O FGigabitEthernet0/3, FEEdit
Physical Interface® O :



1. iR BInterface Name , £ It 7Rl & Finside,

2. FRTBHISERNECBRIZE(
)o

3. RifIPv4 Addressit I H Bl EIPv4atti it |, EAHI#710.1.3.1/24,

4. Click OK.



GigabitEthernet0/3

Edit Physical Interface

interface Name

inside

Description

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.1.3.1 f 24

Standby IP Address and Subnet Mask

SROGmEIEOGI/3

SMBI R RKE>F G, [QERIEPR(

Mode

Routed

CANCEL

Status

@)
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_ Eiranaall Meanrire b . -5 0 = [ |
Manitoring Paolicies Dbjects Device: firepower

ObjectTypes ¢ Network Objects and Groups

T Networks

8 objects

1 IPvd-Private-AR-RFC1018

2 IPwd-Private-10.0.0.0-8

3 IPwd-Private-172.16.0.0-12
4 IPvd -Private-192.168.0.0-16
s any-ipwd

o any-ipvl

ENESOE ¥

Group

NETWORK

NETWORK

NETWORK

NETWORK

NETWORK

f£Add Network Object EOH |, BB —MNSPM > :

VEBRIRIER | EARFIF R E,
CREENAIPHELE | EAREFIARR10.1.1.2
. Click OK.

A OWON -

CREXN RKEIName , FEAHGIH 7 gw-outside o

OO :

Administrator

IPyvd -Private-10.0.0.0-8, Pvd-Private-172.16.0.0-12, IPvd -Private-
192.168.0.0-16

10.0.0.0/8
172.16.0.012
192.168.0.0/16
0.0.0.0/0

1]

alaln
cisco [ =4 J

|




Add Network Object

Name

gw-outside

Description

Type
Network @ Host FQDN Range

Host

10.1.1.2

CANCEL

SBOF I R2

EERUSHK , NE-NMSPHXBEES —MMENR :

1. ZREX REIName , EAH4 73 gw-outside2,
2. EBRWRIER | ERFIFREN.

3. REFHMIPHIE , EAHIFN10.1.2.2,

4. Click OK.



Add Network Object

Name

gw-outside2

Descrption

Type
Network i@) Host FQDN Range

Host

10.1.2)2

BOLXR3
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L Firewall Device Manager N 0_ -
et Monitoring Policies Objects

Model Software VDB

\Cisco Firepower Threat Defense for KM 1.47-1712 ITe.0

Device: firepower

Intrusion Rule Update
20231011-1536

Cisco Frepower Theeat Defense for vt

) msscie Netw..

Interfaces Routing
Management: Merged 2 static routes
View AllInterfaces » View Configuration

@ @ e
Cloud Senvices High Availabity

@ NotRRegistered | Regster Mot Configured

& Intermet

o - o

Updates

Geolocation, Rule, VDB, System Upgrade,
Security Inteligence Feeds

View Configuration »

-

vl

esco SECURE

System Settings

Managemant Access

Logging Settings

DHCP Server / Relay

DDNS Service

%1 ECMP Zone1

DNS Server

RTHFECMP Traffic ZonesiEi+ , ARG KRR INEFR(

) AN X 3o

L—;I Firewall Device Manager E-E_ o -

Monitoring Policies Objects

Device Summarny

Routing

Add Multiple Virtual Routers

Static Routing BGP OsPF BIGRP ECMP Traffic Zores

[} 1 object

%14 ECMP Zone2

Device: firepower

©eeo

: aecd o
. Administrator

3. Commands

‘e SECURE

& BGP Global Settings




£Add ECMP Traffic Zone&B O & :

1. IZREECMPX MY A FRAEER ( AJiE ) -

2. ] INEFR(
JAIEREZSNMNMEOUGEEXT AR, EARHEAR , ECMPE# N Outside , ## HDoutside1
outside2:F 7 1N E bt X 15

3. Click OK.



Add ECMP Traffic Zone

© Keep the member interfaces of a ECMP traffic zone in the same security zone to

prevent different access rules being applied to those interfac

Description

Interfaces

> [ mnsce (GigabnEthernetos3)

y  [@ outsige (GugabiEtherneto0)

@ cutsice 1 (GigabitEthernetos)

& ocutsiae2 (GuigabitEthernetos2)

Crealie oow SARDtartaoe CAMNCEL

#£1FECMPX 13

## N outside1 FMoutside2td B K 1A 11 EECMP X igoutside,



AE  ECMPEHRERESZEXETLX., SlEZEoutside! Moutside2#E A &£ X1
TARNECMPEHEIHRE XH,

EZH  BEIP SLAYR



EENATYREZISNFREZNSLANR , BSMENR>WREE> SLAKEREE |, RERNINER(

)N BB —NISPEZRIFTRISLAK 28]



Object Types - SLA Monitors

T

8 s
¥ A
& U
@ Ge

E2451P SLA1
F£Add SLA Monitor Object EO & :

1. ASLAK ST RiZREName , b0 LAi% & i B (4451 # Jy sla-outside 1)
2. & EMonitor Address , FEAHIH Jygw-outside1 ( EE—PNISPRX ) .

. RBATE ARG ES I BFRED |, FEAHIF Foutside,

4. b4, BRI LVAEER BB, Click OK.



Add SLA Monitor Object

Name

sla-outsidel

Description

y
Monitor Address
gw-outsidel v
Target Interface
outside1 (GigabitEthemet0/1) by

IP ICMP ECHO OPTIONS

o Following properties have following commelation : Threshold £ Timeout < Fregueancy

Threshold Timeout
5000 5000

Fraquency
60000

Type of Service Number of Packets Data Size
0 1 28



EERLHE , £Add SLA Monitor Object & A H N 5B =NSPE#EEE 5 —NSLA MonitorXi K :

1. ASLAK R RKiZREName , B AT LAi% & i B (4451 # J9 sla-outside2),
2. i EMonitor Address , TEAHI# Jygw-outside2 ( E=NISPRIX ) .

3. RE AR A BAR#ED | B+ Houtside2,

4. A, B LAOAE B MR E. Click OK.



Add SLA Monitor Object >

Name

sla-outside?

Description

.
Monitor Address
gw-outside2 v
Target Interface
outside2 (GigabitEthemet(0/2) v

IP ICMIP ECHO OPTIONS

o Followang properties have following oosmelation: Threshold £ Timeout £ Fregquency

Threshold Timeout
5000 5000

Frequency
60000

Type of Service Number of Packets Data Size
0 1 28




$£251P SLA3
B=F  FAKAREREEHDSHKH
SEMBRE AR/ THEEBEPRIEE.

MRBATENRHR , FREEEPEEHSIHEEFRNERER(
)o EXMIBRAT , ERRAZRARE M.

—
L] Firewall Device Manager i o = = @ @ @ : admin .l cECURE
— : Device: firepower . Adminis trator cice okl E

Maonitoring Policies Objects

Modsl Software VDB Intrusion Rule Update Cloud Sendices High Availabiity
(Cisco Firepower Threat Defense for KVM 1.40-112 are.o 20231011-1536 @ NotRegistered | Regster Mot Configured

Interfaces Routing Updates System Settings
Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade, Managemant Acces
E 4 of Security Inteligence Feeds Logging Settings

JHCP Server / Relay
View AllInterfaces > View Configuration View Configuration > . ' N

JDNS
é DMNS Server

%34 Route1

EBRAEMTEL | St R



) —NISPEER A INETER S EE A
F£Add Static Route EA & :

1. REFHNBMHMUER (7L ) . EARTABIF |, route_outsidet,

2. Minterface THz3l&kd , EREBELIHLZAREWED , MxtuFTBS ZEOTHE,
EARRHIH | outside1 (GigabitEthernet0/1),

3. i ENetworks AFRRFERA LB EP KA BIRMEREN ., EARRHA | FE Lany-ipvdo

4. \Gateway THFIFRH , EFEATIRBIMXIPibit B NEX R |, Traffic is sent to this
address, TEARHIF | gw-outsidel ( FE—MNSPRIX ) o

5. R B HMMetric , N F17254 28, EARRHEI1H,

6. MSLA Monitor FH 5l 3R RIEESLAS RSN R, EARSGIF | sla-outsidet,



7. Click OK.

Add Static Route

Name

route_outside

Descnption

Interface

outside (GigabitEthemetD/1) w

Protoco
(@) P ) IPvG

Metworks

+

Gateway Metnc

gw-outsidel w 1

SLA Monitor

sla-outside w

CAMNCEL




T£Add Static Route EOREERLULE , NEZNMSPEEZEES —NEDKEH -

1. RERBNBMAIREER (A% ) . EARTHIH | route_outside2,

2. Minterface THil&ked , EREBLIHAEAREWED , MxtuFEBL ZEOTHE,
A RHIF | outside2 (GigabitEthernet0/2).

3. & #ENetworks SAARIREA LR A RKRP ERREREN . FEARGIF |, FE Lany-ipvdo

4. \Gateway THHIRS | EFIRBIMKIPHUIREN R , FENLED b, EARRH
B, gw-outside2 ( £ =MSPM3Xx )

5. ik B HBMetric , N F1F254 2 8, EARGI1H,

6. MSLA Monitor FH 5 R FIERSLAKEEFN R, EARIZGEF |, Hsla-outside2,

7. Click OK.



Add Static Route

MName

route_outside2

Descnption

interface

outside? (GigabitEthemet0/2) >

Protoco
@ Pud Y B

Networks

+

Gateway Metnc

gw-outside2 - 1

CAMNCEL O

3% Route3



BAE2%BY EARBAEENoutside1 Moutside2$Z ORI A,

Routing

Add Multiple Virtual Routers % >~ Commands ~ £ BGP Global Settings
Static Routing BGP OSP IGRP CMP Tr; Zon
2 rout b 4 +

1 route_outside1 outside1 Fvd 0.0.0.0/0 10.1.1.2 sla-outside 1
2 route_outside2 outside2 Pud 0.0.0.0/0 10.12.2 sla-outside2
%3 Routed
HEXEBEEIFTD,

5 UuF

B FZFTDHICLI , iIZ1TH0 D show zone LB BB ECMPREXENEES | SEENSIKE—B2M0ED,

<#root>

> show zone
Zone:

Qut si de
ecmp

Security-level: 0

Zone nenber(s): 2
out si de2 G gabit Ethernet0/2

out sidel G gabitEthernet0/1

1Z1T show running-config route MSREEESITHEHEERSSLER , EXTERT , EARXTEARIRNSHSEKA.

<#root>
> show running-config route

route outsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route outside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

iE1T show route TR ERHEX , MREFHNERIAR AR BE T E Doutsidel FMouts de2AZEM A RNEH , BIEFRTLUEFRNDISPEE 2
82 8.

H\

<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1SI1S, su-1SISsummary, L1 - 1S ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via 10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 1is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 1is directly connected, inside

IZ{TH % show slamonitor configuration LAA ZESLA MRS ELE

<#froot>

> show slamonitor configuration
SA Agent, Infrastructure Engine-ll
Entry number: 1037119999
Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: outsidel

Number of packets: 1



Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 1631063762
Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

BT show slamonitor operational-state SATAIASLA MR ERHIRTS. FEXMBERT |, & A AfEdr S & # El“Timeout occurred :
FALSE” , ERTRAEMXMICMPEINEENE , RtED B O NRIARBAL TERSH EZEERBARF,

<ffroot>

> show sla monitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE



Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

PG

BEFTDHAIHBRE , ATREECMPREEECMPRIFH MK 2 AN REHTARSE., EXHERT , MTest-PC-1(10.1.3.2)F
Test-PC-2 (10.1.3.4)FInternet £ 4/1(10.1.5.2) [ 31 SSHiE#E , 1217 show conn T B HEIATRETE B NI SPEERE < B SEIM A FI9H |, Test-PC-1
(10.1.3.2)i@Tinterface outsidel , Test-PC-2 (10.1.3.4)#&iT interface outside2.

<tfroot>

> show conn

4inuse, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:02:10, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:00:04, bytes 5276, flags U O N1



& BEBIRMEfRIPIE, £AZO, Y RNERKONEZE , HEERNX BN RERTARGE, TN
B, ATEARIIEE , BN RERBIIE-MX , XN , EXeNTd (JRIP, BARIP, £AEA, thil
RWA, BARRO ) PREME  UERBIIER.

ERHBEH

EXMERT , REEE—MSPRKXHEERERHA , HXRAE - NMMREAR[ETRL, MRFTDESLAKEBRNRPIEENHE
T BRPR B W BIR B E —NSPRIXHENAE , MIAREHNFEETHR , HREHKA. BEE PRI REREBEBLMREAR
o BR o

12175 show slamonitor operational-state MABHIASLAMIZESHN HENIRD, EXMBERT , B EGSH EFHRE“Timeout
occurred : True” , IXFRRK E 5 —NISPM <Y I CM PIE| B13% B 1 B



<ffroot>

> show slamonitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 06:14:32.801 UTC Tue Jan 30 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 06:14:32.802 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

1217 show route R AR ELHFIIAE , B #E Doutsidel F 55 — N SPMI < B9 B& R BHIER |, BT #Z Doutside2BIZE = MNSPRXRE —
NEFBRINEA,

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2, V - VPN
i-1SI1S, su-1SISsummary, L1- 1S ISlevel-1, L2 - IS-ISlevel-2



ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

BIT@HH show conn ( PIMBERPIMEZEERER ) , BLEAFMEEDMA RS, SSHEFEETest-PC-1 (10.1.3.2) M Test-PC-2
(10.1.3.4) L& F5ESRAS , T HIVEM AR,

<{froot>

> show conn

4 in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:19:29, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:17:22, bytes 5276, flags U O N1



FE  EshowconmnV#iEd | BLEED , BEAESEDoutsidel W ERIAB B EMEBARTMBR , BR B Test-PC-1
(10.1.3.2)ySSH EMEE £ Doutsidel, X2FHM , MEREZIT , ZEBRRERLE Doutside2, IR MTest-PC-1
(10.1.3.2) FlinternetE#1,(10.1.5.2) K B #¥1iE#E , WA AKX I P E R 2 HE T #Z Doutside2,

B HERR

ERIFRHRER , HZfTHS debug ip routing.
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<tfroot>

> debug ip routing
IP routing debugging is on

RT:

ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, outsidel

ha_cTuster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static metric [1/0]NP-route: Delete-CQutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only):

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, outside2

11T show route B 5 LABEIA L BT EE A Ko

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

LB E — ISP XK SRR ERTIRBAY |, B3I 3 N outsidel#Y B% B R 77 hn 1= B% B 3R o
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> debug ip routing
IP routing debugging is on

RT(mgmt-only):

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, outside2
via 10.1.1.2, outsidel

1Z1T show route B 5 LABEIA H AT RS A Ko

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.00.0.0.0[1/0] via10.1.2.2, outside2

[1/0] via10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside
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