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M ERD
B FRELENEE

B SSHER R HI B IEIEZIFEFXOS CLl, 1= 1T connect module 1 console 1 connect asags <5 b3 AASA CLI,

aETRE LMEMEYR (ETRENVRELTXHRETERS ) o

<#root>
failover lan unit primary failover lan interface fover EL/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby 1
failover group 1

O00<--- group 1 is assigned to primary by default preempt 30 failover group 2 secondary preempt 30 fai’

bEEBESENHETRE (EERENVNREBERETHS ) .

<#root>

admin-context admin

context admin

<--- admin context is assigned to group 1 by default allocate-interface E1/3 config-url diskO:/admin.c
join-failover-group 1

<--- add conl context to group 1 ! context con2 allocate-interface E1/5 allocate-interface E1/6 config
join-fail over-group 2

<--- add con2 context to group 2



C.J&21T changeto context conlAAM R L £ T iEHEconl L X FNeonlEEMWFEOEREIP ( EXREZFNCcONFBRPETHT ) o

interface E1/1 nameif conl-inside ip address 192.168.10.254 255.255.255.0 standby 192.168.10.253 security-level 100 no shutdown interface E1/2 nameif

d.J= 1T changeto context col2BAM RS £ R 3GEFEcon2 E T X FeoliFR2MNEOREIP ( EEIEEFNcon2EEFEITHT ) .

interface E1/5 nameif con2-inside ip address 192.168.30.254 255.255.255.0 standby 192.168.30.253 security-level 100 no shutdown interface E1/6 nameif

B=F W ENEE

B SSHIZH A EZEHBIFXOSCLI, HHBRE LRERE IR (EHBRBNRE L TXHEBETEZHT ) -

failover lan unit secondary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby

b Z1T falover@n©s ( ERHBBEAMRELTXHIET) .

failover

FHUS : KUWEKES FEIASRETRRES

atEfBh B T R4 £ T XAz 1Tshow failover,

<#root>
asatt
show fail over
Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) Version: Ours 9.18(
Secondary

<--- group 1 and group 2 are Standby status in Secondary Unit Group 1 State:
St andby Ready

Active time: 0 (sec) Group 2 State:

St andby Ready

Active time: 945 (sec) conl Interface conl-inside (192.168.10.253): Unknown (Waiting) conl Interface c



Primry

<--- group 1 and group 2 are Active status in Primary Unit Group 1 State:
Active

Active time: 1637 (sec) Group 2 State:

Active

Active time: 93 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface c

b. ( AT ) 21T nofailover activegroup 2 @i , WEREFNA2FHVRBZARS (EZREBANRELTXHET ) » XERLUFE
BB By K IRHTRE R

<tfroot>

no failover active group 2
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JE1T changeto context conlAf N R4 £ T 30EEE con1 E T X BWIATDERPMASARZ REIFTRER,

<#root>
asalact/pri/conl#
show conn

5 in use, 11 most used
I ——- Confirm the connection in Primary Unit TCP

conl-out si de

192.168.20.1: 21

conl-inside 192.168.10. 1: 49703
, idle 0:00:11, bytes 528, flags UIO asa/stby/sec/conl#
show conn

5 in use, 11 most used
I ——- Confirm the connection in Secondary Unit TCP

conl-outside 192.168. 20.1: 21 conl-inside 192. 168. 10. 1: 49703



, idle 0:00:14, bytes 528, flags UIO

F=% . TIRFMLINKDOWN EV/1

BOE  HNKERBRES

ERGREP , BAREREAEEAIFR,

AR BEURRSERERF4TE,

<tfroot>



asalact/sectt
show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) ...... Group 1 Tast
Secondary

Group 1 State:
Active

<--- group 1 of Secondary Unit is Switching to Active Active time: 5 (sec) Group 2 State:
Active

Active time: 10663 (sec) conl Interface conl-inside (192.168.10.254): Normal (Waiting) conl Interface
Primary

Group 1 State:

Fai | ed

<--- group 1 of Primary Unit is Switching to Failed status Active time: 434 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.253): Failed (Waiting) conl Interface co

BHS  ERERBERINFTPERE

1Z1T changeto context conIM R4 £ T 3E#Econl E T X, WIAFTPEZRHHT,

<#root>
asalact/sec#t
changet o context conl

asa/act/sec/conl# show conn 11 in use, 11 most used
! ——- Confirm the target FTP connection exists in group 1 of the Secondary Unit TCP

conl-outside 192.168.20.1:21 conl-inside 192.168.10.1:49703

, idle 0:00:09, bytes 529, flags UIO

BAYL  WINE ANEHNTH

LinkUPEV1 , #E&F30% (8 5rtE ) , MERRSEERERBERS ( CEEX1PHRE ) .

<#root>
asa/stby/pri#
Goup 1 preenpt mate

0000<--- Failover is triggered automatically, after the preempt time has passed asa/act/pri# show fail



Primry

Group 1 State:

Active

<--- group 1 of Primary Unit 1is switching to Active status Active time: 34 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface
Secondary

Group 1 State:

St andby Ready

OO0<---- group 1 of Secondary Unit is switching to Standby status Active time: 125 (sec) Group 2 State:
Active

Active time: 10816 (sec) conl Interface conl-inside (192.168.10.253): Normal (Monitored) conl Interfac

EHL\MACH 1t

EXR/ERYERES , mAERELMMACHEY ( FHREME, BERNERRINE ) . FEHELMACHL STEF O BRI,

FHIREELMACHHE

AT FHREVEEONELMACH U , ATLAER mac addressin H 5, mac-addressin & ( EI/FREERT ) . ATRFHREYEE
AEV1H R AMACHr 11k B9 7= 6l o



AR BREERREPEAXFHHEEND T,

<#root>

asa/act/pri(config)# failover group 1 asa/act/pri(config-fover-group)#

mac address E1/1 1234.1234.0001 1234.1234. 0002

asa/act/pri(config-fover-group)# changeto context conl asa/act/pri/conl(config)# show interface E1/1 |
1234. 1234. 0001

, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl

1234.1234. 0002



, MTU 1500 <--- Checking virtual MAC on the Secondary Unit(conl) side

xE

<#root>
asa/act/pri(config)# changeto context conl asalact/pri/conl(config)# int E1/1 asalact/pri/conl(config-if)#

mac- addr

1234.1234. 0001 standby 1234.1234. 0002
asa/act/pri/conl(config)# show interface E1/1 | in MAC MAC address
1234.1234. 0001
, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl
1234. 1234. 0002

, MTU 1500<--- Checking virtual MAC on the Secondary Unit(conl) side

BzgEEMACHILE

BXEHAFERELUMACHL, X AT LB 8 A mac-address auto <prefix prefix>@ 3R EH, ERMACHUEHIRK A2
XX.yyzz.zzzz , ©1IEE BB £ Ko

A2: EEE

xxyy : B SIEI I EM <prefix prefix>tE B ( BIREIRA TR RAREREIRFGEA ) o

727777 : ARSI ERERK

THEHREEE mac-addressauto o 9 3 0 4 BRE BAMA Cith s1t #9 7R 4l o

<#root>

asalact/pri(config)#

mac- addr ess aut o

INFO: Converted to mac-address auto prefix 31



asa/act/pri(config)#

show run all context conl

<--- Checking the virtual MAC addresses generated on conl context
allocate-interface Ethernetl/1

mac-address auto Ethernetl/1l a21f.0000.0008 a21f.0000.0009
allocate-interface Ethernetl/2

mac-address auto Ethernetl/2 a21f.0000.000a a21f.0000.000b
config-url disk0:/conl.cfg

join-failover-group 1

asa/act/pri(config)#

show run all context con2

<--- Checking the virtual MAC addresses generated on con2 context
context con2

allocate-interface Ethernetl/5

mac-address auto Ethernetl/5 a2l1lf.0000.000c a21f.0000.000d
allocate-interface Ethernetl/6

mac-address auto Ethernetl/6 a2l1lf.0000.000e a21f.0000.000f
config-url disk0:/con2.cfg

join-failover-group 2

E#IMACHIIEBYER IR B
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