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https://dashboard.see.cisco.com
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Account Settings

Accounts
Add, invite and delete users

Authentication
View authentication information
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APl Keys

Management @

API Keys

Generate and manage APl keys
Log Management
View and manage logs
Subscription
View subscription, package, and
feature information
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Secure Access’s AP| keys are used to authenticate your Secure Access AP requests. You can create multiple keys and manage each key’s access controls to meet specific use cases.
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Add New API Key

To add this unique API key to Secure Access, select its scope—what it can do—and set an expiry date. The key and secret created here are unigue.

Deleting, refreshing or modifying this APl key may break or interrupt integrations that use this key.

APl Key Name Description (Opr
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@ Name must not be empty

Key Scope 1 salected

Select the appropriate access scopes to define what this APl key can do.

Scope

I

O admin 4> Deployments
O Auth 1>
Deployments 16 >

O Investigate 2>

O Ppolicies a >

————p Expiry Date
@ Mever expire

Q Expire on May 12 2024
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5. EFIAPI KeyHl Key Secret , R/F 2 EHACCEPT AND CLOSE :

Click Refresh to generate a new key and secret.

API Key Key Secret
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n Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved.

R4 5 [Al- API B4R F1 234

Remove All

Read | Write v| 18 X

[ ACCEPT AND CLOSE
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pip install oauthTlib pip install requests_oauthlib
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BRTELL I AR IR K IEF M client_idFclient_secret :

import requests from oauthlib.oauth2 import BackendApplicationClient from oauthlib.oauth2 import TokenE
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Token: {'token_type': 'bearer', 'access_token': 'eyJhbGciOiJSUzIINiIsImtpZCI6IjcyNmI5SMGUZLWXXXXXXXXXXXX
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import requests import pprint import json url = "https://api.sse.cisco.com/deployments/v2/networktunnel
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{'data’: [{'createdAt’: "2023-11-01T16:17:897",
"deviceType’: "ASA’,
‘hubs': [{ authId®: " » sse.cisco.com’,
‘createdAt': '2023-11-081T18:17:89Z°,
'datacenter’: {'name': ": , "1,
"id’: ,
‘isPrimary’: True,
‘'modifiedAt’: "2023-11-01T710:17:09Z°,
‘status’: None,
"tunnelsStatus”: None},
{"authId": sse.cisco.com’,
‘createdAt': '2023-11-01T1@:17:892°,
(" o

‘datacenter’: name': ' 1"},
‘id’:

‘isPrimary’: False,
‘'modifiedAt': "2023-11-01T7160:17:09Z°,
‘status’: None,

"tunnelsStatus’: None}],

id®: ,
‘'modifiedAt’: "2024-82-12T03:99:147",
"name’: "DMZ ASA Tunnel NC',
‘organizationId”: &
‘region’: o S
'routing’: {'data’: {'networkCIDRs': ['7°" "7 == =771}

"type': ‘static'},

"status’: “connected'}],

"limit': 18,

‘offset’: 8,

"total': 1}

]

Pythoné H- M 4 B3 i 4

R BY 22 FEFT XA RAFEERIRE XK, BFITEN. BRESFHES.
BB

REVRAPILIRERHTTPIEM B RRAPIERRIIRAK, BF , 20CEENHNRBIETRRY , 40ceBRBNRBERETRHEE
ESBWHER  MoocEENHNRBIE RRSIREIR. FRAB 5 EZBURT WE B @5


https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication/token-authorization-request
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Success. Everything worked as expected.

New resource created.

Success. Action is queued.

Success. Response with no message body.

Likely missing a required parameter or malformed JSON. The syntax of your query may need to be revised.

Check for any spaces preceding, trailing, or in the domain name of the domain you are trying to query.

The authorization header is missing or the key and secret pair is invalid. Ensure your AP token is valid.

The client is unauthorized to access the content.

The requested resource doesn't exist. Check the syntax of your query or ensure the IP and domain are

valid.

The client requests that the server create the resource, but the resource already exists in the collection.

Too many requests received in a given amount of time. You may have exceeded the rate limits for your
organization or package.

The request payload is larger than the limits defined by the server.

Something wrong with the server.

Server is unable to complete request.


https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication/token-authorization-request
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