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[T
EZEihR e EERRE

SMEZL T ENERER.

ke Secure Access

B Overview Overview

Ther Ovarview dashboard displays status, usage, and health metrics for your organization. Uise this infarmation 1o addness security threats and menitor system usage. Help

Resaurces Data Transfer | L.:70s

TOTAL USAGE

k" Momitor 69.52 MB Total traffic . # Branch

725.98 MB "« Decrease (last 7 days}

B —s Cisca Secure Client

16.45 MB Receive L 8 —s RaEN

35.39 MB “u Decraase (as 7 days)
B — Browsor-based ZTNA

53.07 MB sent !
690.58 MB "~ Decraass (last T diys) " I I
W B seecta
ZEIFA-ER

,'f-l_'\ﬁ Connect > Network Connections.


https://login.sse.cisco.com/

B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections
Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

I~"  Monitor

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access

R A)-M K EE

«  fENetwork Tunnel Groups T , 5+ Adds

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1 0

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups
A netwark tunnel group provides a framework for establishing tunnel redundancy and high

availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[:: aarch ) [Fegion y [ V] 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Genter Tunnels Secondary Hub Data Genter Secondary Tunnels
HOME @ Disconnected Europe [Genmany) sse-euc-1-1-0 [+] S5e-euc-1-1-1 o
SAD A Wasning Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]

Rows per page mv] < >

T2 H-MERBER

«  EEETunnel Group Name, RegionFlDevice Typeo

« B, Next



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

Z&2HH-REEL-FAIRE



AR EFREE AV ERIINXE,

»  BtETunnel 1D FormatFlPassphrase.

+ B, Next



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ LA R AR AL R LR AL R L LN Show ®]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

Z215F-RRE4A-PREI DME

- BEEEEMEZLEREAZEIZ2HAMEGEREN PHISTEREN.

- B, Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

L4 T 8] -BEE A - % R I
BHEETHSave BXRBEMNELRE , BREFEZER , UMERITT —FConfigurethe tunnel on Sophos.

RREHE



Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID:
Primary Data Center IP Address:

Secondary Tunnel ID:

Secondary Data Center IP Address:

Passphrase:

ZaihR-RBREA-RERE

£ Sophos L Bl EB&E

L & | Pseclit B X+

csasophos@ -sse.cisco.com O
1815614574 O
csasophos@ -sse.cisco.com O

3720.45.23 O

I -

B & | PsecB B4 |, {FS M EIE /Y Sophos XGBE X 1,

BRRBROUUATRE -

Download CSV
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Control center

SF $1953MR-3
System
o
Control centar l o ¢¢
Parformance Services
Currant activities B
”
Reports Intorfaces VPN
Zero-day protection
I"‘ e N ir
P U0 U/l
Diagnostics RED Wirgless APS
0 0
Connected remote Live users
Rules and policies usem
Intrusion prevention 12% E1%
CcPU Mamary
Web 61B/s 0
Bandwidth Sessions

Applications o

0% C
Decryption capacity Decrypt sessions

Wireless

High availability: Not configurad
Email
Web server Running for 0 dayl(s), 3 hour(s), 52 minutels)

Advanced protection

Remote access VPN
Active firewall rules

0 1 3

WAF L

Site-to-site VPN

Network

Routing

Traffic insight

Sophos Central

Profiles

Sophos - & 2 EH 4R

o BRFE Profiles

+ R IPsec Profiles &2 5 A tAdd

]
Reports
4 0
Scanned
0 i

jorithm

Phase 2

Feedback WM How-toguides Logview

User & device insights
Security Heartbeat®

0 Monitor endpaint health
and systams at risk

At risk
Click hare

Synchronized Application Contrgl™

0 Identify unknown apps on
your network

Apps

o Zero-day protection
0 0
Recent Incidents Scanned
Bla ATP uTQ
0 s 0
] Sources blocked Accounts at risk

Configure

S5L/TLS connections

0w Ox% 0
Of traffic Decrypted Failad
Messages
0 Alert
Warning
0 Alert
Mew Click b

Device access

Delete

Manage



Sophos - | PsecER & X4

TEGeneral Settings configureT :

«  Name: BRZL2HERBEHSEZN

* Key Exchange : IKEv2

+  Authentication Mode : &=

« Key Negotiation Tries.0

« Re-Key connection : & IEI

Name Description
L]
P
Re-key connection
QO KEvi @ IKEve 0 ]

D Pass data in compressed format

[_,I SHAZ with 96-bit truncation

(®) Mainmode () Aggressive mode
FiY

Sophos - IPseclit B X - EMIRE

1£Phase 1 configure :

« Key Life:28800

«  DH group(key group) : #%$#19%120
e Encryption : AES256

e Authentication : SHA2 256

¢ Rekey margin:360 (Default)

¢« Randomizere-keying margin by:50 (Default)



Phase 1

Key life Re-key margin
28800 ] 360

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ B SHA2 256

© You can add up to 3 different algorithm combinations

Sophos - | Psechit & 3C14- 581/ ER

1EPhase 2 configureT :

«  PFSgroup (DH group) : SIKEXFE[E
. Keylife:3600
e Encryption : AES 256

e Authentication : SHA2 256

Phase 2

PFS group [DH group)

Same as phase-| (2%
Encryption
AESZ256 O

© You can add up to 3 different algorithm combinations

Sophos - |Pseclit & 3 - 582/ &

£ Dead Peer Detection configure ™ :

o Dead Peer Detection : i% F3EI

¢ Check peer after every:10

Wait for response up t0:120 (Defaullt)

«  When peer unreachable : E¥/E3) ( BiA )

Key life

3600

Authentication

SHAZ 256

Randomize re-keying margin by

S0

O



BEFORE

G Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable
(] L] [~
AFTER
a Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable
10 (] 120 -] Re-initiate [ 2%
Sophos - | Psect & X 4- Kk B F 448
2ZJ5 , ¥ Save and proceed with the next step, Configure Site-to-site VPN,
BB REIWEKVPN
- sEE . .
EFHVPNELE , ERfSteto-ste VPN , A/F R Add
'eports
Zero-day protection Show additional properties Delate Wizard
Diagnostics
Correatianmre Status
0O Name a  Group name Profile -l ) i Manage
Rules and policies Active Connection
Intrusion prevention
Web Mo records found
Applications
Wireless
Ermiail
Wab server
Advanced protection r .
Fallover groug
Remote access VPN
Site-to-site VPN Add Delete

Metwork

Sophos - ¥4 S El ¥ SVPN

TEGeneral Settings configureT :

«  Name: BNE2AIPsecKBHNSE LN

¢ |Pvesion: IPv4

«  Connection type: B&#E QO

o Gateway type : BEhEE




« Activeonsave : kIR

T8 EERAERBHSFIMKRVPNG | ZETM 2 B35 Active on save VPN,



Name IP version Activate on save

SecureAccess (] @ IPvd O IPvB O Dual
[:] Create firewall rule
Description Connection type
This is the IPsec Policy for Sophos Tunnel interface [ R
Gateway type
Initiate the connection o~

ER  ETTunne interface’d & J9 X FRM Y Sophos X GRE A & Bl 2 R A& #E O,



TEEncryption configure :

o Profile: BESEHENEE XM , ConfigurelPsec Profile

«  Authentication type: 7l i Z 2348

Preshared key : EXZ BRI EEA 4] , Configure the Tunnel on Secure Access

e Repeat preshared key : Preshared key

Encr VP tion
Profile Authentication type
CSA v R Preshared key
Preshared ke
Repeat preshared ke

0N

-3

Sophos -4 = E 3 SIVPN -1n2%

1EGateway Settings configurel ocal Gateway FlRemote Gateway options T , AL RIERSZE,

A% ERM%
D 3% it

BmEIWan-Interneti® O

HELRAERNLHIP,

Tunnel Data

" T RIDE
| DR mFEIDERH

Rx e P 3k




Z#1D
ZIFRTEEEE’\JEM* , Tunnel Data

2D

ELERAERKB A HEIP , Tunne Data

PSR 2

any

ZREF M

any

Gateway settings
Local gateway

Listening interface

PortB - 192.168.0.33

Local ID type

Email

Local ID

csasophos@ -SSe.cisco.com

Local subnet
Any

Add new item

Sophos - ¥ R E 4 KVPN -M X 1% &
2B EiSavelztll , LA NEIRBES IR,
IPsec connections
Show additional properties
[:l Name ° - Group name Profile 5/

(O  secureaccess - CSA

Sophos - S El ¥ SVPN - |PseciE

Remote gateway

Gateway address

v R 18.156.145.74

Remote ID type

[ IP address
Remote ID
(v] 18.156.145.74

Remote subnet

° Any

Connection type 5

Tunnel interface

Add new item

Active 7 Connection 7

Status

® ® i

Wizard

Manage

S @70




i ERERERBEEL—TMRELEBEA , BRI EConnection R3S ; MREREZEH , MRFBESESE ; M
RETREEHN , NRTRBERERE,

ERERBEY TRRE , 55 M Z Current Activities> | Psec Connections,



MOMNITOR &
Control center
Current activities
Reports

Zero-day protection

Diagnostics

Sophos - ¥ #2547 - |Psec

Live users Live connections Live connections |PvG IPsec connections Remote users

No tunnel established to Secure Access

! D Name Local server _ocal subnet Username Remote server/host Remote subnet Manage

No records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
a SecureAccess-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 o

Sophos - ¥ ¥ F 23 #7T- | Psechl Jg

2Ja , BT LA 4E4T Configure Tunnel I nterface Gateway 2 %o

B ERRiEED

S EINetwork ¥ ZEVPN EEEMNIZOWAN , BURBE R xirmi ERRERE O,

o Bi#Exfrm O,



il L =YL |

Wireless
Email
Ih WAN
Web sarver
_ _eth RFTEYN
Advanced protection
Physical

Remaote access VPN

Site-to-site VPN B VPN

Netwark

Routing PortC

T
Authentication LS Unbound

System services Physica

Sophos - £&-B2iE 2 0

o EMEHEREFARAMNIPED M, EALER169.254.xx/30 , CEEEFARAZE TP, BRI RAE S
, BATMER169.254.0.1/30

Name * xfrm1
Hardware xfrml
IPsec connection SecureAccesS
Network zone VPN
IPvd configuration
IPvi/netmask * 169.254.0.1 /30 (255.255.255 252)

Sophos - M £&-k2 & # O -Ei &

[LHEZES

79 RE $h 8 O R B I 5 (xfrm)

* S ZE Routing > Gateways

+ KR Add



S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy

Rules and policies 1PV catewan
Ve g
Int pravention

Applications
Wireless Delete

Email . , . . §
Wb server O Name IP addrass Intarface Health check Status Manage
Advanced protection

P _Por W 182.168.01 WAN On L] #F

MNetwork
Routing

Sophos -#§ F1-M 5%

fEGateway host configure® :

+  Name: 5|AARVPNEIEMEIEOMNBR
+  Gateway IP : EA&HIH | 169.254.0. 22 BRAES T+ 22 B i M £5169.254.0.1/30 THIP , Configure Tunnel Interface
o Interface: VPNE#IIED

o« Zone: % (HIN)

Gateway host

Name * CSA_GW

Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone Nohe .

Sophos - H- M 3c-M < E 41

o fEHealth check ZARKET

«  Kif Save



Health check

Health check

Sophos - H-Mx-ETIRAKRE

RERER , BRAIUMEMAHPRE :

IPvd gateway

O Name V7 IP address T/
[J csacw 169.254.0.2
DHCP Porte GW 192.168.0.1

Sophos - - < -R 7S

il B SD-WANK H

EXREELRE , SRBVUBATEHRERRIREHRMKRE,

S/ ZE Routing > SD-WAN routes.

+ R Add

Interface %/

xfrml

WAN

Health check T/

Off

on

Add

Status 57

Delete

Manage
rf@T

'



SD-WAN profiles Gateways Static routes BGP OSPF OSF

Diagnostics SD-WAN routes]

Rules and policies

AN ralte VPN rolte
Intrusion prevention \M route, VPN route.
Web

Applications

i reply traffic. To learn how to change the configuration, go to the online help

Email
Web sarver
Advanced protectica

route M Watch: How to use S

WAN routes

Remote accers VPN
Site-to-site VPN

o rk
Routing
Authentication ]

Sophos - SD-Wani

= Destination = ) Application

fETraffic Selector configure ™ :

« Incominginterface : B EMNP R IEFREMNZEOHMRA-VPN, ZTNARTZ F#HZTNARIE A -

+  DSCPmarking : Lt REEBEEMAR

*  Sourcenetworks : 1E3F EiE S &R HAY b

« Destination networks : £ , & BT LUEE B R

e Services: FE , RELWUEERS

» Application object : MREBHEXNR , MARAEF

+  Userorgroups : MNRERMNKERFHLFRERHE RS

Traffic selector

Incoming interface DSCP marking
LAN-192.168.0.203 n Select DSCP marking n
Source networks Destination networks Services
Any [=] Any [=] Any (-]
Add new item Add new item Add new item
Application object User or groups

Any (- Any o
Add new item Add new item

Sophos - SD-Wanik B -7 B 1% % 85

fELink selection settings EBEM X T :

«  Primary and Backup gateways : 3% H %I



+  Primary gateway : ERESRPEEAIMX , Configure the Gateways

«  Rifh Save

Link selection settings

O Select SD-WAN profile o @ Primary and Backup gateways

Primary gateway Backup gateway

CSA_GW . None

() Route only through specified gateways )

I
Save Cancel

Sophos - SD-Wani H -7t B 1% 5 25 R X M & 40 M <

ST Sophos XGRr XIBHELEB G , AT ASEEIA1TIHE S ER. Configure Private App.
BEETANA

ERETANAER , BERINEERRAF,

« 5N ZE Resources> Private Resources


https://login.sse.cisco.com/

B® Overview

' Secure
I  Monitor
o Admin

4  Workflows

R A-BBERIR

-  Kiff +Add

Private Resources Private Resource Groups

Private Resources

Q

Private Resource

Z2E-BERIF2

Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks

Point your networks to our servers

Internal Networks

Define internal network segments
to use as sources in access rules

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

@ Last 24 Hours ~
i 4 Private Resources + Add
Accessed by Rules Total Requests



o TEGeneral B2ET , Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

'

Z2HE-BERR-EMR

FE£Communication with Secure Access Cloud configureT :

« Internally reachable address (FQDN, Wildcard FQDN, |P Address, CIDR) : B ZEiF RN AR R



AR FISME , RSP RE i R 1 5% Configurethe Tunnel on Secure Accessh 7 Bt 9,

»  Protocol : #%$F T 17 8]1% & R AT L

+ Port/Ranges : IEERFER AR A RO



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000

+ |P Address or FQDN

+ Protocol & Port

ZEVH-BERR-ELZ2LRRITER

1£ Endpoint Connection Methods , A A BB Z 2 HRGEAERENFIEANREAR , HERLEERATENRENSE

o Zero-trust connections : i%&FF Itk & & HE T S AZTNAEE.

Client-based connection : | AZRHEUA R FEFEFIHEARZTNA

Remotely Reachable Address : B2 B & AR FAKIIP

«  Browser-based connection : A ZRHEUA R TR T KEEEHNZTNA

Public URL for this resource : ¥ i1 E 518 ztna.sse.cisco.com&E S E A B

e Protocol : EIFBHTTPERHTTPSHE Y &3 531 55 B8 177 (81 A9 17

* VPN connections : % th & 3% 4E 7 /5 AARA-VPNIA ],

«  Rifh Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

Z2BH-AER B R WA S TEE2

BEEXRE , ERUWT :

Private Resource ] Private Resource Group 3:::::““" Accessed by Rules Total Requests
VPN
Browser-based
SplunkSophos - ZTNA 1 2 16
Client-based
ZTHA

Z2UR-EREERLARIR



TR I8 7] AR SR T Configure the Access Policy 5 3%

Be B 15 1A SR

Efi B RRE | FS M ESecure > Access Policy.

# Admin

L&V -1 8 R

o i Add Rule> Private Access

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations




Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

L& E-15 M R EE-T AR

BLELA TR |, SUBE 250 & 51 SRR AT RAUR

e 1. Specify Access

. Action: 2

* Rulename : ¥EHEMN KB
«  From : &R FIHRINREAF
o To: BEARVIHRIMKA

+  Endpoint Requirements : ( ZRIAE )

o R Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

Z &5 [8)-17 (8] SR BE -5 E V5 1)



JER 2 Configure Security N FAIEMLSER , BERFIH |, &KB A Intrusion Prevention (IPS)E Tenant Control

Profile,

o HBikESave, BAIM ;

# Rule name Access

Splunksophos Private

ZE , B BRENITS RV eify,

Action

Sources

Any

Destinations

SplunkSophos

Security

Status



Wi
ERTHE , AAELETUMNEE FR- CiscoR 2 B FRNCiscoR 2 BFHARE,
RA-VPN

3813 Cisco Secure Client Agent-VPN & %,

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, SSe. CsCo, Com

Zero Trust Access:

Registration is reguired to access
SECUre resources,

3 @ alale

ZE£EFi%- VPN

«  BEEHSSORMREFHITH HWIE


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

Z4£15E- VPN - SO

s HEZTUBHRIER , BHRATRR :

Bd Login | Splunk X + 8 Cisco Secure Client — X

A Mot secure | n-US/accour

@ c;nne?:er-ljto '
o o :

e o e g e mm e IF Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4

Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

24 15[8]- VPN - 5 91 iF

S E : Monitor > Activity Search



vpn user (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpnuser (vpnuser@ciscosspt.es)

vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Z21h0)-E3#E R- RA-VPN

R

N

BETEFIWHNZINA

B CiscoR 2B imE- ZTNAZK R,

ZEEP K- ZTNA

SER S AP B EM.

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

ALAEE , RAFAFETSRA-VPNRIT S HRIE.

€ Cisco Secur

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

e Client
N,

Zero Trust Access:

Registration is required to access
SECUre resources.,




€9 Cisco Secure Client - Zero Trust Access

stlosallns
[4E14-]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]

T2 EPI- ZTNA -SEM

«  HESSORMEFHHITHORIE




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

ZEEPim- ZTNA - SSOB F

. HEETBHRIEE, BHRUATHEER:

B Login | Splunk b +

& O A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F =y

@ Cisco Secure Client

Zero Trust Access:
Zero Trust Access is active.

Z2IhE- ZTNA-Bid %

S E : Monitor > Activity Search



ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

> = = P

b

D
<
D
| WEE J
L FW
L Fw
L Fw
«=»

REFHR-ENER-ETFTZINAE P %
EULEIAFEYESETE R

HETXUEERNZTNA

TR AR LW R R e e e o

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

FIZTNAB T B0 8IE,

EIREWURL , 83%E E %t 2|Resour ces > Private Resour ceso

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None



H R
s esources

a Admin

R A-BERIR

o BHGHRRE

/

SplunkSophos

R 215 E-FAH B IR- SlunkSophos

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access

rules

Registered Networks

Point your networks to our servers

Client-based

ZTNA

Browser-based

ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status

@ Success 5

Blocked 18

L& A-ABERIR-0 TR


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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