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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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Security Console

Home | | Identity = | | Authenticaton = | | Access = | | Reporting * | | RADIUS ~ | | Adminstration = | | Setup ¥ | | Help ~ |
Session Lifetimes b

| unrestricted || Restricted | | Authentication Agents *| Manage Existing I
All users in the current realm can sut — - e . <+
Generate -EHE
Security Domain: o” Deleted 1agent Download Server Certificate Fie
| systemDomain = Authentication Manager Contact List ¥ —————————
For: .

| Al Unrestricted Agents =]
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Authentication Agent Basics
[l Hostname: " & |acss1sampiecom [ Resolve 1 EJ
" Existing node: | Choose One — =
[ 1P Address: " e
Resolve Hostname
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Authentication Agent Attributes

Agent Type: |513ndard Agent ;I

[i] Disabled: Web Agent
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™ Authentication Agent 1P Akiress Type Disabed Seurity Domain
Im | { acss1 sampla com = 101010151 Stanclard Agent Systembionsn
? | 3cas2 sample o= 1010100152 Standard Agent 5y hemDemsn
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Security Console

Home | | Identity ™ | | Authentication ™ | | Access ™ | | Reporting ™ | RADIUS = | | Administration = | | Setup ™

Session Lifetmes k
e T T Actve User sessions L
ﬂmnﬂuﬂ.ﬂmtruﬂ‘nmmTﬁt _,_Mdm ]
Generate Configuration File  dl——————d
Security Domain: o Added 1agent(s Download Server Certificate File
| SystemDomain El Authentication Manager Contact List *
For 2 found. Showing 1-2.
| Al Unrestricted Agents =1 (I [Enable =i ce
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Cancel | Reset | | Generate Config File EI .

Agent Timeout and Retries

[i] Maximum Retries: Allow

[i] Maximum Time Between Each Retry: Allow

5= I attempts before timing out

5 - I seconds between each attempt

Communication Services

The agents will communicate with the Authentication Manager server using the following service r

[i] Authentication Service: MName: securid
Port: 5500

Protocol: udp

[i] Agent Auto-Registration Service: Mame: rsaadmind
Port: 5550

Protocol: tcp

[i] Offline Authentication Download Service: Name: rsaoad
Port: 5530

Protocol: tcp
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Download File

The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.

Filename: AM_Config.zip

Download: [ Download Now 24 *
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Users and dentty Siores » Exbemal identy Stores » B354 SecurlD Token Servers » Cresle

| RSA Realm | ACS Inglance Sellings | Advanced |
General

o Marme [RSA SecurD AM

Descriphion: |H3-l. SecwiD suthentication Manager Sener

Server connection

o Senver Timaout |30 Shcands
™ Reauthensicabe on Change PIN

Realm Configuration File
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Hode Secral Stalus: = gl cnpated -

@ = Required Gelds
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 Service Selection Policy
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| Conditions Results
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Status:

Failure Reason:
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Network Device Groups:
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