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BXRXEANBFMES , H5H Cisco HFARERAN,

# Cisco Secure UNIX #l88 £ &%= SDI &/ i (££ ID)

XX ZLIDBEELE , Cisco Secure UNIX (CSUnix) B &%, fECSUnixREE |, XL A
RN L % SDIF F i

1.

2.

3.
4.

£SDIfRSES L |, Biz1Tsdadmin, & iFSDIFRFZECSUNixItENZ2EFimHA BIEEB B/
SDI#) A FF ECSUnix & F &

& &£ Fnslookup #.#.#.#5nslookup <hostname>f SR CSUnixE F im FSDIRR S 25 aEHN T3
AR EEHK B

£ HISDIAR S 25 WY /etc/sdace. xt X EICSUnix & F iii/etc/sdace. txt X £ o

E $ISDIBR S5 28 MY sdconf.rec X 48 CSUnixE - i bk LA E AT b 75 FECSUNix & P2 i AT BE ST B8

o AM , MREER—NMNEREWNLEEIENRESDIRFI|HICSUNXE P , TH4AIEHR

sdace.txt.

. letc/sdace.txtsi VAR_ACE %47 3E [dsdconf.rec X EHR N B R, EWIFY , iHi=1Tcat

letc/sdace. txtHER Eenviii HEEVAR_ ACEEBNEEXHENENETTE,

. ZACSUnixEFimfICSU.cfg , RIFIERAUTHEN config_external_authen_symbols# 4 X

g5 4% B

. FHK80CiscoSecure#1S80CiscoSecurelyii 17 E YLCSUnix.
. IR $BASE/utils/psg:E RCisco Secure AAARRSESHEHERIERN , EFZFEENRT

CSU.cfg#t , B2 , M4EHIRECSU.cfg X HMRAIL T . MIRERIHCSU.cfgXX 4 FH i EMEB
BRI B B R6,

Z2IDACSUNIXHI #1453 i

ENMHZ£IDFCSUNIX , BIITIXEDSER .

1.
2.

HRIESDIA P A REIEFE B R EIR B BFMACSUNIXKIE, MRXAIHE, SDIF&IHE,
M= 12 3% R BF MY B ZNSDI Authentication} Biz T &
aaa new nodel aaa authentication |login default tacacs+ none }\iﬁ . J\Zﬁiiﬁ , tacacs-

serverin T B2 2 ERMEKHER.

. MCSUnix linefs =i ALt a7 i —/NSDI A

$BASE/ CLI / AddProfile -p 9900 -u sdi_user -pw sdi

RGERITMERNAF, MRZAF I, SDlisoperational MEEERMEAE S B A B E 4

. SDIF P "I A FECSUnixByunknown_userfit & X 4 MK, (A F £ CSUnix s 2475 BA B b 51|

, MRMAAAEINSDI , A BMBRR-—EBEXH. )WREZARAAFEEXHEEL
WRRBTEE , MR

$BASE/ CLI / Del eteProfile -p 9900 -u unknown_user

CEERALSTANS — N RAAFEEXH

$BASE/ CLI / AddProfile -p 9900 -u unknown_user -pw sdi Etﬁ%i%ﬁﬁﬁﬁik%ﬂﬂ%}ﬁﬂsmo

22 IDHMCSUNIX : TACACS+EE X4

1.

PAT—RABNE , FASDl, MRIEAFPEEXHFITEZEZERINEN—SDIZ , 1
WIEFRIFM(CHAP) , MIZBIANEMY , F2E5SDIBBE—&ER :# ./viewProfile -p


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

9900 -u cse

User Profile Information

user = cse{

password = chap "chappwd"

password = pap "pappwd”

password = cl ear, "cl ear pwd”

default service=permt

servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}
2. —BREXHIE , MEREMER , BARMSA"BBRENXGEEENE" # ./Viewrofile

-p 9900 -u cse

User Profile Infornmation

user = cse{

password chap "chappwd"
password pap "pappwd”
password sdi default service=permt service=shell { } service=ppp { protocol=lcp { }
protocol=ip { } } }

B i S A A T4E
R B ST Fo it FR S BB SR MR

- MBI FEASDIM Telnet, ((X{Ri% , aaa authentication login default tacacs+#r % 7£ 3% FH 8§
WHITT . )

- B S MEPPPIEEFPAP, (X{Ri% , aaa authentication ppp default if-needed tacacsfppp3t
Epapf SR HEBBINITT ). EE : EPCL , ERENME , FHREIMERIISIERAX
HWRE, ERSH, BRATLREONXLERAFB/ZBAHEEZ— : usernane: cse*code+card

password: pap (nust agree with profile)

usernane: cse
password: code+card

- B 5 MEPPPIEZFCHAP, (IXfRi% , aaa authentication ppp default if-needed tacacs#lppp
authen chap@ S ER HESMIMITT ). EXE : EPCL , EREME , E FEIFMARIE
FRAX R BFEZNNBEN AR XTRE, EESH , BRAATLREONEAFRENE

f5 : usernane: cse*code+card
password: chap (nust agree with profile)

CSUnix TACACS+F ITENBBE 4

X LA ST X L CSUNIX AR iR

. CHAPHIR“BASU BB E R B F R, F P Acode+cardM A= B3 %, FECHAPHRFC 1994
ERPANZBEMERER

usernane: cse password: code+card Ci scoSecure |INFO - User cse, No tokencard password
recei ved Ci scoSecure NOTICE - Authentication - |Incorrect password,;

- CHAPH1—#ACHAPO %,
username: cse*code+card password: wrong chap password (FAFBEXSDI, 3} BASDIENAF
, BRECSUnixXEHERF , A ACHAPAS® 2R, )Gi scoSecure INFO - The character * was

found in usernane:



http://www.ietf.org/rfc/rfc1994.txt

user nane=cse, passcode=1234755962
Ci scoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCCODE
Ci scoSecure INFO - sdi _verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

- PAPRI—¥APAPO %,
username: cse*code+card password: wrong pap password (FAFPB@IEXSDI, FEHSDIESHAF , B

RCSUnixREHEAF , AANCHAPO T RM, )a scoSecure INFO - 52 User Profiles and 8
G oup Profiles | oaded into Cache.
Ci scoSecure INFO - The character * was found in usernane:
user nane=cse, passcode=1234651500
Ci scoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCCODE
Ci scoSecure INFO - sdi _verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

i CSUnix TACACS+ SDISR B B 3 4F

- AP EERITCHAPFI B FZIAUL,PAP X £ MPE, # ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
password = chap "******xxn
password = sdi
default service=pernit
servi ce=shel | {
}
servi ce=ppp {
protocol =l cp {

}

protocol =ip {

}
}
- AR EERITPAPHIZEFRIANE,CHAP R EMPFE, # ./viewprofile -p 9900 -u cse

User Profile Information
user = cse{

menber = admin

passv\ord pap LU L
password = sdi

default service=permt
servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}
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1. PIT—HJRANNE , FASDI, MREAFPBEEXHFTHERZEZEFINEN—1SDIEB , T
£BESDIZE— R :# ./ViewProfile -p 9900 -u cse

User Profile Information

user = cse{

radi us=C sco {

check_items= {

2="whatever" } reply_attributes= { 6=6 } } }

2. —EJH:EEEXIFFIVE , iﬁgﬁ“'ﬂ'Z\”E“Sdi”ﬁ“ﬁb/ﬁ@“ﬁﬁfuﬁ # . /ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
radi us=Ci sco {
check_itens= {
2=sdi } reply_attributes={ 6=6 } } }

PPPHIPAPIAE 5 CSUnixfIRADIUS

HATIX LS RN B0 A
X . TXES5CSUnixFRADIUSHIPPP CHAPIAE,

1. PAT—HJRAONLE , FASDI, RAFEEXHTIEZEPPP/PAPKIER “async mode
dedicated®y —/NSDIZE” , T2 5SDIZBE—®{EMH : # ./ViewProfile -p 9900 -u cse

user = cse {
password = pap "pappass"
radi us=Ci sco {
check_itens = {

}

reply_attributes= {
6=2

7=1

}

}

}

2. —BERBEXH T , ERNEB= sdif| & E X BRE 1£200=1420 1t RBIFFE R (X

1% B Cisco_Token_Immediate I &, ) : # ./ViewProfile -p 9900 -u cse
user = cse {

password = pap "pappass”
password = sdi

radi us=Ci sco {
check_itens = {

200=1

}

reply_attributes= {

6=2

7=1

}

}

}
3. B BRGCUI , RE 235 ” , BR" Enable Token Caching "i& B, X I AN ST E (CLI#K

HIAE : $BASE/CLI/ViewProfile -p 9900 -u SERVER #. #. #. #
1--- Where #. #.#.# is the | P address of the CSUni x server. TokenCachi ngEnabl ed="yes"

B EBR PPP R PAP

{Ri& , aaa authentication ppp default if-needed tacacs HIPPPRIEPAPH: = E M HESEIMIT T, &
BB  FRATELRREONLAFRBANEDE, 8 :




usernane: cse
password: code+card

RW: EPCL, RSN  BRREIFERIERCHRE,
i 53 UF 18 7R

XL EERAERIERTVRETR.

Cisco Secure RADIUS, PPP # PAP

X2 AR IR Y R

Ci scoSecure DEBUG - RADI US ; Qutgoing Accept Packet id=133 (10.31.1.6)
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADI US ; Request from host alf0106 nas (10.31.1.6)
code=1 i d=134 | engt h=73
Ci scoSecure DEBUG - RADIUS ; Incomi ng Packet id=134 (10.31.1.6)
Client-1d = 10.31.1.6
Cient-Port-1d =1
NAS- Port - Type = Async
User - Nane = "cse"
Password = "?\ 235\ 306"
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADIUS ; Authenticate (10.31.1.6)
Ci scoSecure DEBUG - RADI US ; checkList: ASCEND TOKEN_| MVEDI ATE = 1
Ci scoSecure DEBUG - RADIUS ; User PASSWORD type is Special
Ci scoSecure DEBUG - RADIUS ; authPapPwd (10.31.1.6)
CiscoSecure INFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Ci scoSecure DEBUG - profile_valid_tcaching FALSE endi ng.
Ci scoSecure DEBUG - Token Caching. | GNORE.
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data menory, st at e=GET_PASSCCDE
CiscoSecure INFO - sdi_verify: rtn 1
Ci scoSecure DEBUG - RADIUS ; Sending Ack of id 134 to alf0106 (10.31.1.6)

#Z£2IDFICSUNIX

181# £ local0.debughi/etc/syslog.confis E B X 4 1F f# o
AP A ERIE- SDI :

EERMEZLIDE , TRKRERAREL , HEBURCSU.cfg3x4at, BIECSU.cfgX#2ikE E& 17
CSUCng{q:o

X2 AR R

Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE



Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn 1
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn 1

X 245 1%Debugty R4

CSUnixEHR AFBENHH BERETEISDIRS R , ERSDIRSHBREREAFT , RN BB RF
HYo

Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

WARNI NG - sdi _verify: cse denied access by ACE Srvr
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

WARNI NG - sdi _verify: cse denied access by ACE Srvr
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

NOTI CE - Authentication - Incorrect password,
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:
NOTI CE - Authentication - Incorrect password,

XERHIE RACERS B A EWE !
Bl ZF1ESDIfR S 85k ./aceserver Ik, A F&3K18" Enter PASSCODE "EE.,

Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=RESET
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=RESET

HXER

. Cisco Secure ACS for UNIX W
. FIFUNIXHICisco Secure ACSH bl i {E B.3& £ (Field Notice)
. BARX¥HF - Cisco Systems
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