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. Telnet ®iF - AEP

. B &% O IALE

- ZIAEH Cisco Secure VPN &% 1.1 - 5880

- 25 EIFA VPN 3000 2.5 - ShEF

- A5 HHIFNZE S (SSH) - REPRIED
AR NFHBE=MAEE , ¥MEPIX LS FADESH3IDES(X Hshow versionfi S 1THE), &
PIX 84 6.0 RESRAH , b Al AmME PIX REEEES (PDM) kKiE A GUI EE, PDM REAXRX
HMitieEEZ W,

BEXPIX6.2 WEARIIMBENGONFAES , FSH PIX6.2 : SHKIFMBENGDEE R,

EXIET PIX B 6.3 IRARESRAH PIX BFRIEETEZ AAA SHRIER ( EBRE ) 157
, 557 PIX/ASA : £/ TACACS+ 1 RADIUS AR5 883 17 P 48 1/ [F] &Y (5 8 IR e & 7R 61

FERFMH
BEXR

FEARI AAA B OIIEZ /T , FHAT TRES !

- RHUTHSLUMMPIXHI O : passwd wwtelnet <local_ip> [<mask>] [<if_name>]#1 T lFf

R, PIX2BaMBHOT , LER—NMEEXEF encrypted BIINZEFRFE
passwd OnTr BUGLTpOednkr encrypted

BAREE R encrypted <@ F.
- BRI EREBAFALET Telnet AR ZIEREE PIX WASZEOMLTE L7 AAA
B RRIL,
- EXPEBCERSHRERT , BERNSHORILE G RELEEANEEI PIX F .
BHAAAER (BRINFEURFEFHASSHAS ) |, AR T UEBPIXBBIER(FTLEBRE<MTA
>) , RFERRADIUSEHTACACSAF & F1%ME,

AR BT ETelnetEPIXEISMNEREDO,, MRERMINER SSH T/ imiE Ry , M ATESAERZEQ £
SSH,

{E R Y4B
XA ERET AT REMBEARE :

- PIX 8{##hR4< 5.2, 5.3, 6.0, 6.1 = 6.2

. Cisco &% VPN EF i 1.1

. Cisco VPN 3000 Client 2.5

. Cisco VPN Client 3.0.x ( ERfEH PIX 6.0 X1 )
AXEPNEEHRETREXREREINRZREN. AP EANMERERVEXAR
HB(B®AN)BE, MREFEANREENE , FRRZELTHMEGSHNEER I,

oL RADIUS #%0 (5.3 RE AR )

i RADIUS BRSS 2215 FI R 1645/1646 2 4\#9 RADIUS #0 (@%% 1812/1813) ., % PIX 5.3
i, AEAL T &5 RADIUS &4 IIERIZkiE 0 E3h BiNE O 1645/1646 LIS E Aotk O
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aaa-server radius-authport #

aaa-server radius-acctport #

Al
BXRXHEANMIFMER , S Cisco BEARETRMN,
Telnet B1F - AEP
RER
172.18.124 157
pix outside
10.31.1.101
pix inside
I I
I I
I I
. V= i /S &
10.31.1.40 10.31.1.41
device inside TACACS+ or
RADIUS
serverinside
B PIX BN E

FUTHESFMBEE S -
aaa-server topix protocol tacacs+

aaa-server topix host 10.31.1.41 cisco timeout 5
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aaa authentication telnet console topix

ARAENPIXBEBERFTICEBRE<MTAL>) , REENRADIUSHTACACSAHF ZEMEBERTE
f#7£10.31.1.41TACACS=H RADIUS AR %-28)

2 5l & i O LA UE

AT HEFMEEES -

aaa-server topix protocol tacacs+
aaa-server topix host 10.31.1.41 cisco timeout 5
aaa authentication serial console topix

AP AELPIXBBIER(FTILEBR<MTAL>), AEENRADIUS/TACACSAF B/ZWBER(FHE
RADIUSZ{ TACACS 10.31.1.418k%528).

B 2% - VPN Client 1.1, VPN 3000 2.5 2% VPN Client 3.0 - 4\

172.18.124.99 device "ﬁéi;"fé‘;";':‘
with Cisco Secure VPN RADIUS server
Client 1.1,
VPN 3000 Client 2.5, . o

or VPN Client 3.0

172.18.124.157
pix outside

10.31.1.101
PIX inside

£ o

10.31.1.40
device inside




£Zi\IEM Cisco Secure VPN Z % 1.1 - 4\

25 BBIrM Cisco ®€ VPN 2R 1.1 - /8 - R
E R

1- Myconn
My ldentity
Connection security: Secure
Renote Party ldentity and addressing
ID Type: | P address
Port all Protocol al
Pre-shared key (matches that on Pl X)

Connect using secure tunne
ID Type: | P address
172.18.124. 157

Aut henti cati on (Phase 1)
Proposal 1

Aut henti cation nethod: Preshared key
Encryp Al g: DES

Hash Al g: M5

SA life: Unspecified

Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

2- O her Connections
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

2 5B KIEM Cisco 4 VPN B 1.1 - 45 - 2o
PIX BB

i p address outside 172.18.124. 157 255. 255. 255.0
aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa authentication telnet consol e topix

sysopt connection permt-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transformset nyset
crypto map nynmap 10 i psec-i saknp dynam ¢ dynmap

crypto map nymap i nterface outside

i sakmp enabl e outsi de

!--- If you know the IP address of the outside client,
use that !--- IP address in this statement. isaknp key
¥xxxxkxx address 0.0.0.0 netrmask 0.0.0.0 ! isaknp
identity address isaknp policy 10 authentication pre-
share i saknp policy 10 encryption des isaknp policy 10




hash nd5 isaknp policy 10 group 1 isaknmp policy 10

lifetime 86400 !--- We knew our client would access the
PIX from this !--- network. If you know the IP address
of the client, use that IP address !--- in this

statement. telnet 172.18.124.0 255.255.255.0 outside

£IAUERY VPN 3000 2.5 5% VPN & i 3.0 - S5

DAY VPN 3000 2.5 =% VPN Client 3.0 - 4 \38- EF KRR

1. M\ VPN 3000 #i%£$% VPN Dialer > Properties > Name the connection.
2. #%#2 Authentication > Group Access Information. 4% F1%#3 ;1% Svpngroup < group_name
>R B A FRPIX L H A R MR B TE,
HE R EHConnect , HIMBRRIE |, H BPIXR MMt 2 BL P 1k (VPN3000E F im X X FFE
fE), RAEAHI—ILKBED , BALUEN Telnet SEHEF 172.18.124.157 , F B AILUBEN AAA
HARIE. PIXEMtelnet 192.168.1.xas & A MM A EZERI/AIBED,

25 HBWIEA VPN 3000 2.5 - 4438 - 3o PIX B iE

i p address outside 172.18.124. 157 255. 255. 255.0

i p address inside 10.31.1.101 255.255.255.0

aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa authentication tel net consol e topix

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-nmap dynmap 10 set transformset nyset
crypto map nmynmap 10 i psec-i saknp dynam ¢ dynmap

crypto map nymap client configuration address initiate
crypto map nymap client configuration address respond
crypto map nmymap i nterface outside

i saknmp enabl e outsi de

i saknmp identity address

' I-—— ISAKMP Policy for VPN 3000 Client runs 2.5 code.
i saknp policy 10 authentication pre-share isaknp policy

10 encryption des isaknp policy 10 hash nmd5 !--- The 2.5
client uses group 1 policy (PIX default). isakmp policy
10 group 1 isaknp policy 10 lifetinme 86400 !--- ISAKMP

Policy for VPN Client runs 3.0 code. isaknp policy 20
aut hentication pre-share isaknp policy 20 encryption des
i sakmp policy 20 hash md5 !--- The 3.0 clients use D-H
group 2 policy and require PIX 6.0 code. isaknp policy
20 group 2 isaknp policy 20 lifetime 86400 ! vpngroup
vpn3000 address-pool test vpngroup vpn3000 idle-tine
1800 vpngroup vpn3000 password ******** {g| net
192.168. 1. 0 255. 255. 255. 0 outsi de

SSH - AEBESMER

PIX 5.2 /T XNELFE (SSH) kA 1 X #F. SSH 1 L 1995 & 11 AN —17 IETF ER RN EH,
SSH WA 1 FMRA 2 ER#B. BX SSH HNFAEES , HZHZ L7 (SSH) BRI,

PIX ## SSH ARS588. MSSHEFiw ( BliE1T SSH MIHLFE ) £HE] SSH ARSS 2R (PIX) AV &=
MW INE, FEL SSH 5 1 REFIRAE PIX 5.2 RITRAERPIIH, XREHHNHAZER
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NT_EHBF-Secure SSH 1.15Solarishk4~1.2.263 1TH

FE: WTFPIX 7.x , 55 HEERE AN AFSSHIBRIERD

MEE

outside

172.18.124 157
pix inside

| = |

£ ) & £ /S

1;2-13-1_24-jld14 172.18.124.111
evice Insige TACACS+ aor

RADIUS server
ERZ AAA H{HKUFH SSH

EREZL AAA BRIERN SSH , BEBAUTER .

1. BRTE AAA L FITFFIRBEFER SSH B A LUEE Telnet iE#E| PIX :
aaa- server Aut hCQut bound protocol radius (or tacacs+)
aaa aut hentication telnet consol e Aut hQut bound

aaa- server Aut hQutbound host 172.18.124.111 cisco
XX : BiESSHE , 7F Etelnet 172.18.124.114 255.255.255.255 i+ , E A SSH
172.18.124.114 255PIX L& H . 255.255.255, IIAXFAN S22 TN EH.

2. AT & TN SSH :

host nane goss- d3- pi x515b

domai n-nane rtp.cisco.com

ca gen rsa key 1024!--- caution: The RSA key is not be saved without !--- the ca save all
command. !--- The write mem conmand does not save it. !--- In addition, if the PIX has
undergone a write erase !--- or has been replaced, then cutting and pasting !--- the old
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configurati on does not generate the key. !--- You nust re-enter the ca gen rsa key command.
l--- |If there is a secondary PIX in a failover pair, the write standby !--- conmand does
not copy the key fromthe primary to the secondary. !--- You nust al so generate and save
the key on the secondary device

ssh 172.18.124. 114 255. 255. 255. 255 i nsi de
ssh timeout 60

aaa aut hen ssh consol e Aut hQut bound

| oggi ng trap debug

| oggi ng consol e debug

3. EEE#E RN T & H show ca mypubkey rsa 8%
goss-d3- pi x(confi g) #show ca mypubkey rsa
% Key pair was generated at: 08:22:25 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com
Usage: General Purpose Key
Key Dat a:
30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00ad4bch
€9c174d5 0657a0f 3 c94e4b6d 32ac8500 6b84e754 59e20df4 f28c257d 131laf21d
4c0a8f 4c e79d8b6d a3520f aa 1a42d577 c6adfe51 9d96fa62 f3be07fb 01e082d7
133cecff bf24f 653 bc690bll ee222070 413c1920 d02321f8 4fc3c5f1 f0c6e077
81e93184 af 55438b dcdcda34 cOa5f5ad 87c435ef
67170674 4d5ba5le 6d020301 0001
% Key pair was generated at: 08:27:18 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com server
Usage: Encryption Key
Key Dat a:
307¢300d 06092a86 4886f 70d 01010105 00036b00 30680261 00d4f 61b ec45843a
4ad9266d bl25ee26 efc63cc4 e5e9cdad 9418ee53 6ed4dl6ef 3d0dc864 4d4830c8
fa7f 110e 8a576led 4ca73ea7 5d405862 6f 3150df 9eb0dlle 9c4d3563 95ff5lae
6711d60b 9al415e4 19201d3f 03b455ea cldf9a4l b3a5a73f 4f 020301 0001

4. M Solaris TEVEZEiR# 1T Telnet EHE :

rtp-evergreen#./ssh -c 3des -1 cisco -v 172.18.124.157

X : “cisco”2RADIUS/TACACS+iRS 2R LA & |, 172.18.124.157 B 7.

BLEA i SSH (J%H AAA S BIIE )

WA BATERE AAA BRSHFENBRT | RECEALH S ORIENE PIX #Y SSH E#., T3 , HA¥kS
MHEPSERIBAFE. AFBBLR DX

AIEALL T S1E PIX LB EA# SSH :

host nane goss- d3- pi x515b

domai n-nanme rtp.cisco.com

ca gen rsa key 1024!--- caution: The RSA key is not saved without !--- the ca save all conmand
1--- The write mem comuand does not save it. !--- In addition, if the PIX has undergone a write
erase !--- or has been replaced, then cutting and pasting !--- the old configuration does not
generate the key. !--- You nust re-enter the ca gen rsa key comand. !--- If there is a
secondary PIX in a failover pair, a write standby !--- command does not copy the key fromthe
primary to the secondary. !--- You nust al so generate and save the key on the secondary device
ssh 172.18.124. 114 255. 255. 255. 255 i nsi de

ssh timeout 60

passwd ci scol23

HTRIARFBELZHRERNPIX , BERBIPIXGS (Z TS _2MSolarisig & & HHY
3DES)& :

./ssh -c 3des -1 pix -v <ip_of_pix>



SSH ijiiisd
EFHEA debug ssh B #1T1AIR - 3DES # 512 (U FB

109005: Aut hentication succeeded for user 'cse' from0.0.0.0/0
to 172.18.124.114/0 on interface SSH

109011: Authen Session Start: user 'cse', sid 0

315002: Permitted SSH session from 172.18.124. 114 on interface inside
for user "cse"

315011: SSH session from 172.18.124.114 on interface inside
for user "cse" termnated normally

£ debug ssh &3 T8 - 3SDES M 512 (U #HB

goss- d3- pi x#debug ssh
SSH debuggi ng on
goss- d3- pi x# Devi ce opened successfully.
SSH: host key initialised.
SSH. SSH client: IP = "'172.18.124.114" interface # =1
SSH1: starting SSH control process
SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25
SSH1: client versionis - SSH1.5-1.2.26
SSH1: decl are what cipher(s) we support: O0x00 0x00 0x00 0xOc
SSH1: SSH SMSG PUBLI C_KEY nessage sent
SSH1: SSH CMSG _SESSI ON_KEY nessage received - nmsg type 0x03, length 112
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server
SSH(cse): user 'cse' is authenticated
SSH(cse): user authentication request conpleted
SSH1: aut hentication successful for csel09005:

SSH1: starting exec shell Authentication succeeded for user
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH
315002: Permitted SSH session from 172.18.124.114 on interface inside

for user "cse

@i - 3DES M 1024 {u#EHB

cse

goss- d3- pi x# Devi ce opened successfully.
SSH: host key initialised.
SSH: SSH client: IP = "'172.18.124.114" interface # = 1
SSH1: starting SSH control process
SSH1: Exchanging versions - SSH-1.5-C sco-1.25
SSH1: client version is - SSH1.5-1.2.26
SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc
SSH1: SSH SMSG _PUBLI C_KEY nessage sent
SSH1: SSH _CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen method is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server
SSH(cse): user 'cse' is authenticated
SSH(cse): user authentication request conpleted
SSH1: aut hentication successful for csel09005
SSH1: starting exec shell Authentication succeeded for user

cse



from0.0.0.0/0 to 172.18.124.114/0 on interface SSH
315002: Permtted SSH session from 172.18.124.114 on interface inside
for user "cse

iz - DES # 1024 v Z# 1B
X AR BEASSHHPC , MAESolaris.

Devi ce opened successfully.

SSH: host key initialised.

SSH. SSH client: IP = "172.18.124.99' interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-W.0

SSHO: decl are what cipher(s) we support: Ox00 0x00 0x00 0x04

SSHO: SSH SMSG PUBLI C_KEY nessage sent

SSHO: SSH_CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144

SSHO: client requests DES cipher: 2

SSHO: keys exchanged and encryption on

SSHO: aut hentication request for userid ssh

SSH(ssh): user authen nmethod is 'use AAA', aaa server group ID =4

SSH(ssh): starting user authentication request,
and waiting for reply from AAA server

SSH(ssh): user 'ssh' is authenticated

SSH(ssh): user authentication request conpleted

SSHO: aut hentication successful for ssh109

SSHO: invalid request - 0x2500

SSHO: starting exec shell5: Authentication succeeded for user 'ssh'
from0.0.0.0/0 to 172.18.124.99/0 on interface SSH

109011: Authen Session Start: user 'ssh', sid 1

315002: Permitted SSH session from 172.18.124.99 on interface outside
for user "ssh"

i - 3DES # 2048 U BB
X hmERBEASSHHPC , MARSolaris,

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH. SSH client: IP = "'161.44.17.151' interface # = 1

SSH1: starting SSH control process

SSH1: Exchanging versions - SSH-1.5-Ci sco-1.25

SSH1: client versionis - SSH1.5-W.0

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG PUBLI C_KEY nessage sent

SSH1: SSH CMSG SESSI ON_KEY nessage received - MSG type 0x03, length 272

SSH1: client requests 3DES cipher: 3.

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel0900

SSH1: invalid request - 0x255:

SSH1: starting exec shell Authentication succeeded for user
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

109011: Authen Session Start: user 'cse', Sid 2

315002: Permitted SSH session from 161.44.17.151 on interface inside
for user "cse

cse



o] BB HH B9 4 iR

Solaris #i# - 2048 {x #Z## M Solaris SSH

X : SolarisToiEAL 2048 %53,

rtp-evergreen.cisco.com lInitializing random
seed file /export/home/cse/.ssh/random seed
RSA key has too many bits for RSAREF to handl e (max 1024).

RADIUS/TACACS+ RSB LN OTRAFBHEIR

Devi ce opened successfully.
SSH: host key initialised.
SSH: SSH client: IP = "161.44.17.151" interface # = 1
SSH1: starting SSH control process
SSH1: Exchanging versions - SSH1.5-C sco-1.25
SSH1: client version is - SSH 1.5-W.0
SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc
SSH1: SSH SMSG _PUBLI C_KEY nessage sent
SSH1: SSH CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 272
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen method is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA serverss-d3-pi x#
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSH1: password authentication failed for cse
109006: Authentication failed for user 'cse'
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

TEBEUT AN AP HTRN

ssh 172.18.124.114 255.255.255.255 inside

=ilERE

315001 : BHELAEPEO L 161.44.17.151 B SSH &1iF

f52 F AP IX R i BR ) 25 4R (8 F ca zero rsafn ) , SfEfca save allin s , BUERTF.

Devi ce opened successfully.
SSH: unable to retrieve host public key for 'goss-d3-pix.rtp.cisco.com,

term nate SSH connecti on.
SSH- 2145462416: Session di sconnected by SSH server - error Ox00 "Internal error”
315004: Fail to establish SSH session because Pl X RSA host key retrieval failed.
315011: SSH session from0.0.0.0 on interface outside for user

di sconnected by SSH server, reason: "Internal error” (0x00)

AAA BRSS B R ETE

SSH: host key initialised.

SSH: SSH client: IP = "'172.18.124.114"' interface # =0
SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25



SSHO: client versionis - SSH1.5-1.2.26
SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc
SSHO: SSH_SMSG PUBLI C_KEY nmessage sent 302010: O in use, O nost used
SSHO: SSH_CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144
SSHO: client requests 3DES cipher: 3
SSHO: keys exchanged and encryption on
SSHO: aut hentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server 1090
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSHO: password aut hentication failed for cse0
SSHO: authentication failed for cse
SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"
2: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109006: Authentication failed for user 'cse' fromO0.0.0.0/0
to 172.18.124.114/0 on interface SSH
315003: SSH login session failed from 172.18.124.114 (1 attenpts)
on interface outside by user "cse

315011: SSH session from 172.18.124.114 on interface outside for user "cse

di sconnected by SSH server, reason: "status code: 0x03" (0x03)
109012: Authen Session End: user 'cse', Sid 0, elapsed 352 seconds

EFFimixE A T3DES , EPIXH R BEDESHE :

X BEFIRETXEFDESH Solaris,

GOSS- PI X# Devi ce opened successful ly.

SSH: host key initialised

SSH: |icense supports DES: 1.

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: Ox00 0x00 0x00 0x04

SSHO: SSH SMSG PUBLI C_KEY nessage sent

SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"

315011: SSH session from 172.18.124.114 on interface outside for user ""
di sconnected by SSH server, reason: "status code: 0x03" (0x03)

ERAIH Solaris CLI L :

Sel ected ci pher type 3DES not supported by server.

M PIX i Bk RSA #24A

Ca zero rsa

wn{af RSA BERER PIX

ca save all

A fo ¥ SSH % P g A E889 SSH




ssh outside_ip 255.255.255.255 outside

JB FAIALE
FEAUTHES :
aaa authentication enable console topix

(topixfi T EATHY FR 55 32 PR AY) , FFRRA 7 30 A RIS EITACACSHRADIUS R 55 3= 19 Al 7 & M %
B, BTERANSRIKESSEZNGHRITHRESMEE , WRAF TUERTACACS
RADIUSERPIX , Mt 17T LA6E AR RIAY A 7 % /% 58 @I TACACSHRADIUS /5 A

A[#E Cisco Bug ID CSCdm47044 (XBREM A ) IRENE SciX Lk 8] By i A{E 2 o

Syslogg § 2

LAAAICHK AXTE S PIXREEA RN ( W FREPIXHERETR ) , MRBETRERE |, IANEH
FRITAGEFNMAZIREAERSSH[(FMEEERSSE  REIREAEMBEE T MEE
BERSER).

MRRETREBETILF , N syslog BFEFLLERRUMTRABERESR ¢

AEZICRREBHEHR 5 :

111006: Consol e Login from pi xuser at consol e

111007: Begin configuration: 10.31.1.40 reading fromtermnal
111008: User 'pixuser' executed the 'conf' command.

111008: User 'pixuser' executed the 'hostnane’ command.

AFIEREHHER RS ( BIEBHRS ) :

307002 : kKB 10.31.1.40 FNZ A FHY Telnet R 21E

£ AAA BRSS B R 4 iR R R 1T U5 W)

MR AAA RS BRAEWE |, AL A Telnet ORELER PIX , REWA pix ERAFPR , RE
HB#® A BAO% (enable password whatever) 68 0%, R enable password R1EPIXH EL & H
,BMAPIXERARE , HREER, MEGAOSEREEHKRM , WEFAOSIREREX
BEEOS,

HETACRPINBWENER

MEERTULBERESRE , CEEERDE , £E
Cisco TACHF—/1"Rfl , HFBHREBHUTELE.

- [ B M AIMEAER

- EE RAIBIATIITH SR L M R A IR R e

. show tech-support @5 B %

. %547 logging buffered debugging # % /& show log &

THREH  RTAENEFSERES (WRTH



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

)
BRI ERIN EIRBIEM INE —NEESRRY, SR
B3 (txt) X, BEFEHACase Query T E#IT L3
, A DU (E S M B R RGBT OEMA /). 0
RETHEFRARFERNTE | SHETUNHEXEERET
attach@cisco.com , &R R4S FEMHIREE
to

HXER

. Cisco Secure PIX Bi X ik £S5 #
- PIX RADIUS TACACS+



//www.cisco.com/tacpage/support/tac/tools_case_mgmt.shtml
//www.cisco.com/tacpage/support/tac/tools_case_mgmt.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
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