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Rout er (confi g) #crypto key generate rsa | abel RTR-ID nodul us 1024 exportable
The name for the keys will be: RTR-ID

% The key nodul us size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (el apsed tinme was 2 seconds)


https://tools.cisco.com/bugsearch/bug/CSCug39152

Rout er (confi g) #
! CGenerates 1024 bit RSA key pair. "label" defines
! the name of the Key Pair.

Rout er #conf i gure term nal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (ca-trustpoint)#crypto pki trustpoint RTR-ID

Rout er (ca-trust poi nt) #r sakeypair RTR-1D

Rout er (ca-trust poi nt) #enrol | nent term nal

Rout er (ca-trust poi nt) #revocat i on-check none

Rout er (ca-trust poi nt) #exi t

Rout er (confi g) #crypto pki enroll RTR-1D
% Start certificate enroll nent

% The subject nanme in the certificate will include: CN=webvpn.cisco.com
OU=TSWEB, O=Ci sco Systens, C=US, St =Cal i f orni a, L=San Jose

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% I nclude an I P address in the subject nane? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

M | Bj TCBOwW BADAt MRYWFAYDAQQDEWOX Nz | uMTYuMTQ2Lj ESMRMAVEQYJKoZI hveN
AQKCFgQyODI xM Gf MAOGCSqNSI b3 DQEBAQUAAAGNADCBI QKBgQDsdvVNkbl T9YKA
OLt hi 2f i AeRby AYRa98kxD5nSHQ@UOgoj Q2nvWbl 6yghNP8AZx| CAPNRUO+AyYi Y
r44Fst 1EBRYOQQVKG Q7nw JD7pVi 2cFi / SFZsszZ/ GImj 6eL8F+YPWMUMyzyyECQy
dQ | 5QaTbl COFelt VWCAEZgk ThKVQ DAQABO CEWHWYJKoZI hvc NAGQk OVRI wEDAO
BgNVHQBBAf 8EBAMCBaAWDIYJKoZI hvcNAQEFBQALgYEAEtL nBJDI bu4j ReLi a6f ZH
Ul FnFD4Pr 0ZhPJsCUSL/ OWGYnLj uSWEZkac A2l a@2wWERZWoX/ Ul Ey dwYON2I 3Xi W
z3Dl Drygf 5YGank GADmo241 Hxvk FQA5XKgbl anj WFGahhLPJIx O40MVBCCHSFr Ye
dm27yr PawX3aai HN\Wh2gat YNBN=

---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
Rout er (confi g) #
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Rout er #conf i gure term nal

Rout er (confi g) #crypto pki certificate map sales 10

Rout er (ca-certificate-map)# subj ect-name eq ou = sal es

Rout er (ca-certificate-map)#!

Rout er (ca-certificate-map)#crypto pki certificate map finance 10
Rout er (ca-certificate-map)# subject-nane eq ou = finance

Rout er (ca-certificat e-map)#exi t

Rout er (confi g) #exi t
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Rout er #conf i gure term nal

Rout er (confi g) #webvpn gat eway ssl-vpn

Rout er (confi g- webvpn- gat eway) #i p address 10.1.1.1 port 443
Rout er (confi g- webvpn- gat eway) #ssl trustpoint RTR-ID

Rout er (conf i g- webvpn- gat eway) #i nservi ce

Rout er (conf i g- webvpn- gat eway) #exi t

Rout er (confi g) #exi t
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Rout er #confi gure term na

Rout er (config) #

Rout er (confi g) #webvpn cont ext finance

Rout er (confi g- webvpn-cont ext)# secondary-col or white

Rout er (confi g- webvpn-context)# title-col or #669999

Rout er (confi g- webvpn-context)# text-col or bl ack

Rout er (confi g-webvpn-context)# ssl authenticate verify al

Rout er (confi g- webvpn- cont ext) #

Rout er (confi g- webvpn-context)# policy group finance-vpn-policy

Rout er (confi g- webvpn-group)# functions svc-enabl ed

Rout er (confi g-webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn- group) # svc address-pool "finance-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn- group)# svc keep-client-installed

Rout er (confi g- webvpn-group)# svc split include 10.10.10.0 255. 255.255.0
Rout er (confi g- webvpn- group) #def aul t - group- pol i cy finance-vpn-policy
Rout er (confi g- webvpn-context)# aaa authentication list CientAuth
Rout er (confi g- webvpn-cont ext) # gat eway ssl-vpn domain finance

Rout er (confi g- webvpn-context)# authentication certificate aaa

Rout er (confi g- webvpn-context)# match-certificate finance

Rout er (confi g- webvpn-context)# ca trustpoint RTRID

Rout er (confi g- webvpn-context)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (confi g) #

Rout er (confi g) #webvpn cont ext sal es

Rout er (confi g- webvpn-cont ext)# secondary-col or white

Rout er (confi g- webvpn-context)# title-col or #669999

Rout er (confi g- webvpn-context)# text-col or bl ack

Rout er (confi g-webvpn-context)# ssl authenticate verify al

Rout er (confi g- webvpn- cont ext) #



Rout er (confi g- webvpn-context)# policy group sal es-vpn-policy

Rout er (confi g- webvpn- group)# functions svc-enabl ed

Rout er (confi g-webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn- group) # svc address-pool "sal es-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn- group)# svc keep-client-installed

Rout er (confi g- webvpn-group)# svc split include 10.10.10.0 255. 255.255.0
Rout er (confi g- webvpn- group) # def aul t-group-policy sal es-vpn-policy

Rout er (confi g- webvpn-context)# aaa authentication list CientAuth

Rout er (conf i g- webvpn- cont ext)# gat eway ssl-vpn donmai n sal es

Rout er (confi g- webvpn-cont ext)# aut hentication certificate aaa

Rout er (confi g- webvpn-context)# match-certificate sal es

Rout er (confi g- webvpn-context)# ca trustpoint RTRID

Rout er (confi g- webvpn-cont ext)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (confi g) #exi t

Rout er #
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Rout er #confi gure term na

Rout er (confi g) #

Rout er (confi g) #webvpn cont ext finance

Rout er (confi g- webvpn- cont ext)# secondary-col or white

Rout er (confi g- webvpn-context)# titl e-col or #669999

Rout er (confi g- webvpn- cont ext)# text-col or bl ack

Rout er (confi g-webvpn-context)# ssl authenticate verify al

Rout er (conf i g- webvpn- cont ext) #

Rout er (confi g- webvpn-context)# policy group finance-vpn-policy

Rout er (confi g- webvpn- group)# functions svc-enabl ed

Rout er (confi g-webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn- group)# svc address-pool "finance-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn- group)# svc keep-client-installed

Rout er (confi g- webvpn-group)# svc split include 10.10.10.0 255. 255. 255.0
Rout er (conf i g- webvpn- gr oup) #def aul t - gr oup- pol i cy fi nance-vpn-policy
Rout er (confi g- webvpn-context)# aaa authentication list CientAuth

Rout er (conf i g- webvpn- cont ext) # gat eway ssl-vpn domain finance

Rout er (confi g- webvpn-context)# aut hentication certificate aaa

Rout er (confi g- webvpn-context)# match-certificate finance

Rout er (confi g- webvpn-context)# ca trustpoint RTRID

Rout er (confi g- webvpn-cont ext)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (confi g) #

Rout er (confi g) #webvpn cont ext sal es

Rout er (conf i g- webvpn- cont ext)# secondary-col or white

Rout er (confi g- webvpn-context)# titl e-col or #669999

Rout er (confi g- webvpn- cont ext)# text-col or bl ack

Rout er (confi g- webvpn-context)# ssl authenticate verify al

Rout er (conf i g- webvpn- cont ext) #

Rout er (confi g- webvpn-context)# policy group sal es-vpn-policy

Rout er (confi g- webvpn-group)# functions svc-enabl ed

Rout er (confi g- webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn- group) # svc address-pool "sal es-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn- group)# svc keep-client-installed

Rout er (confi g- webvpn-group)# svc split include 10.10.10.0 255. 255. 255.0
Rout er (confi g- webvpn- group) # defaul t-group-policy sal es-vpn-policy

Rout er (confi g- webvpn-context)# aaa authentication list CientAuth

Rout er (confi g- webvpn- cont ext)# gat eway ssl-vpn donmai n sal es

Rout er (confi g- webvpn-context)# aut hentication certificate aaa



Rout er (confi g- webvpn-context)# match-certificate sal es
Rout er (confi g- webvpn-context)# ca trustpoint RTRID
Rout er (conf i g- webvpn-cont ext)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (confi g) #exi t

Rout er #

BLRERER

Rout er #confi gure term na

Rout er (config)#

Rout er (confi g) #webvpn cont ext fi nance

Rout er (confi g-webvpn-cont ext)# secondary-col or white

Rout er (confi g-webvpn-context)# title-col or #669999

Rout er (confi g-webvpn-context)# text-col or bl ack

Rout er (confi g-webvpn-context)# ssl authenticate verify al

Rout er (confi g- webvpn- cont ext) #

Rout er (confi g- webvpn-context)# policy group finance-vpn-policy

Rout er (confi g- webvpn-group)# functions svc-enabl ed

Rout er (confi g-webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn-group)# svc address-pool "finance-vpn-pool" netnmask 255.255.255.0
Rout er (confi g- webvpn-group)# svc keep-client-installed

Rout er (confi g-webvpn-group)# svc split include 10.10.10.0 255.255.255.0
Rout er (confi g- webvpn- group) #def aul t - gr oup- pol i cy finance-vpn-policy
Rout er (confi g-webvpn-context)# aaa authentication list CientAuth
Rout er (confi g- webvpn-cont ext) # gateway ssl-vpn domain finance

Rout er (confi g-webvpn-context)# authentication certificate aaa

Rout er (confi g-webvpn-context)# match-certificate finance

Rout er (confi g-webvpn-context)# ca trustpoint RTR-ID

Rout er (confi g-webvpn-context)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (config)#

Rout er (confi g) #webvpn cont ext sal es

Rout er (confi g-webvpn-cont ext)# secondary-col or white

Rout er (confi g-webvpn-context)# title-col or #669999

Rout er (confi g-webvpn-context)# text-col or bl ack

Rout er (confi g-webvpn-context)# ssl authenticate verify al

Rout er (confi g- webvpn- cont ext) #

Rout er (confi g- webvpn-context)# policy group sal es-vpn-policy

Rout er (confi g- webvpn-group)# functions svc-enabl ed

Rout er (confi g-webvpn-group)# timeout idle 3600

Rout er (confi g- webvpn-group)# svc address-pool "sal es-vpn-pool" netnmask 255.255.255.0
Rout er (confi g- webvpn-group)# svc keep-client-installed

Rout er (confi g-webvpn-group)# svc split include 10.10.10.0 255. 255.255.0
Rout er (confi g-webvpn-group) # defaul t-group-policy sal es-vpn-policy
Rout er (confi g-webvpn-context)# aaa authentication list CientAuth
Rout er (confi g-webvpn-cont ext)# gateway ssl-vpn donai n sal es

Rout er (confi g-webvpn-context)# authentication certificate aaa

Rout er (confi g-webvpn-context)# match-certificate sal es

Rout er (confi g-webvpn-context)# ca trustpoint RTR-ID

Rout er (confi g-webvpn-context)# i nservice

Rout er (conf i g- webvpn- cont ext ) #exi t

Rout er (confi g) #exi t

Rout er #

B
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Rout er #show crypto ca certificate
Certificate
Status: Avail able
Certificate Serial Number (hex): 6147EE6D0O00000000009
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Nehal CA
Subj ect :
Name: Rout er
host nane=2821
CRL Distribution Points:
htt p: // nehnai k- 6y59kj 7/ Cert Enrol | / Nehal CA. crl
Validity Date:
start date: 15:36:18 PST Mar 29 2013
end date: 15:46:18 PST Mar 29 2014
Associ ated Trustpoints: RTR-ID
St orage: nvram Nehal CA#9. cer

CA Certificate
Status: Avail able
Certificate Serial Number (hex): 17AABO7F3B05139A40D88D1FD325CBB3
Certificate Usage: Signature
| ssuer:
cn=Nehal CA
Subj ect :
cn=Nehal CA
CRL Distribution Points:
htt p: // nehnai k- 6y59kj 7/ Cert Enrol | / Nehal CA. crl
Validity Date:
start date: 18:28:09 PST Mar 27 2013
end date: 18:37:47 PST Mar 27 2018
Associ ated Trustpoints: RTR-ID
St orage: nvram Nehal CA#CBB3CA. cer
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Fouter#show webrpn session user cisco context all

Zezzion Type

Client Ussr-Agent

User neames
Public IP
RTE-1ID

Context
Last-Used
Seggion Tineouk
DED W Timsouk
Address Pool
Fekey Time
Leoase Durabion
Tunnel IF

Bx IF Packsts
C3TF 3tarced

CSTP DFD=-Beq sent :
Msie-FProxyierver

Mzie—-Exception
Splitc Include
Client Ports

Full Tunnel

cisco

172.16.89.128

: finance

00:00:22
Dizsabled
100

: finance-vpn—ponl

Je00

43200
172.16.0.1
]

00:00:16

0

Hons

: AnyConnsct Windows 3.1.02040

Num Connection :

VHE MName

Policy Group
Created
Idle Timeout

DPD CL Timesout :

MTU SiEe
Fekey Method

Netma=k
Tx I[EB Packets
Last-Received

Virtual Access :

Msie-PuyPolicy :

10.10.10.0 £55.253.253.0

J6420

Routerfishow webrpn session user cisco context all

Zezzion Type

Clienk Tser-Agenk

Usern=me
Fuhlic IP
RTR-ID

Context
Lazt-TUzed
Session Timeonk
DPD Gl Tim=out
Bddress Pool
Rekey Time
Leass Duration
Tunnsl IP

Ex IF Packets
CSTP Started

C3TP DPD-Reg sent
Msie=Proxy3erver

Mzie-Excepbion
Splic Include
Client Forks

P B BR

Full Tunnel

anvConnect Windows 3.1.02040

[ = {ela

172.16.59.128

sales
Oo:0o:11
Dizabled
c{nln]
sales—vpn-pool
3E00

43200

LHE B 1L
0

Oo:00:08

0

None

Mutn Connection :
: None

WERE Datne

Poliocy Group
Creabed
Idle Timeouk

DPD CL Tiw=out :

MTT Size
Rekey Method

Metmask
Tx IF Packets

Last-Received

Virtual Aocess
Msie=FxyPolicy :

10.10.10.0 255.235.252.0

493319 49342

E £ Fdebugd S 7 HERRER AR 7] 2

debug webvpn

debug webvpn sdps |evel 2

debug webvpn aaa

debug aaa aut hentication

1

None

: finance—vpn-policy

CA Trustpoint

*11:55:40.851 F3T Mon Apr 15 2013

3600
300
1199

£55.255.255.0
0

NO:00:16

1

Disabled

x

: galesz-vpn-policy
i *11:5%7:24.851 P3T Mon Apr 13 2013
: 3600

200
1199

i 255.255.255.0
H |
: 00:00:08

z
Disabled

Note: £/ debug as S 28 , S HMAEX Debug i THEEF L.

CA Trusbpoint


/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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