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Initial Configuration of Cisco 105 IPS Routers
| L |
| Import [
| o Importing a Cisco 105 IFS Router into IFS MC i
’ |

F
Configuration 1 l l

|
|
Configuring the Cisco | Modifying Pretuned SDF | Choosing Customized :
105 IPS Router to Use Signatures ' Signatures |
Pretuned Signature Files Z ,
i |
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Creating a Rule to Apply to the Interface(s)
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|
Deploying the Configuration :
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- |
I Additional Tasks Update Cisco I10S IPS Router Autodownloading [
| with Mew SDF Files Signature Updates I

| J |
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B BRBEACH —ERR M6

- A — HERAESAIPS MC, BUMAFHEHITFAIPS MC , RIEFREFEAIPS MCH1TEL
B, RIFBHB[BLEEDRIPSEE , SNEESABHSE (ANEBELRMEFEHAER ).

- Configuration — ELEiR &, Bl , AT LAELE Cisco 10S IPSERH#R , EH A CiscoE WA
BEENHZ—, BEEREMEIPS MCH , BELM BT XETIEHES.

- B — NREEREIETERRE . ELMER , SNEEES PN ERRRAEHE.


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

. B IPS MCIRH B3I T IEE , AT B3I MCisco.comTHE R EH.
IBRART RX T DM BN A E , TRAREAIPS MC, EFREITETIREMNEEGUI , MCiscolf
HEEMEZLIRZEEE(SDM), ETFRZ2MWCGUIEEELAKHEE EET, MPSMCRITATES
PSSR R HESA ( EMIPSI®® , WCisco IPS 4200K 5{£ 85 ) L&E1T

AR BEXEPETESWES | SEBEERIPS MCEECisco 10S IPSEHE,
Cisco 10S IPSEEHBS ¥ B

E I FCisco 10S IPSEEHER S ATARMEIPS MC |, B4 7ECisco |0S IPSEEH B EHITHE L4
RRELSR. ZHNAXLESR,

& MMAECisco 10S IPSEEHETF B AL 2T (SSH) MY , LAMEEiECisco IPS MCHTEE., S A
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ERIEIOS IPSHEHER , BEMATIR :
1. AR EHER IR A /- B MED,

Router#config terminal
Router (config) #fusername <username> password <password>

2. TEvty& Bk O LS AR B3R,

Router#config terminal

Router (config) #line vty 0 15
Router (config-line) #login local
Router (config-line) #exit

MREVYEBREE TERE 7T AWM ASERBHSNTTRECCL) , FBARSASSH, Hlm :
Router#conf terminal

Router (config)#line vty 0 15

Router (config-line) #transport input ssh telnet

Router (config-1line) #exit

3. £ 1024 I RSAZA ( MR ZAMTEE ) o SSHEEMMEZEZLATENE A,

Router#conf terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #crypto key generate rsa
The name for the keys will be: Router.cisco.com
Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys.

Choosing a key modulus greater than 512 may take a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
Router (config) #
*Jan 23 00:44:40.952: $SSH-5-ENABLED: SSH 1.99 has been enabled
Router config)#

4. £ M8 £ /5 ASDEE,

Router (config) #ip ips notify sdee

5. BAHTTPS, IPS MCEEHTTPHHTTPSS #E 5 s8R 5SDEEBEUNESHER.

Router (config) #ip http authentication local
Router (config) #ip http secure-server



6. i A SNER P 48 B B B U (NTP) AR S5 B Siclockin 7 IPSEE FH2f L Bl E AT PR E

Router (config) #clock set hh:mm:ss day month year
ITE , Cisco I0S IPSIEHREEZRME , TS AIPS MCHTH —SEEMERE,

$¥Cisco 10S IPSEE 28-S AIPS MC

AT ESERAIRE B , RTELCRERN (NS A ) FIPS MC.
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