FIPSEE R4 xIEBH5.x
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EBARA4.x SDF S 5 B

H 4T Cisco 10S IPSIERB R A
FERBIOSEMHRA 124N TH IR XA N 2 B EHOS IPS

HXES

ik

£ Cisco 10S® 12.4(11) THRR EE A |, Cisco I0S AB R (IPS) X% Cisco IPSE AR A
5XxEBERN, SXXBRARETHMANEZEENXMLIES, , HME T ERNEEWIPSTmitEHAZ
B, EAXRMRFMEZCisco 10S TRIEHRAF , FEXFCisco IPSIHRAF4XFHEBZMERE YL
X (SDF),

ofF
S

£

el

1Z1TCisco 10S IPSH4 xiR &L Z & SDFHE F A A EFHBLE Cisco I0S IPS , FHEABRTE XL
MEEZEG, EXNMZFREZEHCisco I0S IPSITEBLAHRF , LUER ZBIRA4.x SDFX 4%
ZlCisco IPS 5. xfRIEREZ &,

AR B A M Cisco IPS 4.x#& X SDFIEH /5 ACisco IOSIRA12.4(11) THE SR AP T BH
LHE, BXUAECisco IOSHRA12.4(11)TRESRAFELECisco IOS IPSHIFMAEELR |, ESH
IPS 5.xF F #& 3 = 54 ] A 1858

IR : CiscoBWIREFARZEICisco IOSHRA12.4(11) TR E SR A & 2§11z 1T Cisco 10S IPSIEH

o

ERFMH

R
RNHEHZBEARENER,
{F BV 4H ¢F

AP HEEE FCisco IOSKRA12.4(11) TR E SR A,

A NESFLET BEXREFAPNREREH . AR EAOFERE R RAR
R\ ) BE, NRGEANSESRS  BRRESETRTAH S 0RERN,
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M
BXAMEMNKFAEL |, BB Cisco BARETRMN,

B A4.x SDFXHHN TR

EBHIAEZECisco IPS 4. x#ENHISDFILHH ( 1k ) CLIELE S |, ZXHBE=E1TCisco 10S
12,411 T2 B AR A K B& B1 88 £ E FI MY Cisco 10S IPSELES B

TR A RE B HESE B X P B =ip ips signature <sigid> [<sigsubid>] disabledfI & . 1R
BEXHFISHCLIGS , WEEEIBHAEIMCLIEE X 4. X&# , LENHIR{XETSDF,

IR E R Cisco 10S IPSHEK EICisco IOSIRA124(INTRESRAZ FIETEBRIA | HEBERIT
Cisco |I0S IPSIER AR TTE,

MR £ Cisco 10S IPSH LK EICisco IOSHRA12A4INTRESRAFTETIBHA | FRUA TS
R

1. WITRAFTERBRCLIGT , MEMR , ip ips signature <sigid> [<sigsubid>]E 3,

2. f£ A a5 copy running-config flash:ipscfg.cfgf¥ #% R RYCLIEL B R FEIX . than S RHINEH
B EL & & 10 E & Nipsclg.cfgfy X PRI N 7. TR M4 #H 174 xBI5 xEH &M
TEEIR,

3. $kEE M 1TCisco I0S IPSIEB A,

$h{TCisco 10S IPSIT Bkl 2

E R B A A M Cisco.comfy LA FURLZREY : http://www.cisco.com/cgi-bin/tablebuild.pl/ios-v5sigupe
FEBHARFREHS[WNFIEEHSF T IHRINME , 5402 SHFE B IPTFTP) RS &8

EBHIARFSDF M Cisco IPSIRA4 xiE NN RAE xIER . EBRMANZIHFUTERSH

- ZHE
- B A
e, EBEIAE R LAMIOS IPSELE X AHIRER , HEBHECisco IOSMA12.4(11)TZ BT ARAEHE

X CLI ip ips signature <sigid> <sigsubid> disabled@ S EBMNER LR,
EE BEN (EER ) LRETFEALH AR,

AR BIR R IN{AIFECisco 10S 12.4(11)THRAH |, B Cisco 10S IPS 5 xZEZ &R X FFIPS 4.x#& 3
b 324 sdmips.sdfif % ZICisco 10S IPS,

C2821#tclsh flash:ios-ips-migrate.tbc

This migration script will nmigrate Signature Definition Files
from4.x format to 5.x format.
The migration script will migrate only the follow ng signature

parameters - severity, action, enabled - for G sco (non-custom signatures.
Do you want to continue? [y/n] y
Pl ease choose an I0S config file fromwhich to migrate 1OS | PS configuration.
Config File: [startup-confiqg]


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/cgi-bin/tablebuild.pl/ios-v5sigup

The following SDF | ocations were found configured in startup-config:
flash://sdm ps. sdf

Pl ease provide SDF to nmigrate fromthe above list or of your own

choi ce: flash:// sdm ps. sdf

Mgrating following SDF file (this will a take few m nutes):
flash://sdm ps. sdf

Ti me El apsed: 0:02: 23

M gration conpleted successfully. The migrated file is
C2821- si gdef - del t a. xn

C2821#

BE , IBMAE REXENENEENXAR, FETX , BARREHT —MNED , ATEFEMETL IR
Cisco IOS IPSHY X8l ( E8BH ) BE. MIANBHEEIRR, MR ENEERERTFTPRERS
BREBEBHNEFF , BERTHFLEBEMNE,

flgn -

{5 Ftftp:// 192.168.1.5/<EFHIRSCLIEC B>8 HIH A< N TFTPARS585192.168.1.5MEKCLIEL &

{§ Fiflash://<saved-configuration> M A 17 R R 12 19 34 H1REL,

EBBHOSHHARA12.4(11)THFHEB M EE IR EBFIOS IPS

LEEIBEHRE , MR ARG HBFREFARZEICisco IOSIRA12.4(11)T. EFMEKERG |, &
SERUATER,

1. BB Cisco 10S IPS, Ith#iH & R a{al7£ Cisco 28218 88 L /5 A Cisco I0S IPS, B < in{afie
ECisco I0S IPSHFHAEER , 5SS RIPS 5xZEZ A Mo FAtiEAE,

C2821#mkdir ips

Create directory filename [ips]?

Created dir flash:ips

C2821#conf t

Enter configuration conmands, one per line. End with CNTL/Z.
C2821(confi g) #ip ips name MYIPS

C2821(confi g) #ip ips config location ips
C2821(confi g)#ip ips signature-category
C2821(confi g-i ps-cat egory) #category all
C2821(confi g-i ps-category-action)#retired true
C2821(confi g-i ps-category-action)#exit
C2821(confi g-i ps-category) #exit

Do you want to accept these changes? [confirny
C2821(config)#

2. R AEF AN RARPURBMNBLEE LB,

crypto key pubkey-chain rsa

nanmed- key real mci sco. pub signature

key-string

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDDO9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADCl 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CCBE3 FOBO8B85
50437722 FFBE85B9 5E4189FF CC189CB9 69C46F9C AB4DFBA5 7A0AF99E AD768C36
006CF498 079F88F8 A3B3FBlF 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001

qui t

exit

exit

3. £ 0 L E ACisco I0S IPS |, A T RBIFFTR :
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C2821(config)#

C2821(confi g) #interface gigabitEthernet 0/0
C2821(config-if)#ip ips MYIPS in
C2821(config-if)#ip ips MYIPS out
C2821(config-if)#exit

4. FAcopymr T IMBHZFMNZED :

C2821#copy tftp://192.168.1.5/I0S-S253-CLI.pkg idconf

WS HEEMNZEE BI0OS-S253-CLI.pkgM#E|Cisco 10S IPSH, XK : EFERIPERT
ios-ipsEEKF , ZERFNFEAMELEE. HIMRZETR , TRERHEFZE,

5. AT ST BHXMLI 4 % 2 Cisco 10S IPS:<router-hostname >-sigdef-delta.xmi 4l
o

copy flash:C282l1-sigdef-delta.xml idconf

PR EHERBRATS XX ZER X HE , EBEIE/K.
6. £ Fshow ip ips signature countfii TR EXZ M EIRE , RS Ashow ip ips signature
detailstn TEEMESENHBEFMES.

HXER

. Cisco Intrusion Prevention System
- R mi R EE LB (Field Notice ) (‘B1ECiscoSecure Intrusion Detection)
. BARE# - Cisco Systems
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