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ip access-list extended 160
permt gre any any

cl ass-map type inspect match-all PPTP-GRE
mat ch access-group 160

policy-map type inspect WAN- LAN- prrap
cl ass cl ass-defaul t
dr op

policy-map type inspect LAN-WAN-pmap
class type inspect PPTP-GRE
inspect
cl ass cl ass-defaul t
dr op

zone security LAN
zone security WAN

zone-pair security LAN-WAN source LAN destinati on WAN
servi ce-policy type inspect LAN-WAN- pnap
zone-pair security WAN- LAN source WAN destinati on LAN
servi ce-policy type inspect WAN-LAN- pnap
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ip access-list extended 160
permit gre any any

cl ass-nmap type inspect match-all PPTP-GRE
mat ch access-group 160

policy-map type inspect WAN-LAN-pmap
class type inspect PPTP-GRE

pass

cl ass cl ass-defaul t

drop

policy-map type inspect LAN-WAN-pmap



class type inspect PPTP-GRE
pass
class cl ass-defaul t
drop

zone security LAN
zone security WAN

zone-pair security LAN WAN source LAN destinati on WAN
servi ce-policy type inspect LAN WAN- pnap

zone-pair security WAN- LAN source WAN destinati on LAN
servi ce-policy type inspect WAN-LAN pnap
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https://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_data_zbf/configuration/15-mt/sec-data-zbf-15-mt-book/sec-zone-pol-fw.html#GUID-FA01CEA9-A3AC-4D00-AAB8-139824C163D0
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtn52424/?reffering_site=dumpcr
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