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\I, 10.1.1.253/24 10.1.1.254/24 B

-, lc Fa 0/1 ﬂ:ﬂ ,

LAN-SW WAN-SW

64.100.0.1/24 64.100.0.2/24

Gl o/o FAO/14
(INTERNET)

ERENATERHEEROUTERWSERZBFER , HBIATUTHEA :

ROUTER#show i p int br

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
G gabi t Et hernet 0/ 0 64.100.0.1 YES NVRAM up up

G gabit Et hernet 0/ 1 10.1.1. 254 YES NVRAM up up

G gabi t Et hernet 0/ 2 unassi gned YES NVRAM adninistratively down down

NVI 0 10.0.0.1 YES unset up up
Tunnel 1 10.0.0.1 YES NVRAM up up

ROUTER#show zone security zone self Description: System Defined Zone zone | NSI DE Menber
Interfaces: Tunnell G gabitEthernet0/1 zone OUTSI DE Menber Interfaces: G gabitEthernet0/0

Extended IP access list ACL_LAN INSIDE_TO_OUTSIDE
10 permit ip 10.0.0.0 0.255.255.255 any (70 matches)

ROUTER#show run | b cl ass-map

cl ass-map type inspect match-any CMAP_FW PASS QUTSI DE_TO SELF
mat ch access-group name ACL_DHCP_I N
mat ch access-group nanme ACL_ESP_IN
mat ch access-group name ACL_GRE_IN

cl ass-nmap type inspect match-any CMAP_FW PASS SELF TO CUTSI DE
mat ch access-group name ACL_ESP_OUT
mat ch access-group nanme ACL_DHCP_OUT

class-map type inspect match-any CMAP_FW_INSPECT INSIDE_TO_OUTSIDE
match access-group name ACL_LAN INSIDE_TO_OUTSIDE

cl ass-map type inspect match-any CMAP_FW I NSPECT_QUTSI DE_TO SELF

mat ch access-group nanme ACL_SSH I N

mat ch access-group name ACL_I CMP_I N

mat ch access-group name ACL_I SAKMP_I N

ass-map type inspect match-any CMAP_FW | NSPECT_SELF _TO QUTSI DE

mat ch access-group name ACL_| SAKMP_QUT

mat ch access-group name ACL_NTP_OUT

mat ch access-group nanme ACL_I CVMP_QUT

mat ch access-group name ACL_HTTP_OUT

mat ch access-group name ACL_DNS OUT

Cc

policy-map type inspect PMAP_FW_ INSIDE_TO_OUTSIDE
class type inspect CMAP_FW_INSPECT_INSIDE_TO_OUTSIDE


https://supportforums.cisco.com/legacyfs/online/legacy/0/8/0/60080-NAT%20Virtual%20Interface.pdf

inspect
class class-default
drop log
policy-map type inspect PMAP_FW SELF TO CUTSI DE
cl ass type inspect CMAP_FW I NSPECT_SELF_TO QUTSI DE

i nspect

cl ass type inspect CMAP_FW PASS SELF TO QUTSI DE
pass

class cl ass-default
drop | og

policy-map type inspect PMAP_FW QUTSI DE_TO SELF
cl ass type inspect CMAP_FW I NSPECT_QUTSI DE_TO SELF

i nspect

cl ass type inspect CMAP_FW PASS QUTSI DE_TO SELF
pass

class cl ass-default
drop | og

zone security INSIDE
zone security OUTSIDE
zone-pair security ZPAIR FW_INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE service-policy
type inspect PMAP_FW_INSIDE_TO_OUTSIDE zone-pair security ZPAIR FW SELF_TO QUTSI DE source self
desti nati on OUTSI DE

service-policy type inspect PVAP_FW SELF_TO QUTSI DE
zone-pair security ZPAIR FW OUTSI DE_TO SELF source OUTSI DE destination self

service-policy type inspect PVAP_FW OUTSI DE_TO SELF

interface GigabitEthernet0/1
description LAN

i p address 10.1.1.254 255.255.255.0
ip nat inside

ip virtual -reassenbly in
zone-member Security INSIDE

dupl ex auto

speed auto

end

interface GigabitEthernet0/0
description | NTERNET

ip vrf forwardi ng PUBLIC

i p address 64.100.0.1 255. 255.255.0
ip nat outside

ip virtual -reassenbly in
zone-member security OUTSIDE

dupl ex auto

speed auto

end

ip nat inside source route-map RMAP NAT POLICY interface GigabitEthernet0/0 overload

iproute 0.0.0.0 0.0.0.0 G gabitEthernet0/0 64.100.0.2 name DEFAULT ip route vrf |NET_PUBLIC
0.0.0.0 0.0.0.0 G gabitEthernet0/0 64.100.0.2 nane DEFAULT route-map RVAP_NAT _PCLICY pernit 10
description ROUTE-MAP FOR NAT match ip address ACL_NAT

ROUTER#show access-1ist ACL_NAT
Extended | P access |ist ACL_NAT

10 permit ip 10.0.0.0 0.255.255.255 any (72 matches)
YREBEEEHBROUTERK XN , BHINTF—1MER -

UNATEE RN A TipJ i B850 £ B M nat insideMipnat outside , BA Ripnat inside A T34
NATEInatiZ & , pingR M LAN-SW 10.1.1.253 IP#b it 2164.100.1.1 WAN-SW3AZH A1,

BIEMEE AR O MIBRZBF XS , MEBHUABIKRHEDR , E NATAUNEERNT :



ip nat source route-map RMAP_ NAT POLICY interface GigabitEthernet0/0 overload

interface GigabitEthernet0/1
description LAN

i p address 10.1.1.254 255.255.255.0
ip nat enable

ip virtual-reassenbly in

dupl ex auto

speed auto

end

interface GigabitEthernet0/0

descri ption | NTERNET

ip vrf forwardi ng PUBLIC

i p address 64.100.0.1 255.255.255.0
ip nat enable

ip virtual -reassenbly in

dupl ex auto

speed auto

Zia , ERHESREO R EMNAZBFXE,

ip nat source route-map RMAP_NAT POLICY interface GigabitEthernet0/0 overload

interface GigabitEthernet0/1
description LAN

ip address 10.1.1.254 255.255.255.0
ip nat enable

ip virtual-reassenbly in
zone-member security INSIDE

dupl ex auto

speed auto

end

interface GigabitEthernet0/0

descri ption | NTERNET

ip vrf forwarding PUBLIC

i p address 64.100.0.1 255.255.255.0
ip nat enable

ip virtual-reassenbly in
zone-member security OUTSIDE

dupl ex auto

speed auto

—BZBFXBERBSEENTEHFNA , BWIAZBFABE RMOUTSIDEX B ZIEXBHWEENESR
REAEHEE

Jun 28 18:32:13.843: %W 6- SESS AUDI T_TRAI L_START: (target:class)-
(ZPAI R_FW I NSI DE_TO QUTSI DE: CMAP_FW | NSPECT_| NSI DE_TO QUTSIDE): Start tcp session: initiator
(10.1.1.253:59393) -- responder (64.100.1.1:23)

Jun 28 18:32:13.843: %FW-6-DROP_PKT: Dropping tcp session 64.100.1.1:23 64.100.0.1:59393 on
zone-pair ZPAIR_FW_OUTSIDE_TO_SELF class class-default due to DROP action found in policy-map
with ip ident 62332
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