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BEELTFHLABERRL ?
BREEATHABERIEA ?
Extended IP access list 101
¥ & P iEF%IF&k 102

¥ & IP iF[RIFIZE 102
BHREREHABIER ?
HXER
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Cisco |0S.Fr KB RE SRV E T £ T XA 15 RI42 HI(CBAC) Zh BB AT E 304 M Br K #E JS ERY & 3D o
CBAC BIEABRIKREEFTEATMARERFEANBEATMTARIERRL ( K Cisco 10S
ERTERSIRNHERBEN ) . B2, CBAC HRFIREHE IP REET , XEEFEIRTFREDIUA
BRMPUERABFXERPNRE A FBER.
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AXEHRBEMEFENER,
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BRXHAANNEZELRFES N CiscoRREZTRAMN",
HRER

CBAC ic T LAEM &b it 35 (NAT) —EFEH , EANANEEFTELEBERE, MERIT
NAT , NiARIFIREBERMRE B A KPR,

EHTEEZH , HERUTRE,



N ﬁ‘,llF'f'f'AﬁEuwuth ?
- BELEARATFMHLEREREA
BEEREBALBIER?

BHREAVTHTABERAE ?

BHERLEATHABERRLIARTENUR/RLERR , BELEN RS , RTFmBHERL T,
ZIEI%!@E’JWHIEJE%?E@FE’%?HEM , MMEMHEEREBRER M. BEAUTY RIFRISIREE K5
%&E/)lu .

access-1list 101 permit ip [source-network] [source-mask] any
access-1list 101 deny ip any any

REBENVHTABEREA ?

BHELEAFMHMABBEREADNRT ENUERLZ LK, ER , STEENERREATIMELEN
I B9 B AE R o

EARRGH B NRERNIIER , HPNBIERUTFEZE EEB LR A, Internet 2R E15E B ih
W& (ICMP) WETES R ESY ,BEATELZE DOS Wi, HUT2E&AKERE RHE175E
Hll 5% -

')

Extended IP access list 101

permit tcp 10.10.10.0 0.0.0.255 any (84 matches)
permit udp 10.10.10.0 0.0.0.255 any

permit icmp 10.10.10.0 0.0.0.255 any (3 matches)
deny ip any any

¥ B IPRFIR 102

permit eigrp any any (486 matches)

permit icmp any 10.10.10.0 0.0.0.255 echo-reply (1 match)
permit icmp any 10.10.10.0 0.0.0.255 unreachable
permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
permit icmp any 10.10.10.0 0.0.0.255 packet-too-big
permit icmp any 10.10.10.0 0.0.0.255 echo (1 match)
permit icmp any 10.10.10.0 0.0.0.255 time-exceeded
)

deny ip any any (62 matches

access-list 101 permit tcp 10.10.10.0 0.0.0.255 any
access-list 101 permit udp 10.10.10.0 0.0.0.255 any
access-1list 101 permit icmp 10.10.10.0 0.0.0.255 any
access-1list 101 deny ip any any

access-list 102 permit eigrp any any

access-list 102 permit icmp any 10.10.10.0 0.0.0.255 echo-reply

access-list 102 permit icmp any 10.10.10.0 0.0.0.255 unreachable

access-list 102 permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
access-list 102 permit icmp any 10.10.10.0 0.0.0.255 packet-too-big

access-list 102 permit icmp any 10.10.10.0 0.0.0.255 echo

access-list 102 permit icmp any 10.10.10.0 0.0.0.255 time-exceeded

access-list 102 deny ip any any



VRS 101 #X L BEER. HRSIK 102 £ 3 AEHIER, XEBRFIRRAVFEHHL, B
5 B PX) R P 5% B% ER 7ML (EIGRP) MIEEH ICMP ASE B

Bl , BASEUAME ENRSSETEFEERMN, HRSIRELETEIRE, ITEESAN
e, BEESRIAREHESIR  LATEERE, EERHRTIR , BHERIGREZIR , NE#HTR
B/, RAREMNAEFMNIHRSIR,

EE . SERENERNAZ B ERE R IR 1020 R E 215 R 5 R AR ER “deny ip any any”s TEIX
MBERT , MREEBRFEFIRFFMIERE , HHREFE deny KBABFEH. Hit , ENT2

ZIRE,

ARG A 10.10.10.1 75 h0 181 S BR 4H45 3 ML (SMTP),

¥ & IP iR %I& 102

permit eigrp any any (385 matches)

permit icmp any 10.10.10.0 0.0.0.255 echo-reply

permit icmp any 10.10.10.0 0.0.0.255 unreachable

permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
permit icmp any 10.10.10.0 0.0.0.255 packet-too-big

permit icmp any 10.10.10.0 0.0.0.255 echo

permit icmp any 10.10.10.0 0.0.0.255 time-exceeded

permit tcp any host 10.10.10.1 eg smtp (142 matches)

!--- In this example, you inspect traffic that has been !--- initiated from the inside network.

BHREREABER ?

Cisco 10S #1#y CBAC X% :

XBFER s

cuseeme CUSeeMe MY

ftp AR R

h323 H.323 Td}.i)‘( (Bl , Microsoft
NetMeeting 2% Intel Video Phone )

http HTTP il

remd R @ (r-exec, r-login, r-sh)

realaudio Real Audiotfy

rpc w2 312 @A Y

smtp e 2 R AR AR R T I

sqlnet SQL Netf

StreamWorks | StreamWorkstiY

tcp 1% S AR ) B

tftp TFTP %

udp AP BIER P

vdolive VDOLive MY

BMIUBHRER M RBFEN. NERENWZEONAXEFEN. M, U THREGRE

FTP, SMTP # Telnet :



routerl#configure

Configuring from terminal, memory, or network [terminal]? Enter configuration
commands, one per line. End with CNTL/Z.

routerl (config) #ip inspect name mysite ftp

routerl (config) #ip inspect name mysite smtp

routerl (config) #ip inspect name mysite tcp

routerl#show ip inspect config

Session audit trail is disabled

one-minute (sampling period) thresholds are [400:500]connections
max-incomplete sessions thresholds are [400:500]

max-incomplete tcp connections per host is 50.

Block-time 0 minute.

tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec

tcp idle-time is 3600 sec -- udp idle-time is 30 sec

dns-timeout is 5 sec

Inspection Rule Configuration

Inspection name mysite

ftp timeout 3600
smtp timeout 3600
tcp timeout 3600

AN REFTEAFTMTAREREAN, EFEARTTLARERRL , UREFEREMFLARKER
o MR HERIFERE CBAC , TERATHR :

1. NAEE,
2. AL EEENIERSIR,
3. mMEBEREEA,
4. MEONAFRIR,
WEREE , SREE T 0t B FME & F R

Network 10.10.10.0/24
INSIDE OUTSIDE

SMTP Server S0.110.10.11.2
10.10.10.1

Frame Relay

router1

EO 10.10.10.2
Server

EF LTI REHER

!

version 11.2

no service password-encryption
service udp-small-servers
service tcp-small-servers




1

hostname routerl

!

!

no ip domain-lookup

ip inspect name mysite ftp
ip inspect name mysite smtp
ip inspect name mysite tcp
!

interface Ethernet0

ip address 10.10.10.2 255.255.255.0
ip access-group 101 in

ip inspect mysite in

no keepalive

!

interface Serial0

no ip address

encapsulation frame-relay

no fair-queue

!

interface Serial0.l point-to-point

ip address 10.10.11.2 255.255.255.252

ip access-group 102 in

frame-relay interface-dlci 200 IETF

!

router eigrp 69

network 10.0.0.0

no auto-summary

!

ip default-gateway 10.10.11.1

no ip classless

ip route 0.0.0.0 0.0.0.0 10.10.11.1

access-1list 101 permit tcp 10.10.10.0 0.0.0.255 any
access-1list 101 permit udp 10.10.10.0 0.0.0.255 any
access-1list 101 permit icmp 10.10.10.0 0.0.0.255 any
access-list 101 deny ip any any

access-list 102 permit eigrp any any

access-1ist 102 permit icmp any 10.10.10.0 0.0.0.255
echo-reply

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
unreachable

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
administratively-prohibited

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
packet-too-big

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
echo

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
time-exceeded

access-1list 102 permit tcp any host 10.10.10.1 eqg smtp
access-list 102 deny ip any any

1

line con 0

line vty 0 4

login

1

end

HXRfER
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