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Elasticsearch, Logstash#Kibana.
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BENOoMAEBHIE, cEAETISONNERESAEESETT B,
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search

ISEFRELKEY T2 E

BHBESMH
RINMBERTEISELZERBEDT. EFEATE , BSMZE opeations> System 360 > Settings 2 B P 7K.

‘tuea ldentity Services Engine Operations / System 360

CIECO

] Settings Monitoring Log Analytics

" Monitoring and Log Analytics Settings

'l'\ Monitonng enables you to monitar a wida range of applications, Systerm statstcs, and keay
performance indicators (KPI) of all deployment nodes from a centralized consale.

( @ O Monitoring

3 Go to Manitoring F View

,.ﬂ Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from
different endpoints.

@l Log Analytics

Go to Log Analytics 5 View

Reset

ERBEDH



ISEXRAEZEE— D4R B{LELKHER |, BRI LAEH  show app stat ise.
LA, B BMIR B ZFRERFIRES.

<{froot>

adm n#show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 7708
Database Server running 132 PROCESSES
AppTlication Server running 551493
Profiler Database running 14281

ISE Indexing Engine running 553168

AD Connector running 41413

M&T Session Database running 26017

M&T Log Processor running 33547
Certificate Authority Service running 41230
EST Service running 659568

SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled
PassiveID Syslog Service disabled
PassiveID API Service disabled
PassiveID Agent Service disabled
PassiveID Endpoint Service disabled
PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 10937
ISE API Gateway Database Service running 13294
ISE API Gateway Service running 586762
ISE pxGrid Direct Service running 637606
Segmentation Policy Service disabled
REST Auth Service disabled

SSE Connector disabled

Hermes (pxGrid Cloud Agent) disabled
McTrust (Meraki Sync Service) disabled
ISE Node Exporter running 44422

ISE Prometheus Service running 47890
ISE Grafana Service running 51094

I SE MNT LogAnal ytics El asticsearch running 611684

| SE Logstash Service running 614339

I SE Ki bana Service running 616064

ISE Native IPSec Service running 75883
MFC Profiler running 651910
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BHELKRSE G , A LA RIElasticS 3K &£,

.+ Menu access

— vashboard

O Home « Homepage for Kibana

_ « Recent dashboards or visualizations
recenfyined viewed
£ Anaytics . « Configuration area for visualizations and
Overview dashboards
Discover
Dashbosrd « System settings/configuration

Visualize Library

{&+ Management w

Stack Management

SHxs

A & 2 I E AR

- MABRT , ISEEENERFIENR , HP B EXBRadius, TACACS, REMREFMISERM
=MNBIE,
° f@ﬂLXjEﬁ%ﬂﬁi Operations > Log Analytics .
- Elastic USTFFJG , 83 sandwich Menu > Analytics > Dashboards .



il |dentity Services Engine Operations / System 360

Cl3co

J| Bookmarks Saettings Menitoring Log Analytics

5%  pashboard

Il Context Visibility =  Dashboard
%, Operations 1 Home aﬁs
U Policy E Analytics w
&, Administration Orvarviaw
Discovear
mll  Werk Centers o
Dashboard R
Wisualize Library slity Dashboard
) Interactive Help ' Dashboard
{2} Management v
8 Summary
Stack Management
wWeoding Dashboard
M E 2 I E AR
v'a
* ISE 3.3 LA AR 2 HIE R,
Title Description Tags Actions
ISE Observability Dashboard &
ISE Overview Dashboard &
ISE Processes Summary &
ISE Troubleshooting Dashboard &
Profiler Performance &
Profiler Summary &
RADIUS Accounting Summary &
RADIUS Authentication Summary &
RADIUS Performance &
RADIUS Step Latency &
TACACS Accounting Summary &
TACACS Authentication Summary &

ISE 3.3B E D iz fIm iRk

O 32 #7122 B T AR
SERREIER ( BEH )

EKibana® |, “K5|#E "B AFEE X Kibanallfil 5 — M2 Z M ElasticsearchR 5| # TR EWEL E



E’rﬂﬁ.fz Management > Stack Management > Kibana > Index Patterns, ;F,‘f—(_'\T_.E Create Index Pattern ZZI] ﬂ? .

Sattings Monitaring Log Analytics

% elastic

= Fiack Management  Index patterns

{3 Management lndex pa tte rns @ Create indox pattern

Ingest

Craate and manage the index patterns that help you retrieve your data from Elasticsearch.
Ingest Pipelines.

Alerts and Inglghts

) Search.,
Rules and Connectors
Pattern T
Kibana
Indaox Patterns mnt_snalytics_tacacs_authentication® | Default
Saved Objects
Tags mnt_analytics_aggragate_steplatency*

Advanced Seltings .
mnt_analytics_ise_counters*

BIRREIER

T—1EOF5HISELNARE ARSI,

BAGBRMBHWRSINER , IMERAEN T CHRAREER T
« % TimestampZER. logged_at, logged_at_timezone=“l don’t want to use time filter’,

- ARG , B Creaeindex pattern.

Create index pattern v Your index pattern matches 1 source.
Name
mnt_analytics_radius_authentication mnt_analytics_radius_authentication Alias

Use an asterisk (*) to match multiple characters. Spaces and the characters , /, 7, ", <, =, | are not
allowed. Rows per page: 50 v

Timestamp field
logged_at v
Select a timestamp field for use with the global time filter.

Show advanced settings

X Close Create index pattern

®ERE



IR, RPFIHAAEXRBREE , XETENFATATIRARILER,

O Ll mnt_analytics_radius_authentication L
Ingest Tima fald: Jegged_at'

Ingest Pipelines

View and edit fields in mnt_analytics_radius_authentication. Field attributes, such as type and searchability, are based on field mappings @ in Elasticsearch,

Alerts and Insights

Rules and Connectors

Kibana

Fields (105)  Scripted fields (0)  Field filters (0)

All figld types Add fleld

Index Pattarns

Saved Objects

Tags

Advanced Settings

RS

==

Mame T Type Format Searchable Agpregatal bile Exchided

scane

access_service. keywaord keyword

=1
=

& A LRR

#EKibana® , ‘Wi BRBBHEFERT. EMNRFERElasticsearch RN BIEFHRNBEE L
MEXR, BENEXR K UWEERZEHENIH. ATRETUEN —LEE R TM(LRE

Lens:fE e MmERR IR AT ML, HE.

FEE  FEXFERUEERFEERE SR , ETEXRISNREBRLRE,

el FEERFBREE RN —RIBZFTLEENBER. eNEBTENE RERREZEL
FOFEE

- GtR  ELARFEEERTHEE RS MRRT PR, R DRRELA,
- BRE  SREERUY , BRE I RENEZRCES  BeEXTHETHXE , AW

ERZEBEXINERE,

- AE REERAHERZNEFEIMNEPHNBEE. eNATERBEFRRESHE,
- EETHL  XEERENEE , SINTHHTFEE, SNEEATERRBSYSK

(KPI)o

BREXR  ZREXRUREREIEREREE , FETUEFFAEEANBEHTHEFRTIE.,
BERFE  EXRFHRENS N EFEXSER , FERSMEXPHHES[FIERITHR. B
XTTHBESMEEFTH.

- B5E XENERTERMEZRYE  ArSERE EEREE  AEASHRE, Hex

RPRERRBEREM

« FiER  METERRFERMR , SN R AN DR TEERBEEFHEEREIINE,

SMMZE Andytics> VisudizeLibrary , SRJEHE & Create Visualization 21 B FIT 7.



& elastic

= Visualize Library

(] Home

Recently viewed

ISE Processes Summary

¥ Analytics

Ovaerview
Discover

Dashboard

Visualize Library

{% Management

Stack Management

slZ T

isﬁalize Library

© Create visualization l

Building a dashboard? Create and add your visualizations right from the Dashboard application.

Search...
Title Type
AD Connector D Lens
App Server i) Lens
b Authentication Success Rate -—
‘T: Markdown
=markdown o
Authentication latency Per ID =5
T: Markdown

abome e atedaa.

Tags

Dascription Tags Actions

IERERENATHARR , EAREID |, Lens KAt EIL.

New visualization

’
1
v

Lens

Create visualizations with our drag and
drop editor. Switch between visualization
types at any time. Recommended for
most users.

Want to

EETILRE

Custom visualization

Use Vega to create new types of
visualizations. Requires knowledge of
Vega syntax.

Aggregation based

Use our classic visualize library to create
charts based on aggregations.

Explore options =

learn more? Read documentation 2

Kibana Lens , S5l B 24E :

TSVB
e
Perform advanced analysis of your time

series data.

Tools

.r,]':': Text

v =+ Add text and images to your dashboard.
Controls &

O Add dropdown menus and range sliders to your

dashboard.



s BERER . EEMNERS , ATLUEERA T T RLE IR RS ElasticsearchZ&E 51 3.

o AIMILER  BYERFER, EERRXEAEERRKKE , IUEEFAHETICHPOLX
5,

o Tt TERE . FEANRD , ZUUKRIATEEN TN I EE K SEATEXRERE
BORITERAEERRIRENEI,

- BUREAMNR - £AMN , B RBEER , ZERATEERSRERGR. RENFZRRE,

- REE REEEQENTIRE (fINsEEEK) , ARE-1MEEEXE , ATEE
UJICEF'E’J%AJ:'

o TR EXNARCHTERRN , BESREMASINTR , XEERT U ERALREETERN
AWM,

« AHMLIRE  RE\EFTENERRE | EUNGRZAMMLRENBERE , IHEE, Beh
RARE,

« RERE : BALHEREMEERME TR , N2V HERERSME/Kibanai2

AR AY E b B 0
. ﬁﬁ%u,\; c ELensHEMIE , BEEATREEW AN, FEFMIZFERE S
?—Eﬁﬁlﬁo
Kat show dotes [RER )
+ Add fiter e Ime range

. Diagram style
Index selection 2Ll

[ mnt_analyties_radius_aut... l & ponut - T = © Donut . ]
() Search field namas gl

mnt_analytics_radius_authantication®

Filter by type 0 Drop some fields here to start by
# Records @ Add or drag-and-drop a field
“ Available fields 0 o = Diaqr'am p—
Thare are no available fields that A = - et
contain dat - Shoe by
T:y; ending ange sount of d
> Empty fiolds 14

Mats flald 3 L 11 ting visual

Available fields Mok rag wivo ood

Suggestio
nnnnnnnnnnnnnnn on
BXHMIL

B FCisco Bug ID CSCwh48057 , ZMEMRARERATANFRAMER, ER , BAUMNENIEE
FIENFENE&EN. E46+  , ATHHRIEERR —MHEENER , lzlﬁtMlelEjJT
ENZREHEILFERE4LiIFID,



https://tools.cisco.com/bugsearch/bug/CSCwh48057

©  + Add filter

mnt_analytics_radius_aut.. s s = Bar horizontal -~ L] = doy o Ta

= Bar horizontal v | &
Search field names mnt_analytics_radius_authenticati...
Q f ©
® 1205 %
g 27
Fiterby type o . I -
IEERATIBTAL 82 | Vartical axis
# Racords
I Endpoint ID x I
~ Available fields ]
a
There are no available fields that £ Hortzontal s
contain data. =
& 2 Median of totalauthenlatency »®
Try:
= Extending the time range
@ Add or drag-and-drop a field
N Bk Ui 2E0V5TAE-BCFD
) et : s -
0 100 200 300 400 500 600 700 B0 SO0 00 LI00 1LE00 B latency ®
Madian of totalauthenlatency
== Add layer
v Suggestions
— —
Current visualization

KiFIDEIER

FTRE , BUURE swelZill , MEAFTR.

Save Lens visualization

Title Add to dashboard

EPvsLatency Existing
Description Search dashboards...

Joncasil ep vs latency lens visualization O New

None

Add to library &

Cancel Save and go to Dashboard

RETAIL
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T2 ENNHMP TR MBIFNESERF. HidE , KibanaiZHERE A sEB R 1E
ElasticsearchZR 5| R ZE AN HECE, BEMNMAEZEREX T MEMIR S,



& elastic

= Dashboard Editing New Dashboard

[E ~ Search

+ Add filter

@ Create visualization [JEEIEEN- RSN E Add from library

EPvsLatency L)

2EESBI 061 AS
a
E
]
&
FEOVSTAGBFD
100 200 300 400 500 600 700 800 900 1,000 1100 1200
Median of totalauthenlatency
HF v
R EIE AR

HUEHEER

- WIFELKHEKR RS REEMNT LE1T,
« BFKibana, Logstash#ElasticsearchfE& s LiE1T , HEMNT :

Unsaved changes

KaL  f§ ~ Last1hour

® 1200 }
* 320
® 820

admin#show logging application ise-kibana/kibana.log
admin#show logging application ise-logstash/logstash.log

admin#show logging application mnt-Ta-elasticsearch/mnt-la-elasticsearch.log

MXER

- |ISE 3.3EHiER
 Kibana3#4
- BRI AREZHFENTHR

[5] Save
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