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ERECEAKRENEEHSS , FSMEITEH > PassivelD > ##2 5> Active Directory > [
A R] > PassivelD, RERMDC , FEMNFRZAF-IPBE/SHNERFSE , RERE , RE
RERFEUREESR , MEEHRR,

Add Domain Controllers

EEETATMNPRESHNRE , EFSME T (Work Centers) > PassivelD > {2+



(Providers) > Active Directory > [RF I A K] > PassivelD, #%&{FiHi2 %188 H % HEdit, WMARF A
MEZRB, %EFEAgent , AF1EEFESaveXiFHE, £ HPassivelDIET+ LA Save ATEHRELE
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Passivel DX B BL & X 441 F C:\Program Files (x86)\Cisco\Cisco ISE PassivelD
Agent\PICAgent.exe.config. BLEXHHABIM TR :

< ? xml version="1.0" encoding="utf-8" ? >
<configuration>

<configSects>
<section name="log4net" type="log4net.Config.Log4NetConfigurationSectionHandler , log4net"/>



</configSections>

<log4net>

<root>

<level value="DEBUG" /> < | —AFEIEFHF : X}, . Hix. BE., 2. Bil, 28—
< | —ZREBRHEHZTEMNIRS S LA PassivelD Agentt &8 B EM BER B, -- >
<appender-ref ref ref="RollingFileAppender" />

</root>

<appender name="RollingFileAppender" type="log4net.Appender.RollingFileAppender">

<file value="CiscolSEPICAgent.log" /> < | —& &Stk S F—>

<appendToFile value="true" />

<rollingStyle value="Size" />

<maxSizeRollBackups value="5" /> < | —lt i F IR BRI EFHM 2B ENH BEXHFNHRABE—
<maximumFileSize value="10MB" /> < | —AFREXKNBMNAEXHEHRAKN—
<staticLogFileName value="true" />

<layout type="log4net.Layout.PatternLayout">

<conversionPattern{fE="%date %level - %message%newline" />

</layout>

</appender>

</log4net>

<startup>

<supportedRuntime version="v4.0"/>

<supportedRuntime version="v2.0.50727"/>

</startup>

<appSettings>

<add key="heartbeatFrequency" value="400" /> < | —lt ¥ F & X FEISE L B3 Be iE Ay = EE M5 BY
RIBEZEZSITHORME (LERDNEN ) —

<add key="heartbeatThreshold" value="1000"/> < ! —Z{EE X REBEHFIEE —MEZEEFR
MESHWERKNE (ULEW RN ) —

<add key="showHeartbeats" value="false" /> < | —FEEL N true”’ ATEBEXHHREFLHEL
N

<add key="maxRestThreads" value="200" /> < | —E X AT K A @ ISEXRIZEEHHRESTEEN R
ABE, RIFESFNERTACHERY , BNENERE. —

<add key="mappingTransport" value="rest" /> < | —E L A FRFRG L X FISEMNNFAEE, &
NESULE—>

<add key="maxHistorySeconds" value="60" /> < | —EXERFSEFHEINBER TEERRFHLE
HovFFLEatE (A NEN ) —

<add key="restTimeout" value="5000" /> < | —E& X X ISEYREST I F &Y B At{E—>

<add key="showTPS" value="false" /> < | —FItEE XN true” , AEFWREIH KX EISEMNEH
WTPS —>

<add key="showPOSTS" value="false" /> < | —FItEE N “true” AT N KX FISENEH—>
<add key="nodeFailoverTimeSpan" value="5000" /> < | —EXRENZH4 (UEW NEN) , &£
ZBER , 55EzIPassivelD PSNY S B S rt AT 8ER £ MR BT AR E# BSEE—>

<add key="nodeFailoverMaxErrors" value="5" /> < | —& Y £ FE{]# 2% F PassivelD PSNT1 &
ZHI , 18 EnodeFailoverTimeSpan N B i & KB = E—>

</appSettings>

</configuration>
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1. BifPassiveDIRF—REEHEGUILE A , AR EEZEISEMCLIEFRIE A running(fE A show
application status ise@ ).

= Ciscol: Administration - stem - Deployment Mot 24 Dms & O
Deployment
Dedicated MnT
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Enabie Thinal Centric NAG Service
Erabie Davice Admin Strvice

Erable Pasive Mantily Sarvies

<ttroot>

ISE PROCESS NAME STATE PROCESS ID

Database Listener running 129052

Database Server running 108 PROCESSES
Application Server running 9830

Profiler Database running 5127

ISE Indexing Engine running 13361

AD Connector running 20609

M&T Session Database running 4915

M&T Log Processor running 10041

Certificate Authority Service running 15493
EST Service running 41658

SXP Engine Service disabled

Docker Daemon running 815

TC-NAC Service disabled

pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled

pxGrid Controller disabled

Passi vel D WM Servi ce running
15951

Passi vel D Sysl og Service running
16531

Passi vel D APl Service running



17093

Passi vel D Agent Service running

17830

Passi vel D Endpoi nt Servi ce running

18281

Passi vel D SPAN Servi ce running

20253
DHCP Server (dhcpd) disabled
DNS Server (named) disabled
ISE Messaging Service running 1472
ISE API Gateway Database Service running 4026
ISE API Gateway Service running 7661
Segmentation Policy Service disabled
REST Auth Service disabled
SSE Connector disabled

2. F£Work Centers > PassivelD > Providers > Active Directory > Connection N & iEISE Active
DirectoryiR i 12 7 = &5 2iEEEIHE FIZR.

3. WilFAgent at Work Centers > PassivelD > Providers > Active Directory > PassivelD2 & W #LFfr

TRV BT,

Providars

Domain DC Hemt Shn 1P Addrass Mesitar Using

4. BAFZ SRR HBRARERE Rup. HlE , F£Work Centers > PassivelD > Overview >
Dashboard Y2 HIE MR L#RiE N &,



5. I&F 24 £ Work Centers > PassivelD > Overview > Live Sessionsfy g2 #1828 F EMWindows & F
I RBER TR SE,

KIEWindows kS5 28 LRV IR ARSS

1. BF &% T PIC Agent#y fR55288 L HIISEPICAgentiRS o



17l Task Manager

File Options View

Fewer details

% Open Services

Processes Performance Users Details Services
Mame PID Description Status Group
i ISEPICAgent 9392 Cisco ISE PassivelD Agent Funning
S WSearch Windows Search Stopped
S wmiApSre WMI Performance Adapter Stopped
% WinDefend 3052 Windows Defender Service Running
S WIDWriter 2044 Windows Internal Database V55 Writer  Running
S WdNisSve Windows Defender Metwork Inspecti... Stopped
VS5 Volume Shadow Copy Stopped
S VMwareCAFManagementA,.. VMware CAF Management Agent Se.. Stopped
S VMwareCAFCommAmgplLi... Viware CAF AMOP Communicatio...  Stopped
oy VITIVSS VMware Snapshot Provider Stopped
S VMTools 2424 VMware Tools Running
54 VGAuthService 2480 VMware Alias Manager and Ticket 5...  Running
gy vds 4236 Virtual Disk Running
g VaultSve 724 Credential Manager Running
S UI0Detect Interactive Services Detection Stopped
Lo UevAgentService User Experience Virtualization Service  Stopped
o TrustedInstaller Windows Modules Installer Stopped
%4 TieringEngineService Storage Tiers Management Stopped
54 SQLWriter 3148 SQL Server V55 Writer Running
S SOLTELEMETRYSSOLEXPRE... 4834 SOL Server CEIP service (SOLEXPRESS)  Running
S SOLBrowser SOL Server Browser Stopped
S SOLAgentSSQLEXPRESS 50L Server Agent (SQLEXPRESS) Stopped
Ll snnsue Softuiare Protectinn Stonned
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