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RYHENBOARRFBBANERGEFEAE, NARENRERBAREZ AR RERE X,

Bl
ER

Cisco BB THLUTEE :

2
il

Kl

. ISEvFEEE
- P& A% % (NAD) LRI CoABL B
CEETHRMENBIRTIE,

ERRMEH
ANRRHELET BRUSEMRZA2.6M :

- WLC 5500

- Catalyst3X#2 413850 15.xhx 72

- Windows 10 T{Eik
ANHEHINEEHRETRESRERRFNERRREN . AXEPFEANMERZERVEXAR
M (BN ) BE. MEEHRELTENRS , FRRETHMEGSHEEEN,

&R

BERBRRUTELAILLRE. LAERBRARBRNNESE, CRPTENGE RSRA



Endpoint Network Device Cisco ISE

.9
. NETWORK
St First MADTUS Q@I - L MAB Roauost SRR
Access-Reguest
Limited Access ACL + URL-Redirect to ISE
g O
e Google.com
alice >
plrons N —Er—
o T . Ub
— .

Full Access ACL
BN ELIRID |, & 1 LAFEISESERT H & [Operations > RADIUS Live Logs] t IR ERiZ i -

- MABE R RIERTH — AR & FEREEMACH I — URL#HEZEZINAD — AP EREL T
. Guest Authentication successful - usernameZBREBHFERFE , SRR
GuestType_Daily ( RiFERAFHEEERE )
. CoA initiated — AR BFEBRAZE | iFMARE T R DRI
- RBEHTEEA
&P EHIRF (MNTEL)

EHEREE

LTR-EERERPEE, NTEASEEARGIHRELNR , THREAIMEREHHHE.
- BEGEEE

R BEERE
. TEIHECWA | #FlexAuth AP

w I R&
AXREERARUT A -
EEMEHRENFTEER

MISE#IXEEMURLFMACLSG , BRENUTI :

1.4 F in & show authentication session int <interface> details & R X LN EFIHRA ( IRE
KIFEEAN)


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html

2. L& REMEH R LNEFRRS (MMRELTHZEEA ) - Monitor > Client > MAC address

Security Information

Sacurity Policy

3 Ta "\ L

TS Sepciir

AR Chaderr %
e

AR Chbr Al
Applie 1

PR LIABTT Fligx
ot

AR Chpermidd &=
ACL Applied Status

MEMGBSETRE , MNMRIFZITCPIK 08443 LISER AIAM : C:\Users\user>telnet <ISE-IP> 8443

ik
4AWMRITFEEMURLEBFQDN , MK ER iR R BT o TR R T AT
: C:\Users\user>nslookup guest.ise.com

5.f£flex connectiZ @A , TBIRTEACLFflex ACLTELEMHRBIMACLEZFr. LI , RIFACLE SR EM
HEIAP, BXiFMAER , HRLEL—THWEEIEE — PBHRT7 bHlc,



CISCO MONITOR WLAMs CONTROLLER WIRELESS SECURITY
Wireless FlexConnect Access Control Lists

= Access Points

All APs

Ac] Mame

Penred = |

w Radios

b Advanced
Mash
RF Profiles

FlexConnect G roups
FipwConnect ACLS

BMNEFEFIRHREIES , AREEENR. HIBEHTTP/1.1 302 Page Moved A F 18 RWLC/Switch:’¥
HRESEEOEISEFEIT, (EEMURL)

N [ip.addr==2.2.2.7)

Na. Arrival Time Source Destination Protocol Info
- 198 May 18, 20828 14:29:13.49400500.. 10.186.37.18 2.2.2.2 TEP 54571 + 8@ [SYN] Seq=8 Win=64248 Len=8 MS5=1468 WS=256 SACK_PERM=1
191 May 18, 2@2@ 14:29:13.496574@0.. 2.2.2.2 18.106.37.18 TCP 88 + 54571 [SYN, ACK] Seq=@ Ack=1 Win=4128 Len=@ MS5-=1468

192 | Ac Wi 24@ Len=@

18, 2@2@ 14:29:13.49670360.. 10.186.37.18 2.2.2.2 TCP 54571 + 8@

[ACK] Se

218 May 18, 2020 14:29:16.347627€0.. 10.106.37.18 2.2.2.2 HTTP GET / HTTP/1.1

219 May 18, 2820 14:29:16.35025308.. 2.2.2.2 18.1@6.37.18 HTTP HTTP/1.1 382 Page Moved
220 May 18; 20828 14:29:16.3584720€8.. 2.2.2.2 18.186.37.18 TCP 80 -+ 54571 [FIN, PSH, ACK] Seq=279 Ack=329 Win=338@ Len=@
221 May 18, 2020 14:29:16.350506@0.. 10.106.37.18 2.2.2.2 TCP 54571 + 8@ [ACK] 5Seq=329 Ack=280 Win=63962 Len=@
222 May 18, 2020 14:29:16.35064600.. 10.106.37.18 2.2.2.2 TCP 54571 <+ 8@ [FIN, ACK] Seq=329 Ack=280@ Win=63962 Len=@
224 May 18, 2828 14:29:16.354661€8.. 2.2.2.2 16.186.37.18 TCP 88 = 54571 [ACK] Sequ288 Ackm=338 Win=3586 Len=@
219 May 18, 2029 14:29:16.3582. 2.2.2.2 1@.186.37.18 HTTP  HTTP/1.1 382 Page Moved

Frame 219: 332 bytes on wire (2656 bits), 332 byte: captured (2656 bits) on interface &
Ethermet II, Src: Clsco_ca:@e:eS (B9:87:31:ca:@e:c5), Dst: ImtelCor_26:dd:Bd (b4:96:01:26:dd:6d)
Internet Protocol Version 4, Sec: 2.2.2.2, Dst: 10.106.37.18

Control Protocol, Src Port: 80, Dst Port: 54571, Seq: 1, Ack: 329, Len: 278

hieps: /18,127,197, 212 : 8443/ portal [gateway? 4255 1 onTd-BABA251 100001 2652 (6B 48por tal =26d 19568 - 2658 - 1109 - 98Fb - BASB5E8T7 5a3Rac tlon~cwaktoken=66bbFce030ad 3142 F e 26504057707 dekradirect=http: //2.2. 2. 2/ rin
Pragsa: no-cache'\rin

Cache-Control: no-cacheirin

rin

[HTTP response 171]

[Time since request: O.881626000 seconds]

{Esquest in frame:

[Bequest BRIz http:/ff2.2.2.37]

7. MK ERE LB AHTTP(s)5| %
EX#HYL

EWLCLE :
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CISCO HORITOR  WLANs (ONTROULER WIRELESS  SEOURITY  MANMAREMENT

Managemant HTTP-HTTP 5 Configuration
o HTTP Access fnabied ¥

F SHHP :
HTTP-HTTPS HTTES Accass Eriblad T
Telnet-55H ekl Secura Vel L Erablgd ¥
Serial Part HTTFS Redrection Diasied T
Lecal Manasgement Vb Sasaion Timeout 30 Mt
Lsers

8. MRWLCA TSR RIREF , FREU T
FT|IFIWLC LN E P iR LB R
B MAERINWLCLEEEEMURL,

F=F  MAEHKWLC LZHRADIUSIEK,

WLC ISE-PSk

G
&
% DMZ :
& |
NTERNA ;
Internet =t ¥
Firewall
Web Authenticalion ==-============t ISE-PAN
Internet traffic =============0

Guest

HERNEM

MREFKAAFEBHRBHEFTFHARDESR , UT—PREXREN , FAFREEZESNIHEEFH RN
R, MNBXFRMEA , BELEZISE RadiusER B E LW S BRINHE, EEEHEE , FREN
I



Steps

Overview
11204 Received reauthenticate request
Evant 5417 Dynamic Authorization failed
11220 Prepared the reauthenticale request
Username 11100 RADIUS-Client about to send request - { port = 1700 , type = Cisco CoA )
Endpolnt Id MAC ADDRESS 11104 RADIUS-Client request timeout expired (7 Step latency=10003 ms)
1213 No response received from Network Access Device after sending a Dynamic
Endpoint Profile Authorizalion request

Authorization Result

1.%ENAD L5 A/E BRI E R (CoA):

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New

Sgrvar Indax (Priority) iz v

Server 1P Address|{Ipvd/IpvE)

Shared Secret Format ASCII ¥
- Shared Secret (LTI T
Confirm Shared Secret saRaraan
ey Wrap .

Designed for FIPE customers and requires a key wrap compliant RADIUE server)

e gin ¥ =3 Dimed Pl ypo b i@47
rasInord Poliches Server Status Enabled ¥
b | P -
Local EA Suppoert for CoA Enabled ¥
Advanced EAP .
Servar Timaout r ERconds
F Priority Order
e Mabwrork Usar T
* Certificate
b Access Control Lists Manageamnt ¥ Enable
Wireless Protection Management Retransmit Timeout 2 seconds
»
Palicies _
unngl Praxy Enable
F Web Auth
IPSec Enable

TrustSec SXP
Local Policies
b Advanced

2.Bp K ik £ A 2 FFUDP#® A 1700,

3. WLC EINACIRSTIEH, EWLC GUI > WLAN L#JAdvanced settings T , FINACIRSEXR R
ISE NAC,



Advanced
802.11a/n (1 - 255) 1

— 802.11bfg/n (1 - 255) |1

NAC

NAC State |[ISE NAC v

Load Balancing and Band Select

— Client Load Balancing

Client Band Select

K EIZSMS/EMAILEH
1 REEE>RAE>RE> SMTP TTHSMTPEE.
2. K EISELLNHISMS/HE 4 M < HIAPI:

MR EAPIE FPimDn W es LIRMAMURL , BRAFE. BB, FISEBEETE , FliE9
&M, [Administration > System > Settings > SMS Gateways]

SMS Gateway Provider List = Global Default

SMS Gateway Provider

SMS Gateway Provider Mame: * Global Default

Select Provider Interface Type:

() SMS Email Gateway
(® SMS HTTP AFI

URL: * | hittp://api.clickatell.com/http/sendmsg?user=[ USERNAME & password=[ PASSWORD J&api_i |

tmessages
Data (Url encoded portion):

[ Use HTTP POST methed for data portion

IE , MEMISERIE A L [Workcenters > Guest Access > Portals and Components > Guest
Types]# 1Tl , iHEISERSMS/SMTPMx L# THIESHRURERSE

1. BRBIBEBEREERE T ERRS =R
2. ISEBRSS 28 B A fHH DI 2 WY P Sk 20 32 1k 15 3R B9 AR BR/AX AR



Account Expiration Notification

Send account expiration notificat c-n| 3| days w | before account expires §

View messages in
[ English - English v |

] Email

] Send acopy of the nofification email to the Sponsor

Use customization from: | Sponsred Portal (Default) het

Messages: Copy text from: | v |

Fau.' account is going to expire in 3 days. Please notify your sponsor fo extend your account now to avoid any delays

P
Send test email to me at:
[ myemail@cisco.com | Gend
T ——————er e rtereesiest Access = Administration = SMTP server
SMS
Messages: Copy text from - |
]"ou.’ account is going to expire in 3 days. Please notify your sponsor to extend your account now to aveid any delays
4

(160 character limif per message®)*Over 160 characters requires multiple messages
end test SMS to me at:
08123456789 |[ Global Default ~ || Send

configure SMS senvice provider at: Work Centers = Guest Access = Administration = SMS Gateway Providers

TE T R BRI

1.7£Workcenters > Guest Access > Manage accountsiz4l T , EE [ Eis 09002 EHISE
FQDN , ISEEE A A LABRAEAITF :

[ 500 ] Internal Error

2. Finslookup <FQDN of ISE PAN>G R B R AT 15 R K TEHE R BT 7 FQDN,

3.1# A &5 $show ports AISERYCLIH ZISE TCPi#% 090022 & T | include 9002,

NP IERREKR

- ARBEEMVAFAR , ATIANEER A @KIEH A5 B AP E & 22 HE B &N
( 5130 : GoDaddy, DigiCert, VeriSign¥ ) X8 , K BESEXLIES ( HI0 : Google
Chrome, Firefox& )

- BUAEFEABRSIPRITHFEERD , RNXLKEISENTAIPHAEAF TR, KASHHENE
THARBIPRHEE=FEHMIEH,

- HIBMMISE 2.4 p6B Ep8Hpoft , H—MNEXHIRE : Cisco Bug ID CSCvp75207 , EH Trust for
authentication within ISE#ITrust for client authentication#1Syslog#HE A% IE b T H % g F ik
., XA ABRISEETHE A1 E 8 R HTLSHRE STEIE 4.
MR LR R ZF L E R , BEHKRTACH AR KR AR EN X IFH453 - Debugs to


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp75207
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

enable on ISE,

HXRfER

- BNEARZHHNTR



https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



