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1. BERHISE 3.0
2. HXSAML SSOZPEH EAHIR
3. Azure AD
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1. BERHISE 3.0
2. Azure AD

ANHEPHNEEHRETREXREREFHRFEEN, AXEFEANARRZRAERAR
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Web Browser ISE Azure AD

2 @ &

User opens sponsor portal webpage
< —

p Internal Redirection to Azure
https://login.microsoftonline.com/

SAML Request, Identity Provider (Azure AD) authenticates the user

Y

SAML Response is sent to Service Provider (ISE)

.
L

ISE confirms successful authentication as a result
of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)

. Encoded SAML Response is returned along with assertion data

Ao
W1 EISELRESAMLE HERHBFFNREAIFS

1.55Azure ADEL & 3 S\ ZBSAML & 18R

FISE L , &M ZEAdministration > Identity Management > External Identity Sources > SAML Id
Providers , A/5 R fiAdd#R4H,
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= Cisco ISE Administration - Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

1 > New ldentity Provider
External Identity Sources

SAML Identity Provider

™ Certificate Authentication F General |dentity Provider Config Service Provider Info
——
= Active Directory
* |d Provider Name Azure_SANIL
<1 EXAMPLE
1 LDAP Description Azure Active Directory
] ODBC

I RADIUS Token

I RSA SecurlD

1 SAML Id Providers
! Social Login

1 REST (ROPC)

2. B BRIEATFLAERAzure AD

SMETERO>HREASTTFAEHE>RBANF , RARERENREANTF, BEETREIF , &
RREANF (BA) .

BFIIPREER , HES GRS FPIEZEHRNSAML IdP. BIEXBAITFHTLRETA
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= Cisco ISE

Overview Idantities Identity Groups Ext Id Sources

Guest Portals
Ponal Name:*
Gust Types
Sponsor Portal (default)
Sponsor Groups
Language Flle
Sponsor Portals
Portal test URL

Portal Behavior and Flow Settings

Work Centers - Guest Access

Portals & Components Manage Accounts

Metwork Devices

nistration

Deseriplion:*

Default portal used by sponsors to cred

Portal Page Customization

Poral & Page Sertings

™ Portal Settings

HTTPS port: *

Allowed Interfaces:

if bonding Is nat configured
on a PSN, use:

8445

Make selachons in ane of bath columns based on your PSN configurations

if bonding Is configured
an a PSN, use:

@ Gond O
Uses Gigabsl

primary. 1 35 ba.

Bond 1

Bend 2

Uses Gigab

primary, §

Default Portal Certificate Group .-

Configure cenificates an:

Work Genters > Guest Access > Administration > System Cenificates

Identity source sequence: *

sponsor30.example.com

Azure_SAML L

3.9 RS REAEER

SMEEE>5HEE>HBE4IE> SAML ID Providers > [ SAMLIEH#EF].

Gonfigure authentication methods at;
Waork Genters > Guest Access > |dentitles » Identity Source Sequences

Work Genters > Guest Access > Ext Id Sources > SAML Identity Providers

PREET R REBHBER’. RS2 HEXportiZ4d , MEAFTR.

|dentity Provider List » Azure_SAML

SAML Identity Provider

General Identity Provider Config.

Service Provider Information

[:] Load balancer

Export Service Provider Info.

Includes the following portals:

Sponsor Portal {default)

Service Provider Info.

Policy Elamants

Policy Sets



THERXHHRE. BHP , BANRKI2N XM, EFBERNKBAFHIXMLI A,

i2 T SingleLogoutService Bindings, SE4kID{E FAssertionConsumerService Binding® 9
Responselocationf&.,

<?xm version="1.0" encodi ng="UTF- 8" ?>

<md: Enti tyDescriptor xm ns:nd="urn:oasis: nhames:tc: SAM.: 2. 0: net adat a"

entityl D="http://C scol SE/ bd48clal-9477-4746- 8e40- e43d20c9f 429" >

<md: SPSSCDescri pt or Aut hnRequest sSi gned="f al se" WAnt Asserti onsSi gned="true"

pr ot ocol Support Enuner ati on="urn: oasi s: names: t c: SAM.: 2. 0: pr ot ocol ">

<md: KeyDescri ptor use="si gni ng">

<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi ficate>

M | FZj CCA06gAW BAgl QX1oAvWAAAAChgVd9c EEVWOz ANBgk ghki GOWOBAQWFADAI MMM QYDVQQD

ExpTQULMXOl TRTMM.TFI ay 5l eGFt cGxI Lm\v b TAe FwOy MDAS MTAx MDIMy Mz FaFwOy NT A5 MDk x VDIV

Mz FaMCUx | z AhBgNVBAMI G NBTUx SYNFMz At MAWr LmvV4AYWLwbh GUUY29t M | Cl j ANBgkghki GOwOB
AQEFAACCAg8AM | CCgKCAgEAt +M xKf uzvg/ oAWGES6zr UYL3H2Jw Zwly Js6sJ8/ BpP6SwW027wh
FXnESXpgmmoSVr VEcQ r Ddk 3l 8UYNNn/ +98PPkl i / 4f t yFj ZK9Ydever Denr A2MeoLCzd kWy/ y4i

vvVcYuWB44py Sme5awMvr 03984x9esHgyLahExs9gui LIr yD497XmNP4Z8eTHCct u777Pul 1wLO4
QOYUs2s0zXvRI8D9Jok/ +Pj H3bj nVKapgAcNEFVk8Ez9x 1sMBUgFwWP4YdZz QB9I RvkQdl JGvgMWyf
aégn+KaddJnm bXKFbr TaFi i 21 vRs3qHIOmWIf YRnYeMl 9/ PhzvSFt j Re32x/ aGh23j 9dCsVXnT
ZmXpZyxxJ8p4Rgy M Ygkf xnQXXt VOKOSRZPFN60+i szUW2hARRG t EOhTuVXpbon&dT109JeeEe
S1E5uxenJvYkU7mvanvBj YON6gVyyogf 8FA HTSf d6TDsK3Ghne G g50Pr Bvvg5qE6Or xx NvqSVZ

1dhx/ i HZAZ1yYSVdwi zsZMOwWOPj Swr RPx/ h8l 03dj eWDaL5R1AF1gTFHVHSNvi gzh6Fyj dkUJH66
JAygPeOPKIFRgYzh5vWJ41qvdQ | Gk3c/ zYi 57MRLBsOnmk SvkOGonj Ssb+EehnYyLLB8FG3De2V

ZaXaHZ37gnmo CNNmZHr n+GB0CAWEAAaOBK TCBj j AgBgNVHREEGT AXghVJU0Uz MCOx ZWs uZXhhbXBs

ZS5j b20WDAYDVRO TBAUWAWEB/ z AL Bg NVHQ@B EBAMCAUWWHQYDVROOBBYEFPT/ 6] pf yugxRol bj zZW

858W TP1MBOGAL UdJ QQWVBQGCCs GAQUFBWIVBBggr BgEFBQC DA] ARBgl ghk gBhvhCAQEEBAMCBk Aw

DQYJKoZl hvc NAQEVMBQADggl BABGyWZbLaj M2LYLASg/ / 4N6nL+xu/ 91 MiVWNVWBQodF+j OWIsWL5a

VPSQU2t 3Ckd/ | lanvpK+cp77NM 09V9oW 3/ Znj ZHGoFAI cHnl GCoEj mC1TvLau7ZzhCCl | 37DFA

yMKDr XLi 3pR+ONl XI Tl vj pHTTzr KmLNHhkxkx/ Js51 uz+My RKPSFNMAWT0q4XCej yKzJW qEu+bcl

i dC / gBNuCHgqnteMB2l GQ7j VOnLkBj Lb4pTDbYk4f M bJVh4V2Pgi ++6M f XAYEWL+LH SGHCQT
PSMB+kpv 1wHHp Gz QSnt J 4t XVXVISWINCHLX QZLBPNMUZor huYCl LXZxvXHLHGIJOYKx9I k9Ubd2

s5JaD+GN\8j gmbXXAau7S4Bawf vCo3boO XnSvgcl uHIYFi R2l p2n/ 2X0WhdPHYZt qG eqBWebHr

41 1z18FXbl YyMzpl kht OOvkP5mAl RO2VXBkvx2WPj t zQr vOt SXgv TCOKEr YCBM j nuwszt V7FVTV
JNdFwWGsnXC70YngZeuj Zyj PoUbf RKZI 34VKZp4i CbbZsd bWE9Skdquv0OPa@Bec XTv80OCVBYUegl

vt Opdel 8h/ 9j | ndLGB3dFOr bADGHi i eTcnt SDAW3E7JFS/ oHW7FsAS5G 81 x Xf cOAUx/ LODx 3j TNd

ZI AXp4j uy SODI x9y Dy May VOf

</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect"
Locati on="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Request . acti on?port al =bd48c1
al-9477- 4746- 8e40- e43d20c9f 429"

ResponselLocati on="htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on"/>
<md: Nanel DFor mat >ur n: oasi s: nanmes: t ¢: SAM.: 2. 0: nanei d-f ormat : t r ansi ent </ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAML: 1. 1: nanei d- f or mat : emai | Addr ess</ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAM.: 2. 0: nanei d- f or mat : per si st ent </ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: hames: t ¢: SAM.: 1. 1: nanei d- f or mat : unspeci f i ed</ nd: Narrel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: hanmes: t c: SAM.: 1. 1: nanei d-

f or mat : W ndowsDomai nQual i f i edName</ nd: Nanel DFor nat >

<md: Nanel DFor mat >ur n: oasi s: names: t c: SAML: 2. 0: nanei d- f or nat : ker ber os</ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAML: 1. 1: nanei d- f or mat : X509Subj ect Nanme</ nd: Nanel DFor nat >
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="0"/>
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10. 48. 23. 86: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="1"/>
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 63: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="2"/>



<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 60: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="3"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-1lek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="4"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-2ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="5"/>
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-3ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="6"/>

</ md: SPSSQODescr i pt or >
</ md: EntityDescri ptor>

BEXMLI A -

SingleLogoutService
ResponseLocation="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.act
ic)_nll

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService{\i &
="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerServicefi &
="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action”

AssertionConsumerService{i &
="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerServicefi &
="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action”

AssertionConsumerServicefi E="https://ise30-
1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService{\ i&="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService{\ & ="https://ise30-
3ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

S PR2. B EAzure AD IdPiZE
1.6 Azure ADAF

& %Azure Active Directory& I H /0 I E AR HEFAD |, B,


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

Azure Active Directory admin center

ElY Dashboard
= AN services
* FAVORITES
& users

l-lul, Enterprise applications

&«

Dashboard > Default Directory

w Default Directory | Overview

Azure Active Directory

O overview
:,' Getting started
& Preview hub

X Diagnose and solve problems

Manage
& Users
£ Groups
85 External Identities
di. Roles and administrators
& Administrative units (Preview)
2 Enterprise applications
CH Deviees
& App registrations
(&} Identity Governance
E1  Application proxy
s Licenses
» Azure AD Connect
&= Custom domain names
B Mobility (MDM and MAM)

Password reset

£

“& Switch tenant

E Delete tenant

+ Create atenant [ What's new

[z Preview features

0 Azure Active Directory can help you enable remote work for your employees and partners. Leamn more

Default Directory

O Got feedback?

| A2 Search your tenant

L Tenant information

Your role
‘Global administrator More info

License
Azure AD Premium P2

Tenant ID

64ace648-115d-4ad9-a3b1-7660...

Primary domain

ekomeyccisco.onmicrosoft.com

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run

Aug 23

GEREAF, 2EWAR  GRAFR, EHNDBEE. 208, WEAMR.



Azure Active Directory admin center

Dashboard
i= All services
% FAVORITES

b Azure Active Directory

ﬂ Users

&= Enterprise applications

2.8 Azure ADA

© Dashboard

» Users >

New user
Default Directory

7 Got feedback?

®

Create user

Create a new user in your

organization. This user will have a

user name like

alice@ekorneyccisco.onmicrosoft.com.
| want to create users in bulk

Help me decide

Invite user

Invite a new guest user to
collaborate with your organization.
The user will be emailed an
invitation they can accept in order
to begin collaborating.

| want to invite guest users in bulk

ERA, fHWRE, WEMR.

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

&2 All groups

£2 Deleted groups

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... |E
The domain name | need isn't shown here

Name * (@ | Alice \/|
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

= -+ New group 1 Download groups [I] Delete @) Refresh == Columns

# Diagnose and solve problems

0 This page includes previews available for your evaluation. View previews —>

[,O Search groups

* Add filters

MAXRBRENRS, RELAR , WEFFR.



Azure Active Directory admin center

&«

Dashboard > Default Directory > Groups >

Edl Dashboard New Group
‘= All services

# FAVORITES

Group type *
b Azure Active Directory | Security = |
]
Users

v Group name * (O
EEE Enterprise applications | Sponsor Group \/|

Group description (&

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) @
(v NI

Membership type * (@

| Assigned 7

Owners

No owners selected

Members

Mo members selected

3.49Azure ADAF D EA4A

# #5“No members selected ( RiEZRRA ). EFAFHETH%EZE, BihCreate A BIEDE T
UserfV4l



Add members

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

| o

A

o

@ azure

azure @ekorneyccisco.onmicrosoft.com

A
A
A
A
A

i Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice
) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

EBTAXNRID , ZERES , RiEAABNIDN626733b-eb37-4cf2-b2a6-c2895fd5f4d3.



Dashboard > Default Directory > Groups
Groups | All groups
Default Directory - Azure Active Directory

= -+ Newgroup < Download groups [il

& All groups

Delete O Refresh

Columns

0 This page includes previews available for your evaluation. View previews —

&% Deleted groups

# Diagnase and solve problems I D Suuch e
£

Settings Name Object Id

*o Add filters

Group Type

3 General

] ISE Group

eebfcb9-9122-4989-8c06-eef2cd3f69a3 Security

@ Expiration D G

Sponsor Group

&3 Naming policy

4. B2 Azure ADT L B R

1626733b-eb37-dcf2-b2ab-c2895fd5f4d3 Security

HEADT , g tUNAREF , AERGFENARE", MEFR.

Azure Active Directory admin center

“ Dashboard » Default Directory > Enterprise applications

Preview features

Membership Type
Assigned

Assigned

E Dﬂ hbo d - - - . .
shboar === Enterprise applications | All applications
= All services = Default Directory - Azure Active Directory
%  FAVORITES & =2 Columns [#] Preview features 7 Got feedback?
b Azure Active Directory Deandam
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
& Do O Overview

X Diagnose and solve problems

Enterprise applications

i

Application type

Applications status

Application visibility

Manage

ii2 All applications

EREBRPARNIEE RARSF.

| Enterprise Applications

v| |hny

vl |Any

| First 50 shown, to search all of your applications, enter a display name or the application ID.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications >

Add an application =

El Dashboard
= All services
% FAVORITES

B Azure Active Directory

a Users

= Enterprise applications

Add your own app

=.. Application
Wiy~ you're
developing

Register an app you're
working on to integrate
it with Azure AD

WMANRARFNEY  RFEEHM,

0 Click here to try out the new and improved app gallery. =

o On-premises

B. Y application
Configure Azure AD
Application Proxy to

enable secure remote
access.

e Mon-gallery
uld application

Integrate any other
application that you
don't find in the gallery

7 Got feedback?




Azure Active Directory admin center

Dashboard
= All services

“ FAVORITES

} Azure Active Directory

ﬂ Users

= Enterprise applications

&

Add your own application

Dashboard > Default Directory > Enterprise applications > Add an application >

Name * (0

| 1SE30

Once you decide on a name for your new application, click the "Add"” button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (O

SAML-based single sign-on

Learn more

Automatic User Provisioning with SCIM

Learn more

Password-based single sign-on

Learn more

5 1A R NB| B AR

ERSBEAF 4L,

Azure Active Directory admin center

Ell pashboard
= All services
% FAVORITES

B Azure Active Directory

£% Enterprise applications

BEHAMART

&

Dashboard > Default Directory » Enterprise applications > Add an application > 1SE30

ISE30 | Overview

Enterprise Application

)
«

E Overview

[ oeployment Plan

2. Diagnose and solve problems

Manage

II! Properties

B

Owners

Users and groups

© B

Single sign-on

o

Provisioning

Application proxy

@ o

Self-service

Security

% Conditional Access

Properties

Mame )
ISE30

nJ

Application ID 0

20ee030a-1206-4265-80ce-9 .,

.o

Object D @

Oebaact6-Ocel-4924-84a6-0 ..

Getting Started

.|

to the applications

Assign users and groups

& 1. Assign users and groups

Provide specific users and groups access

—:D 2. Set up single sign on
Enable users to sign into their application
using their Azure AD credentials
Get started

Azure Active Directory admin center

Ell Dashboard

= All services

FAVORITES

Azure Active Directory

Users

& P o »

Enterprise applications

4«

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

F. ISE30 | Users and groups

Enterprise Application

B Overview
EI] Deployment Plan

X Diagnose and solve problems

Manage
I Properties
&2 Owners

£ Users and groups

7 Update Credentials

== Columns 7 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. —*

Display Mame

Mo application assignments found

| First 100 shown, to search all users & groups, enter a display name.



BHAPNA

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups
b Azure Active Directory grotp >

MNone Selected
& Users

1] . . . >
a= Enterprise applications
User

BEREZARENA , ARRTER

AR HEBEENZRBHRNRN-—ARFHE,

Users and groups X

L
LA
m
o
=
-

_-":'

Alice
alice@ekorneyccisco.onmicrosoft.com

azure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor
sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected

28000

wEER , fH R, MEFRT.



Azure Active Directory admin center

1l Dashboard
= All services
+ FAVORITES

b Azure Active Directory

a Users

22 Enterprise applications

«

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups

1 group selected.

User

Hit , NARFNAPMA ERRMIEAEENA,

Azure Active Directory admin center

Ell Dashboard
= All services
“ FAVORITES

. Azure Active Directory

a Users

ﬂ.', Enterprise applications

Dashboard > Default Directory » Enterprise applications > Add an application > ISE30

2 ISE30 | Users and groups

Enterprise Application

o + Adduser ¢~ Edit [0 Remove 2 Update Credentials == Columns
i Overview

p © The application will appear on the Access Panel for assigned users. Set visible to users? '
Deployment Plan

# Diagnose and solve problems First 100 shown, to search all users & groups, enter a display name.

Manage Display Name
Il Properties 'l B Sponsor Group
&2 Owners

&8 Users and groups

6.5 [BAzure AD )L B R

SEENNARERF  AEEHREBARER , WHEMR.



Azure Active Directory admin center

] Dashboard

All services

FAVORITES

Azure Active Directory

Be & =

Users

Enterprise applications

4

&

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

i ISE30 | Overview
Enterprise Application
L
E Overview Properties
m Deployment Plan Name ()
# Diagnose and solve problems H [ ISE30 3] ]

Application ID (0

Manage

20ee030a-1a06-4a65-80ce-9 ... Iy |
il properties

Object ID @
8
& (Owners Oe6aac66-Oce1-4924-8426-0 ... [ |
A Users and groups
Getting Started
D Single sign-on
& Provisioning
£l Application proxy '.' 1. Assign users and groups
C  self-service Provide specific users and groups access
to the applications

Security Assign users and groups

& Conditional Access

ET—B&LAESAML,

Azure Active Directory admin center

1] Dashboard
= Al services
% FAVORITES
% Azure Active Directory

&Users

) Enterprise applications

&

Dashboard » Enterprise applications > ISE30

3) ISE30 | Single sign-on

Enterprise Application

Select a single sign-on method

Q

B Overview

m Deployment Plan

X Diagnose and solve problems Disabled

Single sign-on is not enabled. The user

Manage won't be able to launch the app from
== My Apps.

i Properties

s Owners

&5 Users and groups

D Single sign-on

D

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

Help me decide

{3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

# #“Basic SAML Configuration(B4<SAMLE &)’ &AM “Edit ( & ) .




1] Dashboard
= All services
% FAVORITES
B Azure Active Directory
f. Lsers

8 Enterprise applications

@

Dashboard > Enterprise applications > ISE30

ISE30 | SAML-based Sign-on
Enterprise Application

& %
i Overview
m Deployment Plan

Set up Single Sign-On with SAML
# Diagnose and solve problems

Upload metadata file LF/\ Change single sign-on mode

7 Got feedback?

st this application

Read the configuration guide ¥ for help integrating ISE30.

Manage o

Basic SAML Configuration

:ll Properties
&2 Owners Identifier (Entity I!.J] .
Reply URL {Assertion Consumer Service URL)
£ Users and groups Sign on URL
0] Single sign-on Relay State
Logout Url
P Provisioning
' Application proxy e
User Attributes & Claims
< self-service
givenname
rity surname
% Conditional Access emailaddress
name

% Permissions Unigue User Identifier

@ Token encryption

o SAML Signing Certificate

Activity

3 Sign-ins Status

qi Usage & insights (Preview) Thumbgprint
Expiration

E Audit logs Motification Email

'ﬁ Provisioning logs (Preview App Federation Metadata Url

Certificate (Basebd)
Centificate (Raw)
Federation Metadata XML

ACCRES FEVIEWS

Troubleshooting + Support

& Edit

Required
Required
Optional
Optional
Optional

& Edit
user.givenname
usersurname
user.mail
user.userprincipalname
user.userprincipalname

& Edit

Active

BE26CDEE415249B9813DBACDF4216A464EDAE20C

T/18/2025, 2:00:00 AM

ekomeyc@cisco.com ]
https://login.microsoftonline.com/64ace648-115d ... [y

Download

Download

Download

fE XML 44 B entityIDIEEE AR IR B (SR4KID) , ZEXRBESHESRHAEER. FH
AssertionConsumerService # i#9 {iz [ {8 & 7t [5] £ URL (Assertion Consumer Service). &
SingleLogoutService® #JResponseLocationiEFE X #URLIE., % F“Save({R1F)".

AR : DEURLEHERIR , ATRLURLEEE @ EIIPREN % 2R,



Basic SAML Configuration

Save

Identifier (Entity ID) = ©
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
‘ http://Ciscol SE/bd48c1a1-9477-4746-8e40-e43d20c9f429 v ‘ @
Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action M
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action

7.B.EActive Directory4A & 1

EROCHRENABRME , BREAFABENSERZLN RE



User Attributes & Claims

£ Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name user.userprincipalname
Unigue User |dentifier user.userprincipalname

# #7“Add a group claim ( FINAFEHR ) 7,

Azure Active Directory admin center

“  Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

G Dadkboard User Attributes & Claims
= All services
K FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
% Azure Active Directory
& Users Required claim
g2 Enterprise applications Claim name Value
Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

EEREAFARERE . MISPERENRELR4AID, ERZHHERBAXRID,

Group Claims X

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
O None

(:) All groups

@ Security groups
(::1 Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group 1D e




ERANTARPBERNR. EARGH , EF

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.

Azure Active Directory admin center

Dashboard > Enterprise applications » ISE30 > SAML-based Sign-on >

M Cchtosd User Attributes & Claims
= All services
% FAVORITES -+ Add new claim Add a group claim == Columns

% Azure Active Directory

A4 Users Required claim
& Enterprise applications Claim name Value
Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups user.groups [SecurityGroup]
http://schemas.xmlsoap.orgfws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005,/05/identity/claims/surname user.surname

8. T & AzureBk & TBUIEXMLI 4

% F“Download abord Federation Metadata XML in SAML Signing Certificate.

SAML Signing Certificate

& Edit

Status Active

Thumbprint 97T72DA4G0A43ACDAZACSFBFOSEEIIEDTDAATEAESZ
Expiration 9/16/2023, 10:57:46 AM

Motification Email ekorneyc@cisco.com

App Federation Metadata Url https://login.microsoftonline.com/64ace648-115d ... [
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

I3 T BB MAzure Active Directory 4% ZIISE

SMEEE>SHEE>NEBEBIR> SAML ID Providers > [ SAMLIR HEF].

142 B 1%£ I+ Identity Provider Config., A/5 £ TN ¥ RH. NEL T EHAzureBx & THIEXML &
ERBATHEXML , AR L HRE

I NECSCV74AS17T TR HEEMREFEREMUIEHE,


http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv74517

= Cisco ISE

Administration « Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

External ldentity Sources

o=

Gertificate Authentication Profile

Active Directory
“3 EXAMPLE
LDAP
oDBC
1 RADIUS Token
RSA SecurlD
SAML Id Providers
=3 Azure_SAML
1 Social Login

REST (ROPC)

» hzure_SAML

SAML Identity Provider

Genera Identity Provider Config. Service Provider Info. Groups Altributes
————————————

Advanced Settings

Identity ProvideeCianfiguration

Import Idegtity Rrovigar Coafa Fie Choose file kiadoftanline. com/B4aceB48-115d-4ad9-a3bf- 7660 1b0f8dSe/sami2
Single Sign Out URL (Redirect] hittps://login.microsoftonline.com/64ace648-115d-4ad9-a3bf- 7660 1b0f8d5c/sami2

Signing Certificates

Subject -~ lssuer Valld From

CN=Microsoft Azure Faderated S50 Certificate CN=Microsoft Azure_. Wed Sep 16 D8:57: Sat Sep 16 08:57:4 54 FB3C 2881 4% 6B B..

Valld To (Expira... Serlal Number

4. #EISE L B ESAMLA

#2)%E F Groups , 3 fFConfigure Active Directory Group/& £ #9Claim namef& ¥ 1% ZIGroup

Membership Attribute ™,

= Cisco ISE

Administration - Identity Management

ldentities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources

—

Cenrtificate Authentication Profile

Actlve Directory
< EXAMPLE
| LDAP
CDBC
RADIUS Token
R3A SecurlD
SAML Id Providers
<3 Azure_SAML
! Soclal Login

REST (ROPC)

51 > Azure_SAML

SAML Identity Provider

General Identity Provider Config Semvice Provider Info Groups Attributes

Groups

Group Membership Atrribute tpu/fschemas. microsoft. com/ws/2008/06/identity/claims/groups

O Name In Assertion ~  Name In ISE

Advanced Settings

B HAdd", £ FTERFAzure Active Directory i /> 2 EL B P RN RIEA AN AN RIDEETI S
R E . EISEREESE FR(EAHIF N AzurefRIE A L) BB UEClick OK R R4Fo

XfFEAZUre F VAT ATEISE L E AW AE & 2 B BI 2 BR 5,



Add Group

*Mame in Assertion eb37-4cfZ2-b2ab-c2895fd5f4d3

*Mame in |5E Azure Sponsor Group (i)

- =

5PR5. 7 ISE LB B AREA A RR S

EMZEIEAL>HEBE>TFAFNA4>RBAL , RAEEBREMS FAzure ADAKEBAA, £
ARBIAR | EAALL_ACCOUNTS ( BRik) o

e

= Cisco [SE Work Centers - Guast Access

Ovgrview Igentities Identity Groups Ext I Sources Administration Network Devices Pertals & Components Manage ACCounts Paolicy Elements Policy Sets Reports Cistom Portal Files
I Sponsor Groups
Guast Types
Sponsor Groups You £an edit and cusiomize 1he Ceraull SHONSON QIOLDS and Creale aoditionsl ones

A sponsor ks assigned the permissions from all matching sponsor groups (mulliphe matches are permitted)
Sponsas Porals

Greate
Enabled Nam Member Groups
® L_ACCOUNTS
gé all g By d i AL L i
GROUP_ACCOUNTS (default) o . )
@ GROUP_ACCOUNTS (defaun)
Py 1his GrowD Can MAnage just The JUes! SCCOUATS Created by SHONSONS flam The ame SPORSOr group. By dedaull, Lsars i the
R0 ser identity aroun are members of this SDENSON QrowD
e
C COOUNTS

OWN_ACCOUNTS (default)

BHERA...... HfFAzure_SAML:AzurefRIEAAFRMEIFHEA A, X&FAzure R RIRIE A LA IR
SEIALL_ACCOUNTSRIEA A, BHOK(HE)" . HT“Save(fRTF)



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

KriF

Available User Groups

Search |

II

Mame Y =

Employee
GROUP_ACCOUNTS idefault)

OWN_ACCOUNTS (default)

lI

o

ERAER D ATEIAE BRER ERIZTT.

Selected User Groups

Search

Mame s

ALL_ACCOUNTS (default)

Azure_SAML:Azure Sponsor
Group

X FAFPEEREZNMLAERAFREE, EZAUPRIESRER , EFEEE. RIEEE
UTH#% : ARPFRERER , BXiE A(alice)B##ESE —IXAUP,

OE , MBEITHFEEANF (Hlmn , AUIEURL)

INE I

R

y ‘0N

HEE@MEAzure ABF , RAFREXE



1EMNFUHURLERE E R EBEHEFQDNI KRB AT ISERFEEE@BEIAzure B RN H.
ARPE , ReltlZH B2 EHT—F"

BT Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2HMAER , REREEBR, IIPEXREEFAFEEMIRISENREAIF,



Be Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Forgot my password

Sign in

3.EZAUP,

CISCO Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

4.0 | IFIEA AP R EBALL_ ACCOUNTSIRIEALANIR , NP EERLSHRINR,



Welcome alice@ekorneyccisco.onmicrosoft.com ~

CcISCO Sponsor Portal

Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Guest type:
Contractor (default) (v

Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
St
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Emall address: ‘ 2020-08-16 (1} ‘ ‘ 11:22 (] ‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:
| — | ‘ 2020-12-15 (1} H 10:22 @‘

coor
| |

Person being visited (email):

Reason for visit:

Group tag:

Language:
English - English (v]

5.8 H MW THRETHIEH

Welcome alice@ekormeyccisco.onmicrosoft.com ~

Help

Sign Out

6. AP NRIEHEHAEERTERRER,



& Microsoft

Pick an account

alice@ekorneyccisco.onmicrosoft.co
m

—|— Use another account

TP HE R

AEBHRENELTATHRER THREHER.
B wEE

T #ESAML B 17 3830E 2 753X 5 285 FAzure Active Directory Z B IBH | X—REXEE, it , &
AIULEEMNISES 5 KRB & B REREF(Azure)IRELE H AKX HIR,

BB, AF@MATHEIRNZE | REISELLEBRAFEE , ABEEXBIAP(Azure), B8 . B
EFREREHEENZBHE.



BT Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password 15 incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

B2, APAETRAFIHFISAML SSOMA , EXIERT , ISELARTRAFHELRE , @&
BE#EREBIdP(Azure) EEE  RIIRESERIITTREARFIAMARES R,



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3. Sing OUt T IRFTIHEAT/E , BIILLERIR — “SSOFEH LM, MSSOLIEFHETHIEE, HHRRES

B3 R& B, ” ESAML IdP E AR EWEEFHURLEY , AR ZIES, EXHERLT , It
URLEEA
“https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da
-9457-41e8-87d7-0965b0714db2” , ME R {FEH
“https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action” A& : &
Azure |dPHESSURLA H A EHEAIURL,



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

-

CISCO Sponsor Portal

Error

S50 Logout failed.

There was a problem to logout from your SSO session. Please contact help desk for assistance.

Help

& 1 v e P gk BR

ERIFERWEFISAMLIAE , ATLA{EHWeb Developer Tools. #1R % {E FFirefox3t f AzurefiB
ﬁii‘ll{?? , ESME TR >WebFF XA R>ME", BAILESHE RIS FRMBEN
SAMLIE R :

CISCO Sponsor Portal

‘ Welcome alicefdekomeyccisco.onmicrosoft.oom = §

Manage Acsounts (0] Panding Accounts (0) Notizas (0)

Creaie, mansge, and appoove guest accounts.

Guast typa:
GContractor {defaut)
I &
Guest Information Access Intormation
End of business
. e ”
First nams:
& © wnspector (D) Consale [ Debupger  {) StyleEdtor () Performance  F Momery T4 Motwork [0 Storage T Accessiiity 7§ whavs New (D Adbieck Pius B - x
B W " Al HTML €58 U8 XHR Fodti  Imagis MeSa WS Ot Porsiat Logh | Disable Cache Mo ThSIRg & HARS
ok Lo

Satus Method  Domasn Fie Cauze Type Transtarred Size [E]  Headers Cookles  Pararvs  Responis  Timings  Securny

0B = Form data

[ 124] [

GET B 04RIIAGELNE  deskiop-logoeeg ] erg 503 K FHMnCwOL

2] QET B 04RIIBGB44E  mebileloge.png ] erg 275 KB A

[es) & [ I2BBBAIE sponscesiructurn.ce stplashont -

122 GET [ 23.80:B445 guest theme. Less styleshest s

[202] aE 3 ABELE seripa eached

[108) GET & 10,48 71068485 seript " cached

[ 2ee] GET 04223808445 aspl-kon.png ™ g B3TKE

ED GET B I04RITRRBNE  iwlesales ] x-bzan EPET

[202] GET ("R BT T Blank beml suisccumeng el L

[20a] GET 8 04823868448 background prg ™ g e

D POST B M4RITANELIE  pensingmetien ahe faem wi2E i

ED POST T T T Py R em—— e o BN KE 438K ac B150MIIT SEMIoken EQUALSSHXRYPOVOEVEC 2ICOBVNADTNOSDA0ST SER_DELINITERY
[ 20a] GET 604873868448 ineolinput.css styleshest [ cached 26,68 KB e

— - Fequest payload

O 17reauests  S55.05KB /20041 KBtanstewed  Finish: 16218 Madi 1,348 cached 1 SAMLRepanscePHSNAYL] | 3BV LTE LERSDFYTHS YUYt Z001 2500 WESLTSErt 2 0OMOV NG 10602

»
m
=
i
&
&+

ISEENERIAEHH BERT. ShERESHEDER>BRES>EE HFER,

HEERH H=EH3I BREXH#R
HEIR it guest.log

TP Webig e B guest.log

opensaml Rt ise-psc.log
saml Bt ise-psc.log

EHHAT IR AT B i T4ES (ise-psc.log):



1APNREATFEE@EIIP URL,

2020- 09-16 10:43:59, 207 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445-exec-4][]

cpmsanm . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sanm . framework. i npl . SAMLFacadel npl -::::- SAM.Uils::isOracle() - checking whether |DP URL
indicates that its OAM | DP URL:

https://1ogin. mcrosoftonline. coml 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ san 2

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpmsanm . framework. i npl . SAMLFacadel npl -::::- SPProviderld for Azure_SAM is:

http:// G scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM request - providerld (as should be found in
I dP configuration):

http:// G scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM request - returnTold (relay state):
_bd48clal-9477-4746- 8e40-e43d20c9f 429 _DELI M TERport al | d_EQUALSbd48clal- 9477-4746- 8e40-
€43d20c9f 429 _SEM port al Sessi onl d_EQUALS8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSOQA6CZJQD7X67TLYHE4Y3EMBEY097E2J _SEM _DELI M TERsponsor 30. exanpl e. com
2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sanm . framework. i npl . SAMLFacadel npl -::::- SAM. request - spUrl ToRet urnTo:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2. 33 58 25 W B SAMLIE RZ o

2020-09-16 10:44:11, 122 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; port al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State

1 _bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 129 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; port al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 129 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 133 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445-exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-



e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML HTTPRequest Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERpor t al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl Is redirect requiered:

I nitiatorPSN: sponsor 30. exanpl e. com

Thi s node's host nane: | SE30-1ek LB:null request Server Name:sponsor30. exanpl e.com
2020-09-16 10:44:11, 182 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]
cpm sanm . framewor k. i npl . SAMLFacadel npl This node is the initiator
this node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:11, 184 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]
org. opensani . xm . par se. Basi cPar ser Pool Setting Docurent Bui |l der Factory attribute
"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- pr ocessi ng'

2020-09-16 10:44:11, 187 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

org. opensani . xm . par se. Basi cPar ser Pool Setting Docurent Bui |l der Factory attribute
"http://apache. org/ xm / f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

opensanm . ws. message. decoder . BaseMessageDecoder -::::- Beginning to decode nessage from i nbound
transport of type: org.opensam .ws.transport. http. Htt pServl et Request Adapt er

2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec- 8] []

opensanm . sanl 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::- Decoded SAM. relay state of:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal- 9477- 4746- 8e40-

e43d20c9f 429_SEM port al Sessi onl d_EQUALS8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::- Cetting Base64 encoded nessage from
request

(sponsor 30. exanpl e. com

2020-09-16 10:44:11, 191 DEBUG [ https-j sse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09-16 10:44:11, 193 DEBUG [ https-j sse-ni o-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09-16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

Security-based Signaturel npl el ement

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

al gorithms, and HVAC output length to Signature

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-j sse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-j sse-nio-10. 48.
opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::

2020-09-16 10:44:11, 197 DEBUG [ https-jsse-nio-10.48

opensanm . sam 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::

instant from status response
2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10. 48

opensanm . ws. message. decoder . BaseMessageDecoder -::::

this nessage context, no security policy eval uation
2020-09- 16 10:44:11, 199 DEBUG [ https-jsse-nio-10. 48

opensanm . ws. message. decoder . BaseMessageDecoder -::::

23. 86- 8445- exec- 8] []
Par si ng message streaminto DOM docunent
23. 86- 8445- exec- 8] []

Unmar shal | i ng nessage DOM
23. 86- 8445- exec- 8] []
Starting to unmarshall

Apache XM.-

23. 86- 8445- exec- 8] []

Constructing Apache XM.Si gnat ure object
23. 86- 8445- exec- 8] []

- Addi ng canoni calization and si gning

23. 86- 8445- exec- 8] []
- Adding Keylnfo to Signature
23. 86- 8445- exec- 8] []

Message succesfully unmarshal | ed
23. 86- 8445- exec- 8] []
Decoded SAM. nessage

. 23. 86- 8445- exec- 8] []
Extracting |ID,

i ssuer and issue

. 23. 86- 8445- exec- 8] []

No security policy resolver attached to
attenpt ed

. 23. 86- 8445- exec- 8] []

Successful | y decoded nessage.



2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Checki ng SAML nessage i ntended
destination endpoi nt against receiver endpoint

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Intended nmessage destination
endpoi nt :

https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Actual nessage receiver endpoint:
https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

SAML decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on] vs.

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on]

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

SAML nessage intended destination endpoint matched recipi ent endpoi nt

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response

st at usCode: ur n: oasi s: names: t c: SAM.: 2. 0: st at us: Success

3B (WS ) oERE3h.

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clainms/tenantid

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas. m crosoft.comidentity/clains/tenantid> add val ue=<64ace648- 115d- 4ad9-
a3bf - 76601b0f 8d5c>

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/tenanti d> val ue=<64ace648-115d-4ad9- a3bf -
76601b0f 8d5c>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clains/objectidentifier

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.nicrosoft.confidentity/clains/objectidentifier> add val ue=<50ba7e39-
e7f b- 4cbl- 8256- 0537e8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/objectidentifier> value=<50ba7e39-e7fb-
4cbhl- 8256- 0537e€8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft. comidentity/clains/displaynane

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.n crosoft.comidentity/clains/displaynane> add val ue=<Alice>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object

attribute<http://schemas. m crosoft.comidentity/clains/displayname> val ue=<Alice>

4. W 2|48 8 1 1B 1 1626 733b-eb37-4cf2-b2a6-c2895fd5f4d3 , XH Wi,

2020-09- 16 10:44: 11, 200 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]



cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/cl ai ns/ groups

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schemas. n crosoft.com ws/2008/06/identity/clains/groups> add val ue=<f 626733b-
eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schenas. nm crosoft.com ws/ 2008/ 06/identity/clainms/groups> val ue=<f 626733b-eb37- 4cf 2- b2a6-
€2895f d5f 4d3>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.comidentity/claims/identityprovider

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenmas. nm crosoft.comidentity/clains/identityprovider> add

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. m crosoft.confidentity/clains/identityprovider>

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com cl ai ms/ aut hnret hodsr ef er ences

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenas. n crosoft.coniclains/authnnet hodsref erences> add

val ue=<http://schenmas. nm crosoft.com ws/ 2008/ 06/i dentity/aut henticationmet hod/ passwor d>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. m crosoft. coni cl ai ns/ aut hnnmet hodsr ef er ences>

val ue=<http://schemas. nm crosoft.com ws/ 2008/ 06/i dentity/aut henticationmet hod/ password>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai s/ name

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nane> add

val ue=<al i ce@kor neycci sco. onni crosoft. conmr

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. xnm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ name>

val ue=<al i ce@kor neycci sco. onni crosoft. conmr

2020-09- 16 10:44:11, 200 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUt il s:: get User NameFr omAsserti on:
ldentityAttribute is set to Subject Name

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Ut il s::getUser NameFr omAssertion: usernane

val ue from Subj ect is=[alice@korneyccisco.onni crosoft.conj

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUt il s::getUser NanmeFromAssertion: usernane set
to=[al i ce@kor neycci sco. onm crosoft. conj

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: Found val ue for 'usernang'
attribute assertion: alice@korneyccisco.onm crosoft.com

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttri butesParser:readDi ct]
2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framework. cfg. ldentityProviderMgr -::::- getDict: Azure_SAML

2020- 09- 16 10:44: 11, 200 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]



cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:readDict]: read Dict
attri but e=<Ext er nal G oups>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.n crosoft.comidentity/claims/displaynane> NOT configured in IdP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLAt tri butesParser -::::- [cacheGoupAttr] Adding to cache

Ext er nal Group val ues=<f 626733b- eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.conmidentity/claims/tenantid> NOT configured in |IdP

di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/clains/identityprovider> NOT configured in |dP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/clains/objectidentifier> NOT configured in |dP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai ms/ name> NOT configured in IdP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas. m crosoft.com cl ai ms/ aut hnret hodsr ef erences> NOT configured in IdP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::- [storeAttributesSessi onData]

i dSt or e=<Azur e_SAM_> user Nane=al i ce@kor neycci sco. onm crosoft. cons

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:getEmail] The emai
attribute not configured on IdP

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: emmil attribute val ue
2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT



configured for: Azure_SAM.

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Utils::isOracle() - checking whether |DP URL
indicates that its OAM

IDP URL: https://login.mcrosoftonline.con 64ace648-115d-4ad9- a3bf-76601b0f 8d5c/ sanm 2

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAM_LFacadel npl -::::- SPProviderld for Azure_SAM is:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- ResponseVal i dati onCont ext:

IdP URI: https://sts.w ndows. net/64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/

SP URI: http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

Assertion Consuner URL: https://sponsor30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on
Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal-9477-4746-
8e40- e43d20c9f 429 _SEM port al Sessi onl d_EQUALS8f a19bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSOQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- no signature in response

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- Validating signature of assertion
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureVal idator -::::- Determine the signing certificate
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature to SAM. standard

with cert: CN=M crosoft Azure Federated SSO Certificate
serial : 112959638548824708724869525057157788132
2020-09-16 10:44: 11,202 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec- 8] []

org.opensanl . security. SAMLSi gnatureProfileValidator -::::- Saw Envel oped signature transform
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org. opensanl . security. SAMLSi gnatureProfileValidator -::::- Saw Excl usive Cl4N signature
transform

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat or s. BaseSi gnatureValidator -::::- Validate signature againsta signing

certificate

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Attenpting to validate signature using key
fromsupplied credenti al

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensanm . xm . si gnature. SignatureValidator -::::- Creating XMSi gnature object
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []
org.opensanm . xm . si gnature. SignatureValidator -::::- Validating signature with signature

algorithm URI: http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Validation credential key algorithm'RSA",
key instance class 'sun.security.rsa. RSAPublicKeyl mpl'

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Signature validated with key from supplied
credenti al

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- Assertion signature validated

succesful l'y
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Assertion issuer succesfully validated
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dators. AssertionValidator -::::- Authentication statenments succesfully
val i dat ed

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Subject succesfully validated



2020-09- 16 10: 44: 11, 204 DEBUG [ htt ps-|j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]

cpm sam . framewor k. val i dators. AssertionValidator -::::- Conditions succesfully validated
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for

al i ce@korneycci sco. onmi crosoft.com
2020-09-16 10:44: 11,204 DEBUG [ https-jsse-ni 0-10.48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: found signature on the assertion
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Retrieve [CN=M crosoft Azure Federated SSO

Certificate] as signing certificates

2020-09-16 10:44:11, 204 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: | oginlnfo: SAM_Logi nl nf o:

name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-
8bed- 6dd2f dd46800, tine diff=26329

2020-09-16 10:44:11, 292 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - Session:null |DPResponse:
I1dP I D: Azure_SAML

Subj ect: alice@korneyccisco.onm crosoft.com

SAML St atus Code: urn:oasis: nanmes:tc: SAM.: 2. 0: st at us: Success

SAML Success:true

SAML St atus Message: nul |

SAML emai | :

SAML Exception: null UserRol e : SPONSOR

2020-09-16 10:44: 11,292 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - about to call

aut henti cat eSAM_User nessageCode: nul | subj ect: al i ce@korneycci sco. onmi crosoft.com

2020-09-16 10:44:11,306 | NFO [RM TCP Connecti on(346358)-127.0.0.1][]

api .services.server.role.Rolelnpl -::::- Fetched Role Information based on Rol el D: 6dd3b090-
8bf f-11e6- 996¢- 525400048521

2020-09-16 10:44:11, 320 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::- [ SAMLSessi onDat aCache: get G oupsOnSessi on]
i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci sco. onni crosoft. conms

2020-09-16 10:44:11, 320 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

ci sco. cpm sam . framewor k. SAM_Sessi onDat aCache -::::- [getAttributeOnSession]

i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci sco. onni crosoft. conm>

attri but eName=<Azur e_SAM.. Ext er nal G oups>

5 AFEBNMESHRIELERT , UEPortal TAEA , SAMLE G RIEEE.

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - added user groups from
SAM. response to AuthenticationResult, all retrieved groups:[f626733b-eb37-4cf2-b2a6-

€2895f d5f 4d3]

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- Authenticate SAML User - result:PASSED

6.Bft A EMH. ESAMLIE R AU ELogOut
URL;https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action.

2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com -
SAMLUti | s::isOracle() - checking whether IDP URL indicates that its OAM | DP URL:
https://1ogin.mcrosoftonline.com 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2
2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onnicrosoft.com- getlLogout Met hod
- met hod: REDI RECT_METHOD _LOGOUT

2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com -
get Si gnLogout Request - nul |

2020-09- 16 10:44:51, 463 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

bui | dLgout Request - | ogi nl nf o: SAM_LLogi nl nf o: name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-
8bed- 6dd2f dd46800, tine diff=26329

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU i | s: :isLoadBal ancer Configured() - LB NOT configured for: Azure_SAM.

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU il s::isOracle() - checking whether IDP URL indicates that its OAM |DP URL:
https://1ogin.mcrosoftonline.con 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com- SPProviderld
for Azure_SAM. is: http://Ci scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - spProviderld: http://C scol SE/ bd48clal-9477- 4746- 8e40- e43d20c9f 429
2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - | ogout URL: https://l ogin. m crosoftonline.com 64ace648-115d-4ad9- a3bf -
76601b0f 8d5¢c/ sam 2

2020-09-16 10:44:53, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f a19bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Is redirect requiered:

I nitiatorPSN: sponsor 30. exanpl e. com Thi s node's host nane: | SE30- 1ek LB: null request Server

Name: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 248 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- This node is the initiator (sponsor30.exanple.com
this node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info:8fal9bf2-
9f a6- 4892- b082- 5cdabf b5daal

2020-09-16 10:44:53, 250 DEBUG [ https-jsse-ni 0-10.48. 23. 86- 8445- exec-4][]

org. opensan . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- pr ocessi ng'

2020-09-16 10:44:53, 251 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

org. opensan . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://apache. org/ xm /f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-ni 0-10.48. 23. 86- 8445- exec-4][]

opensam . ws. message. decoder . BaseMessageDecoder -::::- Beginning to decode nessage from i nbound
transport of type: org.opensam .ws.transport. http. Htt pServl et Request Adapt er

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

opensam . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Decoded Rel ayState: _bd48clal-
9477- 4746- 8e40- e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

opensam . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Base64 decodi ng and inflating
SAML nessage

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanl . ws. message. decoder . BaseMessageDecoder -::::- Parsing nmessage streaminto DOM docunent
2020-09-16 10:44:53, 256 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]



opensanm . ws. message. decoder . BaseMessageDecoder -::::-

Unmar shal | i ng nessage DOM

2020- 09- 16 10: 44: 53, 256 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensan . ws. message. decoder . BaseMessageDecoder -::::-

Message succesfully unmarshal | ed

2020- 09- 16 10: 44: 53, 256 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensanm . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::-

Decoded SAML nessage

2020- 09- 16 10: 44: 53, 256 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensanm . saml 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::-

instant from status response

Extracting I D, issuer and issue

2020- 09- 16 10: 44: 53, 257 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensan . ws. message. decoder . BaseMessageDecoder -::::-
no security policy evaluation attenpted

t hi s nessage context,

No security policy resolver attached to

2020- 09- 16 10: 44: 53, 257 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensan . ws. message. decoder . BaseMessageDecoder -::::-

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

destination endpoi nt agai nst receiver endpoi
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-
htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

endpoi nt :
2020- 09- 16 10: 44:53, 257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

Successful | y decoded nessage.

0- 10. 48. 23. 86- 8445- exec-4] []

Checki ng SAML nessage i nt ended
nt

0- 10. 48. 23. 86- 8445- exec-4] []

I nt ended nmessage destination

0- 10. 48. 23. 86- 8445- exec-4] []
Actual message receiver endpoint:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

2020- 09- 16 10: 44:53, 257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on] vs.
[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on]

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

endpoi nt mat ched reci pi ent endpoi nt
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
SAML nessage intended destination

0- 10. 48. 23. 86- 8445- exec- 4] []
- SAML Response:

st at usCode: urn: oasi s: nanmes: tc: SAM.: 2. 0: st at us: Success

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

8e40- e43d20c9f 429
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML HTTPRequest - Portal |D:bd48clal-9477-4746-
0- 10. 48. 23. 86- 8445- exec-4] []

- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

9f a6- 4892- b082- 5cdabf b5daal
2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML HTTPRequest - Portal Session info: 8fal9bf2-
0- 10. 48. 23. 86- 8445- exec-4] []

- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

i s: sponsor 30. exanpl e. com
2020- 09- 16 10: 44: 53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

configured for: Azure_SAM.
2020- 09- 16 10: 44: 53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::
IDP URL: https://login.mcrosoftonline.com 64ace648-115d-4ad9- a3bf -

indicates that its CAM
76601b0f 8d5c/ sanl 2
2020- 09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0-10. 48. 23. 86- 8445- exec- 4] []
- SAML flow initiator PSN s Host nane

0- 10. 48. 23. 86- 8445- exec- 4] [ ]

- SAMLUtil s::isLoadBal ancer Configured() - LB NOT
0- 10. 48. 23. 86- 8445- exec-4] []
- SAML.Utils::isOracle() - checking whether 1DP URL

0- 10. 48. 23. 86- 8445- exec-4] []
- SPProviderld for Azure_SAM i s:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::
https://sts.w ndows. net/ 64ace648-115d- 4ad9- a3bf - 76601b0f 8d5c/
http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

I dP URI:
SP URI:

0- 10. 48. 23. 86- 8445- exec-4] []
- ResponseVal i dati onCont ext :



Assertion Consuner URL:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-
5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureVal i dator -::::- Logout Response signature validated
succesful l'y

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- This is Logout Response (only
REDI RECT i s supported) no signature is on assertion, continue

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response
2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10: 44:53, 259 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for null
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