FEFARADIUSHITIRREE , ARSI
H %

B2 Access-Acceptfil & X
B2 Access-Rejectfii &

REFR

RE ASR

Ciscox I0S®#HCisco I0S® XE
BlueCoat¥ i@ # /28
BlueCoat{t{3# AV/SG
Brocade X1

Infoblox

B RIFirepowerE I /i

Nexus3Z# 4]

BE O M R EE 2R (DCNM)
ZMRE

&g

AN AR BN AERR = mBLEMAAAIRS R ( fCisco ISE ) WK EMHENES.

:HSE1§ é
~ | /G~

BERMEBN=RBLENSFHRIE, BRXAEKAAA)RSHFEZEWELEES. EXHBERT , BF
g2 BARHUSE , H BISELIR[EIXLEE LA K Access- Acceptﬂfjj&*XEE%I#F(RADIUS)E’J B

ANEREEEXDMANBENEEERNBEEX N2 THE | £ RZFIRMETZIHEMN
AAARRS 2R EIRRADIUSE . FrEXB&H I E R~

ANHEPREVEEIIRETFR , B FERNEMY , AJLRENER , TEEHRARE,

MEEZWIRZETEBEBEITACACSHMYEN , BMREMEIZZFZIFTACACS+HISERFIX
ZEBFAIE , AT LUBIRADIUSUA R M &% % X FRADIUSIEZEE RS, BEEERZIFXA
i , HFEBRAPRESE BB , ERTACACS+ABELLEER , KA EEEGSENMG
SickEIhEE,



TR
=R

BEREWETHIUTAR

- BBRHSEENFTRIZEM S ERAIRADIUSARSS 25
« Radiusti By T4E7RTE- RFC2865

ERREHF

AXHEPNEERETENE DRSS 5IZ(ISE) 3.xMISERN ESRA

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMBLTEIRS , FERRETRAERSHIBERRE,

[

SR1GBENEREEREM(VSA)

AASMINE I ZZMEE  FETLREERNES MRS, SMARATUERSNAE
BENREEXHTEANEN. BF  SIEMEBELASBERMERZNATURENHRZEETE
Ae, B8 , ZBEMTATENSRE LRITTIERESIHTTIEAEE.

ISEMf T A D BBNERELNEE. WRENERFIL , ACRERINEREMNEE, ¥ T
REMZRE , BRERAEER , AR NEMTRRERITER , EXMIBERT , BHEH
M 4518 & L R A [B) 77 R S 2L B M R EC B ISE

79 #A 18 i3 Radius Access-Accept XK IZHIBMEE LT -

1. S EI K BE>Policy st &>17 B8>System > Radius > Radiusfft 8 & >Add.
2. RV AFHREFRHMEREID,

3. B RFMRadiusiNE , RAESMEIFHEM.

4. BRAIHEEXR D K/ NENBMEH. BIERE, FEMID.

5. RIFE M,

6. MRER@E—HFARMSNEN , FER—THELANEME%.
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= Cisco ISE ( Policy - Policy Elements]

Dictionaries Conditions Results

I

Dictionaries H H H
System Dictionaries
Eel
=)
> 9 user Name ~  Description

ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY _PROBE Profiler ACTIVEDIRECTORY_PROBE dictionary
APIC Dictionary for APIC
copP Profiler COP dictionary

= Cisco ISE Paolicy - Policy Elements

Dictionaries Conditions Results

I

Dictionaries

el

=
=

> L PassivelD
» LU Posture
> LU PROFILER

> W IETF

( ~ [ RADIUS Vendors

> L Airespace
» L Alcatel-Lucent

> L Aruba

' RADIUS Vendors

©

@ Name ~  Vendor ID Description

() Alrespace 14179 Dictionary for Vendor Airespace

) Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
Aruba 14823 Dictionary for Vendor Aruba

O Brocade 1588 Dictionary for Vendor Brocade
Cisco 9 Dictionary for Vendor Cisco

;: Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM

1] Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000




= Cisco ISE

Dictionaries Conditions Results
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [* Dictionary Name Packeteer ]
= & Description Disctionary for BlueCoat Packet Shaper
~ 3 Radius [‘ Vendor ID 2334 I
> L IETF

> L Airespace

~ [ RADIUS Vendors

> L Alcatel-Lucent

Policy - Policy Elements

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1

> L Aruba

> L Brocade
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results

Dictionaries
a

=
~ [J RADIUS Vendors
> L Airespace
> L Alcatel-Lucent
> L Aruba
> b Brocade
» L Cisco
> L Cisco-BBSM
» L Cisco-VPN3000
> LW H3C
> W HP
> L Juniper
> L Microsoft
» L Motorola-Symbol

L4 Packeteer

> L Ruckus

Dictionaries = ... > RADIUS Vendars > Packeteer

Dictionary [ Dictionary Attributes ]

Dictionary Attributes

O Name ~ MNumber Type

Direction

Description

Mo data available

Predefi...




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Dictionaries

RADIUS Vendors

id Alrespace

L Alcatel=Lucent

id Aruba ~ Emable MAC option
* Dats Two STRING b

id Brocade

iJ Cisco ouT W

i Cisco-BBSM
ol i (0-258)

L Cisco-VPN3000
L H3C
id HP

e [ m

i Microsof

N EE  HEFEREESERFMS AL, MRERE T EAIETFELHRADIUSE M
(EFETISEL ) , M BABEE e B IR,

B pIEMRREWENH
tE D FRBHIMEN, NERBFEEXHETIOBEARMINMNERZHRE | A HEGIEELM
BREEX M, Sradiusil#—4 | ISEEE— LA UEANTME L EEX 4. WRAEFE , AN
DR IR BB E XA
LUT BRI KRB E XA S IR

1. SIEIEE >R 457 R > M &g & B B XX AF> 50,

2. IEE B IHEFRADIUSFIR RV AE.

3. #£RADIUS Dictionaries & , & £ — &4 H @ /Y17 82,

4. MBEANERRENRZCET ZSMAEH | WA SERADIUSTE 8 T F A IX L7 #,

5. RFE & X fF,



= Cisco ISE [ Administration - Network Resources ]

Network Devices Network Device Groups [ Network Device Profiles J External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Device Profiles

L Add ok, Import vl Cisco Communities Import
D Name - Description Vendor Source
O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
[_J ArubaWiraless Profile for Aruba wireless network access devices Aruba Cisco Provided
D BrocadeWired Profile for Brocade switches Brocade Cisco Provided
a 2% Cisco Generic profile for Cisco network access devices Cisco Cisco Provided
= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Metwork Device Profile List > New Network Device Profile

Network Device Profiles ‘—
Cancel
* Name Packeteer

Device Profile for Packeteer
Description

lcon | Change icon...

Vendor  Other

Supported Protocols

( RADIUS j
TACACS+ O
TrustSec O

[ RADIUS Dictionaries ~ Packeteer ><]

F=F  EISELRMMBZIRE

REEEMENMZRZLABEMNSRE EEXNBH-EHNBISEF, EMKXRZ L, £
LR EARISER A RADIUS AAARRS 28

BT REISELRMRZNDSIR :
1. SMEEE> M 4 5R>M KR EZ>R 0.
2. REBHMIPHLL,

3. AN THFIRPIAFRBEEX M , FEAN E—THhELNEEX . NRKRGEEEX



4, AT BAfE A BRIA B R
4. K ERadiusEHREIFRE.

5. HARERHARERZ

= Cisco ISE [ Administration - Network Resources]

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Devices

Network Devices

Default Device

Device Security Settings
ol Import y Export v @ Delete
'l Name -~ IP/Mask Profile Name Location Type Description

:] SPRT 172.18.228... &% Cisco (5) All Locations All Davice Types

:| posturelinux 10.106.36.9.. 2% Cisco (3) All Locations All Device Types




Administration - Network Resources

= Cisco ISE

Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices List > New Network Device

MNetwork Devices

Name BlueCoat_PS
Description
[ % IPAddress .t IP: 10.10.10.10 a2 & ]
[ Device Profile (] Packeteer v @ ]
Madel Name N
'

Software Varsion

Network Device Group

All Device Types ~  Set To Default

Device Type
IPSEC Is IPSEC Device ~ Set To Default
Location All Locations ~ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings

RADIUS

Protocol
Sh ow]

[Shared Secret [ETTrrprres

NAC Man




= Cisco ISE
Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Metwaork Devices List » New Network Device

Network Devices

Mame CiscoSwitch1

Description

Network Device Profiles

External RADIUS Servers

[ it IP Address . *IP:

10.20.20.20 I 32 ﬁ]

Device Profile % Cisco
Model Name

Software Version

Network Device Group

Location All Locations
IPSEC Is IPSEC Device
Device Type All Device Types

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

<

Administration - Network Resources

RADIUS Server Sequences

Set To Default

s Set To Default

~ Set To Default

[ Shared Secret

Show}

NAC Man

BT SIRRNEE XX

MISEHEXH &

it

= = |

HEMFIRFHENEMEM.

UTREERNEEXHFNIIR

1. S E K #E>Policy T & >4 R>BH>RNE B X

2. f£Standard Authorization Profiles  , B & Add,

RENHREZ R RELERNEEXFPEL . BN RNE B CAHFE



= Cisco ISE [ Palicy - Policy Elementsj
Dictionaries Conditions

Aueesten ’ Standard Authorization Profiles

v

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
(Autharizatiun Prufiles)

Downloadable ACLs [ + Add

Name

O Profile

Profiling ?

O Bidirectional_posture_profile #k Cisco (1)
Posture >

O Blackhole_Wireless_Access d Cisco (7)
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O

AT LA b0 B9 B B 344 35 B R Access-AcceptHllAccess-Rejects

#8122 Access-AcceptBi & X4

IEEXHATUEMERXBEMERE. MEEXHARNEZES MRS, SRUT :

1. BREE—NESENE , RAE1EZEAccess TypetE I Access-Accept.

2. ABREXNET 2 —PRIBMBRBFEEN M, MBKRCEZEENXH , MATAERARINBR

3. EEARRBEMEEX MG , LK WH < REIEE L,

4. f£Advanced Attributes Settings T , 3%£$% 17 B F15& A M8 M (LHS).

5. N\THIIRFABHSEERHS) (MMETA ) RBATHE.

6. MRENB—ERN—HIERESNEY , BRE+BEFAEESIRINS,

NISEFMH R IENBNE R/AE/RN O E SN ENE E X,

N T EMEAEE TR TRIIA H AR .




= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Name BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT i

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
I
Authorization Profiles » New Authorization Profile
Authentication ?

Authorization Profile

Authorization e

Authorization Profiles [ Hame Cisco_Switches J

Downloadable ACLs

Description Acis 1o Clicn switihés
Profiling 2
Posture ? * Access Type
ACCESS_ACCEPT v

Cliant Provisioning >

Metwork Device Profile 3% Cisco v

Service Template O

Track Movement oo
Agentless Posture OaG
Passive Identity Tracking [ (.

> Common Tasks

~ Advanced Attributes Settings

[:: Cisco:cisco-av-pair e : shell:priv-lvl=15 R J

~ Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = shell:priv-v=15

B2 Access-Rejectlit B 3 4

EREXHATRAELEREENER , BENAUATRENAEEM. XA TFAKiERadius Access-
RejectBiiza, BR4MIEREAccess-Reject N 2Access-AcceptfERNHHE RN LTI | XLEL R
RETE,

BRT : QIERKE
ISELMREEMN LRI THTIIME , F—NHAERBEFRHARENEBEATISENMEZREZ KE



FIRADIUSTH B ERBIESHEAN, BRBUNEMHXENRERE— M-, TEHAFS
DRIENBERAREREE TGS, MRISEEBINBESHIR , ATHTRICEEE,

HANRMEQRITENT ¢
1. SRR RG> RAEE> +,
2. E@&New Policy Set 1,
3. FRMHRENN T RZEME—,
4. EBFFPolicy Set.

5. BFfAuthentication Policy Ai& E H G RIEMN ., AFRIAIAFLTRESHRES , ISEF
BREXEFIIRERF,

6. FORWIERMELERRE, AT A LURF R,

7. BJFAuthorization Policy J A PRI & M. Hlin , REFEADARISENIBHHH, R
AN,

8. LM T RIFI R PIEERNANB SR,

9. NANEXIFHFRIREN TR G SN RN,

Paolicy - Policy Sets

I}
a
@

Policy Sets




= Cisco ISE

@ Packet Shaper

s Authentication Palicy (1)

(¥) Status  Rule Name Conditions

Q

Policy - Policy Sets

2 DEVICE Network Device Profile EQUALS Packeteer

e Any aulhantication condition =] [BE“'ICE Notwork Davice Profile EQUALS Packateer 1

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

“ Autharization Palicy (1)

@ Status  Rule Name Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

BlueCoat_PS_ReadWri...

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

Selact from list

DenyAccess Select from list
= Cisco ISE Palicy - Policy Sets A Ussnssaming  Q (@ 53 @
Policy Sets Reset Policyset Hitcounts |
() Status  Policy Sat Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
Q
(=

[-] Cisco Switchas

[ B DEVICE-Network Device Profile EQUALS :-ﬂ.n]

Dafault Network Access| <@ o @ »




= Cisco ISE Policy - Paolicy Sets

Authentication Palicy (2)

Status  Rule Name Conditions Use

Autharization Policy - Local Exceptions
Authorization Policy - Global Exceptions

Authorization Policy (1)

Status  Rule Name Conditions Profiles Security Groups

a Default DenyAccess Select from list

REYIR

BERadiusXIFIRZEEVEMRZFEMALUMNZISE , RAFN L —THRINAESRET L&

B, it , AXEIE T EALSS RUNEEEANRE. AXETRENEENEIRET
R, WA EANEMN , TUBNER , THREERANE, FERHNEMNEMERESE , #
ITHRAILE,

RERSHHBR(ASR)
TEALAELEIMNFERMVSA , RAEFEAISELEFENERAVI,
& 1% : cisco-av-pair

{& : shell : tasks="#<role-name> , <permission> : <process>"

B : F<role-name>HERENEHF LA MMENNACHEN. ACREXREHTLLARKHER
, E ffrole#rootisfy FHITRER , role#leaferMinEMan S, MR : shell : tasks="#root , #leaf" , X
ANAGIUAESHE—EHEE,

BRAET A IZENHEEER , LERTFAFPNBEHEN R, EANBTNR, flm, ERTH
FPXBGP#HEMIEEMNR , BIFZEIRE RN : shell : tasks="#root , rw : bgp". BHEMNIRFHAE
E . FEERIRE Ntoshell : tasks="#root , rw : bgp"i& =toshell : tasks="rw : bgp , #root" , &£ &
MEHERN.

TR - ORI AN N B R AR EL B A



WEKA | RADIUSEM B3R BEMHE
RADIUS-Cisco|Cisco-AV-pair|==&F & [shell : tasks="#root , #leaf , rwx : bgp , r : ospf"

CiscoX##.I0S®FCisco IOS® XE

TENHOEL N FHMVSA , EREEAISELEFENRADIUSE %,
B 1% : cisco-av-pair
{& : shell : priv-lvl=<level>

% F<levePHERENBRENNRYE. BF  WREE15, WRTFEE ; MIRRE7 , WX

AR,

TR - ORI AN N B R AR EL B A

LR |RADIUSEM BHEER & tE
RADIUS-Cisco|Cisco-AV-pair| ZfF &  [shell : priv-lvI=15

BlueCoat#iE 2 E .85

J& 1 : Packeter-AVPair

{& : access=<level>

Usage : <level>2 R FHIHRINRE S, TouchiFRIEXRTFIRE |, Mlookis HEMTF Rik,
ER THMECIRFEE ( MAMAEFRR )

« A : Packeter
- ERIFEID : 2334
- HNEEKEFERARD 1
c HNBERBFERD 1

WMABMENFREER

« B : Packeter-AVPair
- %EA : ATEEHRBERA
- HNEEMID : 1
« FMmE :OouUT
- AFZA : False
. JLIHT\IE ARk
BMERE . FRE

A CREERMERNEEXH (ATREEHA ).
GEE 3 RADIUSEH BHRE| EHE




RADIUSITBREF |BIEEAVPair| 2 £ |access=look

R REERMMERREEXH (ATRERHE )

1) BRSE A RADIUSE# |[B4XE EBEME
RADIUST AR F BB SAVPair|Z8 £ |access=touch

BlueCoatft X R85 (AV/SG)

B : Blue-Coat-Authorization
B : <level>

Usage : <level>Z2&R FHIAFRNBRE S, ORAELHM , 1RTRAXFGR , 2R T7EEHF, Blue-
Coat-Authorization/& £ A 5 17 B R B & 1.

EA T HERIRFESE (WAIERR) -

« B % : BlueCoat

o RFEID : 14501

- HNEHEKEFERARD 1
o HNEERBFERKD A1

WABMENFAES

- B1% : Blue-Coat-Group

- HREEMID : 1

- FE:AE

- RS : False

- RFRRIE  RiEH

- BHRE  TRFSEH32 (UINT32)

MASE-NEHENFAREER

« B : Blue-Coat-Authorization

- HER . ATEERRRA

- HNPEEMID: 2

- FmE ;A&

- RAFZA : False

o REFRIC . Rk

- BMRE  TASEH32 (UINT32)

R REERMERREEXH (RTEBRXR ) -

GEES RADIUSIE t*|[E 1R B B 1B
RADIUS-BlueCoat[Blue-Coat4d [UINT32 |0




A CREMERMERREEXY (ATREEHA )

e il RADIUSE B KB |EHE
RADIUS-BlueCoat|Blue-Coat4l {UINT32 |1

R REERMNERREEXH (ATRERR )

i RADIUSEM|EMHXE|EHE
RADIUS-BlueCoat|Blue-Coat4l |UINT32 |2

Brocade X #24l

RN R B FEMVSA , RN EEMISELEFERNRADIUSE 4.
B 1% : Tunnel-Private-Group-ID

{8 : U: <VLAN1>; T : <VLAN2>

3% F<VLANT>EE W EIEVLANRIE, F<VLAN2>E B NIEZVLANWE, E&FF  HiE
VLANEVLAN 10 , iEEZVLANZVLAN 21,

R R AR RN B A

) B A RADIUSE % R3] BHE
RADIUS-IETF|Tunnel-Private-Group-ID#R 12 = &FEU : 10 ; T : 21

Infoblox

& : Infoblox-Group-Info
{& : <group-name>

Usage : <group-name>2 EER FHAFHNRAAN B, HMEInfobloxiZ® EEEILAE, 1EiL
EETRHIF , HEFIMyGroup,

ER THEIRFEE ( MARNERR)

« B%: : Infoblox

o HEFEID ;7779

- HNEEKEFERAND 1
« HNBEERBFEKRD 1

MABMNEAEER

« B : Infoblox-Group-Info
- HRIREMID : 009

« A : OUT

- AFZ/ : False

« RVHRIE | REHF



- BMRE  FHEH
R RN E RN B A

iyl RADIUSIE 1% EReEFid) BHE
RADIUS-Infoblox|Infoblox-Group-Info | Z%&F & EH4A

B RlFirepowerE & ALy

TEAIGIERINFFHMVSA , AN EHEAISELEFHENRADIUSE 1,
B : cisco-av-pair

{& : Class-[25]=<role>

R F<role>WERENFMCEAME YN ABER, EFMCLEIES M AG (HIHNEEAMR
BAF) , AREIEALISELERFMCEKNES.

R R RN B RN B A

WEER | RADIUSE M B3R EHE
RADIUS-Cisco|Cisco-AV-pair|F=#f& |Class-[25]=NetAdmins

Nexus3Z il

TENLBESMAFHEFVSA , RAEFEAISELEFENRADIUSE M.,
&M : cisco-av-pair
{& : shell : roles="<role1> <role2>"

RIE : F<role1>M<role2>MEREN M LA ELNBEER, tIEZS I ACH , BEAZE
KEFIRZEAR, S NMABMAAARS BREEINexusIRHLE , SRER - AR BARE
ENABREENNGT.

NE A BELE M. ik~ FIRBACHHITE Yo
TR - ORI AN N B R AR EL B A

FEER | RADIUSE B MR J& 4B
RADIUS-Cisco|Cisco-AV-pair|== &8 [shell : A& ="network-admin vdc-admin vdc-operator"

Fo4k 515 PR 12 41 88 (WL C)
FEN MR FHAVSA | BN EHEMAISEL EFENRADIUSE .


/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html

B REERE
& : EE(6) / NASIER(7)

B ERFAPXNTL BEMEH2F(WLC)W /B 15 RIXER |, B4 8 Administrative ; XFF R ik
THRABR |, BEAHNAS-Prompt,

BXRFAER , BZHEATELEE

R REERMMEIRREEX S (ATREERE )

HEEA RADIUSEM|IEMERE| BHE
RADIUS-IETF|BRE 3 8 &S NASIE R

A CRBEERMERNEEXY (ATREEHA )

HERA | RADIUSEM|EMHRE EMEE
RADIUS-IETF|fRSZEE ES =g

AR O M EEEZF(DCNM)

EREHRIESERG , UANEFHEHDCNM, BN, EA S EMNBRIERANRMIEMBEEER,
TEAIAIEEIHFHAMVSA , AN EHEAISELEFENRADIUSE 4,

&M : cisco-av-pair

{& : shell : roles=<role>

DCNMA & RADIUS Cisco-AV-Pair

AR shell : &&= "network-operator"
EER N A= "network-admin"
RN

Bt ACLEHBRIFL 5
{& : ACL-Auth-Level =“<integer>"

Usage : <integer>2 ER FHIHEMNESR S|, ACL-Auth-LevelE & ( AP & WACL-Auth-
UserLevel ) 750 , ACL-Auth-Levell® 1418 ( B 57 & HACL-Auth-AdminLevel ) 73100 , ACL-
Auth-Levell ( £ B i & HACL-Auth-SecurityAdminLevel ) 5200, ATLABEEXLERZH , BY
EUEEENBRNEEXHFSRAVIHERS,

ERTEIRFEE ( MARNERR)

« &% : AudioCodes
- HRPEYRS : 5003


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html

- HEEKEFEREAD 1
- HRRRBEFERERND 1

WMABMERNFAES

- B : ACL-Auth-Level

- HEA . ATEERRRA
- HNEEMID : 35

« M@ : OUT

- RFZA : False

o RVFRIE : Rk

- BMERE . B

R CRBEMERMERNEEXS (HXAF) .

GEES RADIUSEM |BHRE EHE
RADIUSE SR BACLE HRIER A B |50

R REEAMEIRREEXH (N TEER ).

1) BRSE AU RADIUSEM [BMXE EHE
RADIUSE 5K IE|ACL B 510 iF 4 5l | B 3K 100

R CREERMERNEEYXHS (EATRLEER ).

GEES RADIUSEM |BHXRERHE
RADIUSESARBACLE HIRIERHI|ZE  |200
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