£ ISE EEESNER RADIUS ARSS 85
B =%

i
RREH
EXR
ERE
EE
REHE
FLEISE ( BlmARSS 28 )
B & A S RADIUS AR & 28
B HEBR
ZE1. — 5405 RADIUSERE

22 — 5400 6 1F %

&g

RIS RIEISE LFRADIUSERS 2R EL B N R E MR INARSS 2. MALERAFNISERS 2R , P —
MNREABERS R, B2, TAEREMAFESRFCARADIUSHRS 25,

TERFAF
=R

Cisco BB THUTER :

+ RADIUSTMY Y E A AR
« B4 AR5 51 % (ISE) K EEEL B 5 T AY % ll AR

ERREHRF

AP pEBEE T Cisco ISERRZN2.2F12.4,

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BRE. MRENMELTENRS , FERRETRAERSHIBERRE,

BliE
) 5



RADIUS Access-Request
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External RADIUS Servers List > ISE_BackEnd_Server
External RADIUS Server

“Name | ISE_BackEnd_Server

This will be used as an external ISE server
Description

B

*HostIP | 10.127.196.82 |

* Shared Secret | seses | [ Show

Enable KeyWrap [
* Key Encryption Key Show
* Message Authenticator Code Key Show
Kay Input Format = ASCI HEXADECIMAL

* Authentication Port | 1812 | (valid Range 1 to 65535)
* Accounting Port [ 1813 | (Valid Range 1 ta 85535)
* Server Timeout |5 ] Seconds (Valid Range 1 to 120)
* Connection Attempts | 3 | (valid Range 1 10 8)
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cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration + Work Centers

» System  » Identity Management =~ Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Metwork Devices  Metwork Device Groups  MNetwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MOM

RADIUS Server Sequences List > New RADIUS Server Sequence

RADIUS Server Sequence
Advanced Attribute Settings

*Name | External_RADIUS_Sequence

Sequence in which the external servers should be used.
Description

+ User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is received

Available * Selected

ISE_BackEnd_Server

<

Remote accounting

[[) Local accounting
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cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System » Identity Management = ~ Network Resources » Device Portal Management  pxGrid Services } Feed Service » Threat Centric NAC

» Network Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

RADIUS Server Sequences List > External_RADIUS_Sequence

RADIUS Server Sequence
General

v Advanced Settings

[] strip start of subject name up to the first occurrence of the separator

[ strip end of subject name from the last occurrence of the separator

» Modify Attribute in the request

[] Modify attributes in the request to the External RADIUS Server

i [ Add .| |select an item VG

» Continue to Authorization Policy

On Access-Accept, continue to Authorization Policy

+ Modify Attribute before access accept

[] Modify attributes before send an Access-Accept

Add : Select an item o=
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User-Name--[1]
NAS-IP-Address--[4]
NAS-Port--[5]
Service-Type--[6]
Framed-Protocol--[7]
Framed-IP-Address--[8]
Framed-IP-Netmask--[9]
Filter-ID--[11]
Framed-Compression--[13]
Login-IP-Host--[14]
Callback-Number--[19]
State--[24]
VendorSpecific--[26]
Called-Station-ID--[30]
Calling-Station-ID--[31]
NAS-Identifier--[32]



Login-LAT-Service--[34]
Login-LAT-Node--[35]
Login-LAT-Group--[36]
Event-Timestamp--[55]
Egress-VLANID--[56]
Ingress-Filters--[57]
Egress-VLAN-Name--[58]
User-Priority-Table--[59]
NAS-Port-Type--[61]
Port-Limit--[62]
Login-LAT-Port--[63]
Password-Retry--[75]
Connect-Info--[77]
NAS-Port-Id--[87]
Framed-Poo1--[88]
NAS-Filter-Rule--[92]
NAS-IPv6-Address--[95]
Framed-Interface-Id--[96]
Framed-IPv6-Prefix--[97]
Login-IPv6-Host--[98]
Error-Cause--[101]
Delegated-IPv6-Prefix--[123]
Framed-IPv6-Address--[168]
DNS-Server-IPv6-Address--[169]
Route-IPv6-Information--[170]
Delegated-IPv6-Prefix-Pool--[171]
Stateful-IPv6-Address-Pool--[172]
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Poiicy Sets | Profling  Postue  Clent Provisioning  # Policy Elements

Policy Sets = External_Auth_Palicy_Set

Status  Policy Set Name Description Canditiors Allowed Protocols | Server Sequence  Hits

@ Esternal_Auth_Polcy_Sel L DEVICE Device Type EQUALS All Device Types Extorrasl_RADIUS_Sequence = ~ | 4 ]

¥ Authenfication Policy (1)

» Authorization Pelicy - Local Exceplions
¥ Authorization Palicy - Global Excoptions
v Authorization Policy (1)

Results:
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Description | This will be Lsed as an |
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» Exceptions (0)
Standard
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Extsmal_Auth_Pobey_Sat

Overview
Event 5200 Authentication succeeded
Username testaccount
Endpoint Id

Endpoint Profile
Authentication Policy External_Auth_Policy Set
Authorization Policy External_Auth_Policy_Set

Authorization Result
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Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117  Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361  Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify atiributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101  RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
11002 Retumed RADIUS Access-Accept

4. 308 continue to Authorization Policy on Access-Accept IEIR |, 10 & 2 B TP RIKEE

.g.s.;g ' |dentity Services Engine

Overview
Event 5200 Authentication succeeded
Username testaccount
Endpoint Id
Endpoint Profile
Authentication Policy External_Auth_Policy_Set
Authorization Policy External_Auth_Policy_Set >> Default
Authorization Result PermitAccess




Steps

11001 Received RADIUS Access-Request

11017  RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117 Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355  Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101 RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
15036 Evaluating Authorization Policy

15016 Selected Authorization Profile - PermitAccess

22081 Max sessions policy passed

22080 Mew accounting session created in Session cache

11002 Returned RADIUS Access-Accept
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Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117 Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Palicy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11104 RADIUS-Client request timeout expired (E} Step latency=15011 ms)
11356 Failed to forward request to current remote RADIUS server

11353 Mo more external RADIUS servers; can't perform failover

REFEIHR  UEFERETERHERER , NISEMRSHEWEHES , BNREERERN,

1841 6.537919 «127 6.8 T RADIUS Access-Request(l) (id=1@, L=16%)
1718 11.542634 18.127. B8 19.127. . B2 287 RADIUS Access-Request(l) (id=18, Ll=1 » Duplicate Request
2430 16.547829 18.127.196. 68 19.127.196.82 287 RADIUS Access-Request(1) (id=18, 1=165), Duplicate Request

s MBLRE R stat forwarding request to remote RADIUS server % — 3 & Nomore external RADIUS servers; can't
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Steps

11001 Received RADIUS Access-Request

1017 RADIUS created a new session

11049 Settings of RADIUS default network device will be used
11117 Generated a new session 1D

15049 Evaluating Policy Group

15008  Evaluating Service Selection Policy

15048  Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11353 No more external RADIUS servers; can't perform failover
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o MRLBE /R RADIUS Client encountered error during processing flow PRIE R Failed to forward request to current remote
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° Eﬁﬂ"%)ﬂv? ) yuiﬂfgﬁfuﬁ\ 11368 Please review logs on the External RADIUS Server to determine the precise failure
reason , MR R F MR IEE/NEBRADIUSERSG A H £RM |, H B E RKiXAccess-Reject,

Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049 Settings of RADIUS default network device will be used
11117  Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server
11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )
11101 RADIUS-Client received response

11368 Please review logs on the External RADIUS Server to determine the precise
failure reason.
11357 Successfully forwarded request to current remote RADIUS server

11003 Returned RADIUS Access-Reject

« MRLSTE R 15039 Rejected per authorization profile , X 2 bk i& ISEM AN ZBRADIUS AR 55 28 W B 1/ (Rl 32 %
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Steps

11001  Received RADIUS Access-Request

11017  RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117  Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361  Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101  RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
15036 Evaluating Authorization Policy

15016 Selected Authorization Profile - DenyAccess

15039 Rejected per authorization profile

11003 Returned RADIUS Access-Reject
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