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ISE server WLC

switch

Facebook

ol

& RHYFacebook M AELE R — M RAI , MAREREENEE.

1.Be i FacebookRi

% Flhttps://developers.facebook.com , JEMETR A,

© Register —— (&) First App —— () Tell Us About You

Welcome to Facebook for Developers

Lets get started with your first app

I )¢ rail.com

R AEEFERE SMAIDMMNAESA | FEISELA T oA ER,


https://developers.facebook.com

< C' | @ Secure | https://developers.facebook.com/apps/6209¢ = dashboard/

@ ISEApp APP 1D: 62006 — ~ Viiew Analytics #% Tools & Support Dc
Dashboard
Click to see analytics for this app. b
Settings Dashboard
Roles
s ISEApp o
ADD Re\fiew This PP IS T deve opment mode and can only be used by App admins, aevelopers and (e :slers
API Version (7 App 1D

v2.10 62096
+ Add Product App Sacret

sssossee Show

@ Get Started with the Facebook SDK

Choose Platform

ur quick start guides to set up the Facebook SDK for your iOS or Android app, Facebook

b Game or website

FHeIZR A RTT .
&« C' | & Secure | https//developers.facebook.com/apps/6209¢ N '<Vicw-status/ b

&R 1seApp APP ID: 6200~~~ View Analytics % Tools & Support  Docs

Dashboard
Settings

Make ISEApp public?

Roles

Alerts Yes Your app is currently live and available to the public.

App Review

Submit Items for Approval

+ Add Product

Some Facebook integrations require approval before public usage Start a Submission
Before subi

Policy and Review Guidelines

itting your app for review, please consult our Platform

Approved Items ~

LOGIN PERMISSIONS

2 J9ISE 5 Facebook B7 F #£ 5}
FER LT E B fFFacebook M i 5 ERHSEEK .
SMEEE>FHEE>HBE G FR> BRI RMITIFE.



il Identity Services Engine Home » Conte i » Operations » Palicy ~ Administration

» System - ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities Groups External Identity Sources Identity Source Sequences » Settings

External Identity Sources Social Login > New

e S Social Login
» [ Certificate Authentication Profile
i ’ Name * FacebookApp
v . :QE(IVE Directory
am 9
£ LDAP Description
[ oDBC
RADIUS Token

RSA SecurlD

[

[ SAML Id Providers Type * Facebook s
__ Social Login

AppID* 2006 e —

App Secret * 00000000000000000000000000800000
S

FRISETREIFEEN AH—RE T,



= ork Contsrs

» MNetwork ACOBSS ~ Guwst AQoess b TrstSec  » BYOD ¢ Profles & Postune b Device Administralion  # PasshelD

Oweview ¢ ldenlilies  [dentty Groups  Exild Sowces v Adminstrabion  Meseork Devices = Porsls & Compenents  Mansge Accounts  » Poboy Eleenents  Poficy Sess Reporls  Custom Porlal Fies
[

L]
- Portals Settings and Customization
Guast Portals N—
: -
Guesl Types Portal Mame: * Desscription:
Spensor Gioups | Self-Regstanad éE:w' tofl [dafaull || Guests ane aligwed to create thei own acoounts and acoess the netwark us | Podal fest URL Language Fie

L s Sadlinuga B0 Specily i quest sepdnancs o g Cugtom e poaal pages by Sppdying & Mems and specying
potal " Tietd names and messages dsplayed i users

Portal Behavior and Flow Seltings ,T_i: Portal Page Custemizalion
{ |

Poriz! & Pege Seftings Guast Fiow (Based on setings)

¥ Portal Seftings

* Login Page Settings

D IRequire an SCoeds codie

I amimum faiked kgin aBempés before
e Lmitire [ | £ - oa

Time between opn ENempts when
v imilireg P

—
[ Raquirs acceptance
] Asow quests o create thes own sceounts

Emwhﬂ"
[Facebook ] [Facsbockspp v ==

O Show Reqistralicn lom afled sedial logn ¢
[ Asiera queessts to chiange passward afier logia ¢

icra thes Tollowaneg idemlity. provided guest potal io be used for logen |
Thars are no guest portals conSigured fo use a SAML id Provder a5 the Authantication Method

= Registration Form Settings

Assign to guest ypa  Ouly (doloui) [ ~]
Corsfpure goest fypes ab:

Work Cominrs = Oabsl Acoess = Configure = Quest Types

Account vabd for: [1 | [Days  [=] Mvomum: 5 DAYS
O Requre a rogstaton cods
Fiakds o ncluds Faguinsd
B e riaener | C
B Frst name 0
b Lt mame [
Ernad acdress

EREBISEHEITFUATERERG , #RBFFERURL , HEERMMEIFacebook M AR E(H
HOAUthEEBURL).



il |dentity Services Engine Home Context Vis Sperations v Policy » Adminisiration » Work

(E 2]

» Sysiem = |dentity Management » Network Resources  » Dewice Porlal Management  pxGnd Services  » Feed Service  » Threal Centnc NAC

Click here to

» ldentities  Groups  External ldeniity Sources  Idenfity Source Sequences  * Setfings

External Identity Sources Social Login > FacebookApp

Social Login

'E:'

o,
‘\:l
4

» O Certificate Authentication Profile
_ MName * FacebookApp
v [ Active Directory
S

- LOAP Drescriplion

&3 COBC

| RADHUS Token

. RSASecurD

o SAML i Providers Type * Facebook -
v Secial Login

App 1D * B0 e —

App Secrat * L L Y Y] m
Cancel

Portal Self-Registered Guest Portal (default) x -

“ Add all these automated redirect URLs 1o the App seltings

hitps . — 1008443
hitips 1/ T — 1208443
hitps /| — nel 8443

M7= @A DIFacebook & & H A A MOAuthE E R URL.,
BRI RFISEIT] P 5Facebook NS X B FHAERF , URLIFEISEL BB E MK,



< C' | @ Secure | https://developers.facebook.com/apps/6209¢ ]/ b-login/

@ ISEApp APP ID: 6200t ——] ~* View Analytics #% Tools & Support

Dashboard

Settings Client OAuth Settings
Roles

Alerts = '.I_Zlierlt OAuth Login.

App Review

Web OAuth Login

Facebook Login

Embedded Browser OAuth Login

No

ol uri for

+ Add Product Valid OAuth redirect URIs

hitps: /[ 46.100:8443/ - || hitps:/ [l 46.120:8443/ » | | hitps:/ [mmha. net:8443/ -

Login from Devices

3.ERE BRI FNBEIURR
ISEEBER/SIHECWA ( PRMEFHRIL ) HENEESE.
(BXISE CWAMBL BB , HS AT A -

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-
web-auth-00.html)

‘il Identity Services Engine Home » Context Visibility

» Operations = Policy * Adminisiration k NS License Waming &

Policy Sets |~ Profiing  Posture  Client Provisioning  » Policy Elements

Policy Sets = Default @

Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

@ Default Default policy set Default Network Access x v (e 40

¥ Authentication Policy (3)

+  Status Rule Name Conditions Use Hits  Actions
Wired_MAB Internal Endpoints x v
@ wmes OR 5 o
Bl  wireless_MaB ¥ Options
@ Wired_802 1X All_User_ID_Stores x v
@ Dot1X OR 0 ‘ﬂ'
Wireless_802.1X ¥ Options
All_User_ID_Stores X
@ Default 0 Q
¥ Options

? Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

* Policy * Adminisration faming &

Policy Sets | Profiling  Posture  Client Provisioning » Policy Elements

All_User_ID_Stores x v
@  Defaut 0 3

¥ Options

¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

¥ Authorization Policy (12)

Results
T=
Status  Rule Name Conditions Profiles Security Groups Hits  Actions

E Guest_Flow
ra @ Wi-Fi_Guest_Access AND * PermitAccess + Guests x v o 5 ﬁ
E Wireless_MAB

rd O] Wi-Fi_Redirect_to_Guest_Login B wisless_man = Cisco_WebAuth_Wireless +

1R Facebook IPH4ESEE (31.13.0.0/16) EMWLCE E MACLAH HER

il I Il ' e Save Configuration  Ping
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit <Back | Add
¥ AAA
General General
« RADIUS
Authentication Access List Name Redirect-ACL
Accounting
Ealiback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
LDAP 0.0.0.0 / 0.0.0.0 / -
Local Net Users 1 Permit 0.0.0.0 0.0.0.0 ubp Any Any Any  Any 2391
MAC Filtering
= Disabled Clients 2 Permit gggg ) gggg / cmp Any Any Any  Any 161 8
User Login Policies kit iy
AP Policies . 0.0.0.0 J  ==0.0 /
Permit An Ay An An Any 1360
password Policies = 0.0.0.0 255.255.0.0 i i i L a
. =00 / 0.0.0.0 /
b Local EAP Permit An An An An An 1884
A * 255.255.0.0 0.0.0.0 ¥ i Y v a2
Advanced EAP
0.0.0.0 31.13.0.0
— 5 Permit / ! Any Any Any Any  Any 708 [+ ]
» Priority Order 0.0.0.0 255.255.0.0
. 31.13.0.0 /  0.0.0.0 4
¥ Certificate Permit An Any An An Anv 844
= 255.255.0.0 0.0.0.0 ¥ i ¥ v A e
* Access Control Lists ) 0.0.0.0 / 0.0.0.0 !
Access Control Lists L Deny 0.0.0.0 0.0.0.0 Any Any Any Any  Any 7424 [~}

CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

» Web Auth

TrustSec SXP
Local Policies

¥ Advanced

L4

HHFERAFHEEDS , RE2 T R FHAFacebookZ K %I,



cIsco Sponsored Guest Portal

Welcome
Welcome to the Guest Portal. Sign on with the username and password provided to you

Username:

Password:

Please read the terms and conditions.

I agree to the terms and conditions

OR

Kl Login with Facebook

Don't have an account?

WIRAFNAFARHONAAEE @R AP FERED R A HfacebookEE A facebookE F T H

facebook s

Log into Facebook

I mail -

or

Create New Account

Forgot account?

Not now

BHRIEKRIE , BERAFEE@EISET S,



sl jlalfla
CII s CIO Sponsored Guest Portal

Welcome Message

Click Continue fo connect to the network
You're very close lo gaining network access

ISE Radius3ERt H&

~ Operations

*RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control

Live Logs  Live Sessions
[E

[ ] Mi Network Devices RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
o

0 0 0 0 0

Refresh  Every 1 minute ~ | Show | Latest 100 records |~ |Within  Last 24 hours A

< Refresh  © Reset Repeat Counts 2 ExportTow Y Fitter=
Time Status Details Repeat ... Identity Endpoint ID Posture St...  Endpoint Profile Authenticat... Authorization Policy

x ~ tity Endpaint ID
Aug 21, 2017 10:04 06 404 AM o a 0 Ulugbek Yusubaliev E4 A4 71 85FB6A Windows 10-Workstation Default Default >> Wi-Fi_Guesi_Ac
Aug 21, 2017 10:04.06.397 AM a Ulugbek Yusubaliev E4:A4:7185:FB.6A Windows10-Woarkstation Default Default >> Wi-Fi_Guesi_Ac
Aug 21, 2017 10:04.06.385 AM B a E4:A4.71:85:FB.6GA
Aug 21, 2017 10:04.05.766 AM a Ulugbek Yusubaliev E4:A471:85FB.6GA
Aug 21, 2017 10:01.07 080 AM a E4:A471.85FB.6A E4.A4.T1:85FB.6A Intel-Device Default =>> M Default >> Wi-Fi_Redirect_
Aug 21, 2017 0959 59 321 AM a E4 A4 7185 FB.6A E4 A4 7185FB.6A Intel-Device Default >> M Default >> Wi-Fi_Redirect_
Aug 21, 2017 09:59:59.302 AM a E4:A4.71:85:FB:GA
Aug 21, 2017 09:59:49.261 AM a E4:A4:71:85FB:6A E4:A4.71:85:FB:GA Default == M...  Default == Wi-Fi_Redirect_



aluils - dentity Services Engine

Overview

Event

Usermanme

Endpoint id
Endpoint Profile
Authentication Policy
Authorization Policy

Buthorization Result

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile
Authentication ldentity Store
ldentity Group

Audit Session Id
Authentication Method
Service Type

Hetwork Device

IR HERR

5236 Authonze-Only succeeded
Llugbek Yusubahay
E4.A4:7T1:85FB 6A &
Windows10-Worksiation
Default

Defaull == Wi-Fi_Guest Access

Guests PermiAcoess

2017-08-21 10:04:06.395
2017-08-21 10004:06 3497
ISE23

5236 Authorize-Only succesded
Uugbek Yusubaliev
Guesiliser
E4:A4:T1:B5FB.GA
g4-g4-71-85-b-Ga

Windows 10-Workstation
GuestEndpoints
[e249a0500000007 558a 1502
Authorize Only

Authonze Only

WLC



ISE_ LY iHist

EEISELE AR |, iFSMZEAdministration > System > Logging > Debug Log Configuration , i%
BEPSNT R, U THHH BES 5 E X NDEBUG:

‘el Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers License Waming &

~ System + Identity Management + Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deploymenl  Licensing + Certificates  ~ Logging » Mainlenance Upgrade » Backup & Reslore + Admin Access * Seftings
—_—

(]
Local Log Settings Node Lisl > ISE23.rtpaaa.net
Debug Level Configuration
Remote Logging Targets &
Logging Calegories Edt [} Reset to Defauk Show | Quick Filter |8

Message Catalog Component Name &  Log Level Description
1

Debug Log Configuration | debug |

guest-access-admin DEBUG Adm jon guest access

Collection Filters
DEBUG

DEBUG Portal (Guest, Hatspot, BYOD, CP) debug messages

ERBEM HE — ise-psc.logflguest.log. EAILAEREMISEFCLIEREEEA] :
ise23-1/admin# show logging application ise-psc.log tail

EiE#ET|Facebook M A HAE , ISEE RERBNEIR

2017-08-21 08:28:18,003 DEBUG [admin-http-pool22][] com.cisco.cpm.oauth.OAuthClient -::::- Got
error while checking OAuth settings for AppId: [123456789] and secret key: ****

2017-08-21 08:28:18,003 ERROR [admin-http-pool22][]
admin.restui.features.social.SociallLoginUIApi -::::- ERROR

connect timed out

BRISET REFERERMERE,

f£FBug CSCve87511 Ly Eithi "RERZ[HOHRBRIE"


https://tools.cisco.com/bugsearch/bug/CSCve87511
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