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SWI10: 192.168.1.20

_ SWI20: 192, 168.2.20

3750X-6
G1,/0/1

Trumk (wlan 10,20)

G1/0/20
G1/0/48
(10.48.66.104) Sy 10: 192.168.1.10
6102 3750X-5
ISE
(10.48.66.74)
Yianld

Default gateway:
192.168.1.10 {first scenarios)
192,168, 1, 20 (later scenarios)

Windows7
192.168.1.200

MAEEFIREIHIT , NiZEE@IRENISE (CPP), AP EIEMACK I 555 (MAB)5802. 1x¥:
if, ISEXRESEE MR #EHI&R(ACL)E F(REDIRECT_POSTURE)MEE MURL (X ISEREE [
R RREEN )

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.36ce
IP Address: 192.168.1.201
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLx-IP-PERMIT_ ALL_TRAFFIC-5l1lef7dbl
URL Redirect ACL: REDIRECT_POSTURE



URL Redirect: https://10.48.66.74:8443/guestportal/gateway?sessionId=
CO0A8000100000D5D015F1B47&action=cpp
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000D5D015F1B47
Acct Session ID: 0x00011D90
Handle: O0xBBOOOD5E

Runnable methods list:
Method State
dotlx Authc Success

A TEMACLS (DACL)HE LB R R VPP BB

bsns-3750-5#show ip access-lists xACSACLx-IP-PERMIT ALL TRAFFIC-5lef7dbl
Extended IP access list XACSACLx-IP-PERMIT_ALL_TRAFFIC-5lef7dbl (per-user)
10 permit ip any any

EEMACLAGTLEER , THEEM :

. JFISE (10.48.66.74) I FR A B
. 13 % R4 (DNS)F B Bk M 12§38 2 (ICMP) B3E R
MiZEE O HAEHER :

bsns-3750-5#show ip access-lists REDIRECT_POSTURE
Extended IP access list REDIRECT_POSTURE
10 deny ip any host 10.48.66.74 (153 matches)
20 deny udp any any eqg domain
30 deny icmp any any (10 matches)
40 permit tcp any any eq www (78 matches)
50 permit tcp any any eq 443

LB —SVIFEVLANR A —#F -

bsns-3750-5#show ip access-lists REDIRECT_POSTURE
Extended IP access list REDIRECT_ POSTURE
10 deny ip any host 10.48.66.74 (153 matches)
20 deny udp any any eqg domain
30 deny icmp any any (10 matches)
40 permit tcp any any eq www (78 matches)
50 permit tcp any any eq 443

EUTES , BBXN TRIBERME,

BERTBAEEEMRACL
HiZEpingfF B A , BN ZKIEE , RN ZBERREEERD. N THEIA,

debug epm redirect

WNFEFIHRRENENMNCMPEES , BIHMIZRER

Jan 9 09:13:07.861: epm-redirect:IDB=GigabitEthernetl/0/2: In
epm_host_ingress_traffic_qualify ...
Jan 9 09:13:07.861: epm-redirect:epm_redirect_cache_gen_hash:

=TI



IP=192.168.1.201 Hash=562

Jan 9 09:13:07.861: epm-redirect:IP=192.168.1.201: CacheEntryGet Success
Jan 9 09:13:07.861: epm-redirect:IP=192.168.1.201: Ingress packet on
[idb= GigabitEthernetl/0/2] didn't match with [acl=REDIRECT POSTURE]

A TN, BREACL

bsns-3750-5#show ip access-lists REDIRECT_ POSTURE
Extended IP access list REDIRECT_POSTURE
10 deny ip any host 10.48.66.74 (153 matches)
20 deny udp any any eq domain
30 deny icmp any any (4 matches)
40 permit tcp any any eq www (78 matches)
50 permit tcp any any eq 443
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FR1-BEHERBEHEVLAN , FF , FEESVI10
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1. B mEs) — Mk BT RS (ARP) R 5 A E SR B it F41(192.168.1.20) £ R#H#VLANH B
Wﬁ“%ﬁ(ARP?&E/)lL}‘A*EEH)o

2. RN BESLE , BESENHIPHIUFZRBIVEEREE. B HMNZIRYLZE B
TCPEFER. FIHE , HEETEERKEERRINE. ELAERP , BFH
(192.168.1.201)i23h T —IXTCPLiERFE T1ZVLANK 5 — & E£41(192.168.1.20) , F B L
T|YBE—NSVIIEO(HIPH#11E#Y192.168.1.10)

192, 168, 1..281 192,168, 1.28 IcP 52 58251 = hittp [5YN] Seq=4l47236714 Win=#192 Len=8 M55=1428 W5S=4 SACK_PERM=1
192, 168, 1..28 192, 168, 1,281 IcP Ab http = SB251 [5YN, ACK] Seq=3805228432 Ack=4147236715% Win=4128 Len=b N55=1128
192, 168, 1..281 192,168, 1.28 TCP Ab 58251 = hitp [ACK] Seq=41l47236T15 Ack=3005220433 Win=64268 Len=0

192, 168. 1. 261  192.168.1.28 HTTP Ak GET / HTTP/L. 1
192, 168, 1.28 192, 168, 1,281 212 HTTP/L.1 3682 Page Moved

il
b Frame 286; 212 byltes on wire (1606 bits), 212 byles captured (1696 bils)
b Raw packel dala
b Internel Prolocol Yersion 4, Src: 192, 168,1.20 (192,168,1.20), Dst: 192.168.1,201 (192, 163,1.281)
b Transmission Contrel Protocel, Src Port: hilp (B8}, DsL Porl: 58251 (58251), Seq: 3005220433, Ack: 4147237081, Len: 172
~ Wypertext Transfer Prolecal
¢ HTTRAL, 1 302 Page Howvediryn
Location: hilps:/ /10 48,66, 748443 /gues Lporlal fgabeway P sess ionTd=C0ABAGH 1 00SDE0SHE 15F 1B4TEac L Lon=cpph i
F'r'd.vgnd ¢ono-cacheyryn
Cachie-Contral: no-cacheyryn
Wy
[HTTP response 1/1]

3. ETCPERIM/E , A BRZEHTTPER , KRYIEESEEMAHTTPENEIISE (fr Bk
)o

XLESTRMAIBAFEIN. BJLACLGF :

epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2]
matched with [acl=REDIRECT_POSTURE]

epm-redirect:Fill in URL=https://10.48.66.74:8443/guestportal/gateway?sessionId=
C0A8000100000D5D015F1B47&action=cpp for redirection



epm-redirect:IP=192.168.1.201: Redirect http request to https:
//10.48.66.74:8443/guestportal /gateway?sessionId=C0A8000100000D5D015F1B47&action=cpp
epm-redirect:EPM HTTP Redirect Daemon successfully created

X O] 8E FH B AN iF 40 AV VR e B TA

debug ip http all

http_epm_http_redirect_daemon: got redirect request

HTTP: token len 3: 'GET'

http_proxy_send_page: Sending http proxy page
http_epm_send_redirect_page: Sending the Redirect page to ...

4. BB EEISE (B2 B TR (SSL)AIEE10.48.66.74:8443), ILIE S ATAE
BEEM :

epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2] didn't
match with [acl=REDIRECT POSTURE]

Note: RIRHEBAFE , H AZEEREARARNE R EIKIM(EPC)K M o] LA R M4 H K.
BREABRBEXRYIWEPCIRE.
BHE2 -BNEHEBEVLAN , FEHE , FB2SVI10

MR E RV EN192.168.1.20 R EME(FE ) , TR AREARPNE(RRHFNESHARP) , #A
BEFPUHRKIETCP SYN, EEBMAKREE,

XHMRAMTANACREEFERAMRIANKZI, FMIAFXNIZE 2 ENMAEREEM,

FR3-BNENESAVLAN , & , FERSVI10
R AL T REE -
1. B IwIR A RIHTTP://8.8.8.8

2. ZM B EIRYBEMRSVI,
3. B WmAAIZLIENTCP SYNEIBRIAMX192.168.1.10 (EXEY B Ay ittMACHb L),

4. EEME S —NROAB LU AL R IE L,
5. RMHBAESEMIRE EE @I ISERSFJAHTTPE R,

6. EFHRAFHRIBISERSSF(ZEFEREEEEM),
Note: N RERIAN X ER — BN BE—NLITER , FEE, MNZMXEZARPIRN R T



fREERHEERRLEN, 5/ , RLENISERREELRMIANK L. BETHIER
, MR ABEMNTER , BIRMRERE2R (L2 A EAL2E R IETERER(ARE
TCPRASZH L iF BRA BN AIE).

BFR4-BNENESHVLAN , F1EFFE , FBESVI10

A REBBEZMEENRA RS, NREZTEVLIANBBRNENEFE  FEE,

FR5-BEHESIAVLAN , 7 , FHRSVI 10 DOWN
MBRWAZESVIEVLANMEZFIw—# |, AIPARTEED , B2 , RAEYEEE R TER,
THALE B R AN —FREHISVIR B3 F Fiwi B N, T E = M8 R Z A BRMACHE L,
HSVIRUPH , RESTE :

1. B KIATCP SYNSIZEFREHIVLAN (192.168.2.20)H TH SR B B Bt MACH 1 7E £
TRV ENLNBRIANSE, ZEESIXEEMACL , HARE R,

2. XN B IIRAERHEEEEF K, H1i2SVI 102DOWN,

3 MBEERAHEIEFHNTRIEER—SVI, FEEBMZEESWESEEEN , BEYW
EHEEES(EPM) B ERBACLEER, TiHENIFIREISYN ACK , BRI FEFZ -
w(VLANIO)ER B H EEREEE, AARETEERBACL , EEST U RENEFEIR(L2).

4. MRV ERAALAEFIHKVLANEES —FEMNSVI , B ZEEEHARERTEEMD. 5
UnEFFEEMNENAEEZZEFiE , AMELERERRE/EBEN — N TR IR,

EEIERNHIXE

TR EBNE RSN BRI R A 1,

- BREVEIR. , BFEHTTPEER , BYEFEEHN LTINS %,

X MPFAEHBBNRERFRE  HEEETCPEK,

- MISERNBIER , REBEER , ENHN., NEERRTXNHM,

HE6 -BEHESIAVLAN , FEFE , 3 BEESVI 10 DOWN

FREAZEENRAIRS. FTEEZRINNFE. EHRNRARTAREEM,

FRT - HTTPIRF R EWE

MWRREFRE , EXRIWHTTPRERREEN A G, MRHTTPRFRXME , EPMRTR
, EREEEEEM[ACL :

epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2] matched
with [acl=REDIRECT POSTURE]



R, EEEMMNREE,

ERRYBHTTPSIRSEEN THTTPEEQ—RAFEN , BERXN FHTTPSEERRXFEMN. NACHK
HEREFESEAMMNMSERI, AT, BiXtenable (event) AN,

EEMACL -FERPUMNEOD , FEEEM

p %T&ﬁ*ﬂﬁgﬂ?éﬁﬁ’&*ﬁ}ﬁﬁﬁuﬁD'f’ﬁﬁ]El’f)HTTPﬁHTTPSﬁE(TCP/SO*ﬂTCP/443)o mE

HTTP/HTTPSTE — N EbRAElR O T4 , W54 Mip port-map http@ SEE. HH , RHEZHK AP
HTTP#% 0) SRR BEEHTTP RSS2 5 0T,

Related Information

- EXBRHH S0 BRS5 5| B E B R B o RWebiAE
- BRI SRS EIRASERE | RAE 1.2

. Technical Support & Documentation - Cisco Systems



/c/zh_cn/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
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