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Permit this Admin AF| application to read information and statistics generally used for reporting purposes.

You're using the new
Admin Panel menu and

left-side navigation.
eft-side navigatio Grant applications
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Permit this Admin AP| application to read logs.
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Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory
Domain.

* AD User Name (i) Administrator

* Password "ttt

DSpecify Organizational Unit ()

| Jstore Credentials ()
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Connection Allowed Domains PassivelD Groups Attributes Advanced Settings

* Join Point Name example ()

* Active Directory
. example.com ®
Domain B

% Refresh Table

[ ISE Node ~  ISE Node R... | Status Domain Controller Site
O ise331.example.com PRIMARY & Operational WIN2022.example.com Default-First-Site-Name
O Ise332.example.com SECONDARY | [@ Operational WIN2022.example.com Default-First-Site-Name

Active Directory 4
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

Active Directory 5

6.2 HREFUAREFRREINVADA,

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel
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== Add ~ Update Sl Values

O Name ~ SID

O example.com/Users/DUQ Group 5=1-5-21-4068818894-3653102275-2558713077~-...

Save Reset
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' Identity Services Engine Administration / Identity Management

J'  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authénticath {
'é! Context Visibility User Authéntication Settings

S REST ID Store

\ Opsrations Endpolnt Custom Attributes
To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
( Policy Extemal Wenthy|Sourses Senings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
4 Administration _ - ) _
NOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly

2 tested before being used in preduction environment.
Work Centers
n

@) RESTID Store

BETA

Multi-Factor Authentication

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button.

% Interactive Features

@ wra

Cantel m

ISE MFA 1

BLEMFASNER & 43R

S E|Administration > Identity Management > External Identity Sources, ##HAdd. 1E“YGBAEHA
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Account and Cisce ISE 1o enable seamless Multi-Factor Authentication

1 SolcR workflows.

&o  Adminlstration Before you bagin, the following prerequisites apply:

Al Work Conters

By =

The Cisco Duo licensa that anablas MFA usage is required
- In your Duo portal, create a protecied application that is
enabled for Admin APl and Authentication AP usage.
- Grant readfwrite access to Admin AP1
Ensure your ISE has a stable connection to Duo (Either
thiough direct inernet of proxy).
For this application, note the integration keys (ikey), secret
keys (skey) and APl hostname valuas for the Admin and
Awthantication APis, These values are required in the next
steps of this setup wizand,

w

- Cisco ISE Advantage licenses are required. |
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Exht Wizard
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Identity Services Engine Add External Connector
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Select Groups from Active Directory

Salect 1he groups that you nesd to sync between Cisco ISE and Duo, Edit an existing AD
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rofresh shis windew.
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https://duo.com/docs/enrolling-users

Phones
You may rearrange the phones by dragging and dropping In the talde. Learn more about activating a replacement phone .

This user has no phones. Add ona.

DUOSE2
#i APhone Number , /58 $5Add Phone,

Dashboard * Users » bob » Add Phone
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Dashboard
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= iub Identity Services Engine Policy / Policy Sets

[ ] Authentication Policy(3)
"
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€9 Cisco Secure Client | BSNS-ASA5516-8

Please enter your username and password.

Group: | RA

Username: | bab

Password: [ Frsaaasaa

AnyConnect VPN:
Please enter your username and password.

BSNS-ASAS5516-8

Connect

VPN &F

AP BHREM4TREIDUOHEEH, . EEIVPNERE,




Are you logging in to Auth API?

@ Cisco
® 1:52PM
A bob



DuoMfaAuthApiUtils -::: — E[@Duo Client

MFAMX BE [REEEIZE ise-psc.log  [Managerig XiFR
DuoMfaAuthApiUtils —> Duo/a 5z
rt- RadiusMfaPolicyRequestProcessor
=+ . pr yreq
RIHXH prrt-JNI management.lagacacsMfaPolicyRequestProcessor
. MfaAuthenticator::onAuthenticateEvent

iﬁgﬁlﬂi*ﬁ* IZITHTAAA prrt-server.log [MfaAuthenticator::sendAuthenticateEvent

- MfaAuthenticator::onResponseEvaluatePolicyEvent
DUOH K iE

IDRIFH% duo-syne-
. service.log
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