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R BB B A VIPsecH X K THIEHER , SR BN & 0BRSS 51Z(ISE) 3.3 -M&EEA
RE(NAD)EIS, AJEAERAKRHLMISEZ BRI RE R ( LANEILAN ) IPsecH Bk W 2 4 33 hix
A2 (IKEV2)RE MNZRADIUSHE. AXIEFF KRRADIUSEESRS -

TERFAF
=R

Cisco BB THUTER :

* |ISE
 CiscoX#HE &
« —f&IPsecBi =

- —HXRADIUSHEE =

ERREHF
AXEPHERETUTREGFE IR

s BITEHHRRA17.6.589Cisco Catalyst3#:41C9200L
- BRI MRS 5IZERA3.3
* Windows 10

A NESFRET BEXREFAPNREREH, AR EAOFERERARAR
(A ) BE, NRCEANLESAS  BRRESETRTAH S 0HERN,

b B /=
B 515 N

BRI ERATLZLIMD5E S, RADIUSHMITACACSEIPsecHi, EEZERNEXRD :

o BRHISEXRH#IPsec# R EE T StrongSwan

« HEEBRISEREO LA EIPsechkt , 2 ERISEMEE 2 8 6122 IPsechR B8 LRI EE,
NADRI fENative IPsec Settings ( ANiIPseci% & ) T 2IHEE,

- BAIUEN A ZZAREAXS09IEFH#1TIPsecH B RIE,

- |IPsecH] #£GigabitEthernet1Z|GigabitEthernet53 0 £ /5 A

RXHEEBNBAXS09UES FHRIE, “BIEMBESRE 2 RXERNAXS09IEH S BRIE , iH
ERASORIENALINTLMER , ARHHFRE. HENGS A TRIE,


https://www.strongswan.org/

Bt iE T X. 509U+ B I UE RV IKEV2 IPsechziE

P % &
User NAD
IPSec Tunnel
= 802.1X
4= e
10.62.148.79 10.48.23.85

™ 4% B
|OS-XEXR#HLCLIEL &
fiE#EN

WME M AEBIOS-XEXRGHEOD , MEDNEE—MEO, H0 -

interface V1an480
ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown

!

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
|

BRELESZENFREFNEE , NMEATKBIMRIEKVPNERE, A& Apingds & RIEE
REBE M,

BEEFER

EfRBIKEV2EKE , HEL BB EE X T Acrypto pki trustpoint <name>@r %, 0 :
N 1B HIOSXERE L RBET RN A EESR, EAHH , RAEMimport of pkes12
file, HFZEG M PR EHEE

crypto pki trustpoint KrakowCA
revocation-check none



S AUEH

ES AIOS-XEFMHEB R HEE , BEFNER T Acrypto pki import <trustpoint> pkcs12
<location> password <password>#&r ., a0 :

KSEC-9248L-1#crypto pki import KrakowCA pkcsl2 ftp://eugene:<ftp-password>@10.48.17.90/ISE/KSEC-9248L-1
% Importing pkcsl2...Reading file from ftp://eugene@10.48.17.90/ISE/KSEC-9248L-1.pfx!
[OK - 3474/4096 bytes]

CRYPTO_PKI: Imported PKCS12 file successfully.
KSEC-9248L-1#

N oE . DETRETREESN | EBRIOS-XES Ml HHSANT B DB % EFQDN/IPHh 4t
o ISEERMNEIUEPEFSANFEER,

ERIFIEPRECEBRE , FHRITUTERE

KSEC-9248L-1#sh crypto pki certificates KrakowCA
Certificate
Status: Available
Certificate Serial Number (hex): 4B6793FOFE3A6DA5
Certificate Usage: General Purpose
Issuer:
cn=KrakowCA
Subject:
Name: KSEC-9248L-1.example.com
IP Address: 10.62.148.79
cn=KSEC-9248L-1.example.com
Validity Date:
start date: 17:57:00 UTC Apr 20 2023
end date: 17:57:00 UTC Apr 19 2024
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#6DAS.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=KrakowCA
Subject:
cn=KrakowCA
Validity Date:
start date: 10:16:00 UTC Oct 19 2018
end date: 10:16:00 UTC Oct 19 2028
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#1CA.cer

KSEC-9248L-1#



it B IKEV21R L

Ef BIKEV2EKEE | H1E L BB E&ER T % Acrypto ikev2 proposal <name>@ . i :

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

BLE I & IKEV23R B

EfBIKEV2EKE , FE2 BB EE N T Acrypto ikev2 policy <name>iis :

crypto ikev2 policy POLICY
proposal PROPOSAL

it B N2 IKEV2HL B X4

EfREIKEV2EEXH , B ELBEERER T 5 Acrypto ikev2 profile <name>ar %,

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqdn domain example.com
authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint KrakowCA



AR BIABRT , ISEERHBCH S IEBHCNFRENKEVINEFHIKES B, X
RN AKEIKEV2E B XY B 5 0mi2 52 , £FEREFQDNRE M HISER
FQDNH [E#{H.

NEXHVPNRER EACL

EAY BB BHRIIREENZNERFARE, H0

ip access-Tist extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85

N B VPNRBIACLIEENATIE (A B B FRIPHbL .



BLERBRE

EEUIPsecHRE ( ZEMMEZLZNTEZAS ) , BELBEEER T Acrypto ipsec

transform-setin . 0 :

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

Be B M E R &Y FRF A M A 282 O

EORRBEAMZRFRE HHEAMBRFEEES , F%8 Acrypto map2FEEDT. ETTHM
ZMRGRE , EOBMELATILAFE :

« MMENTEEEZERZRPRENIPsecHEME, XLEZAUEISAHNNEFRE., BEEMBR
5% B FIEEIPsecX ZF4K |, &% Aset peerti 5o

- YAENTEZRPRE—BFEANEKRE, EEEUSMEMHNZE —EEANERE 7
#i Aset transform-set@i 5o

- WIENNRFHORE. BERNMERFZBEEET RIGFISIE , iE% Amatch addressii T o

Bl

crypto map MAP-IKEV2 10 1ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

RE—IRFZAENNNBERFENAREO, ENALEE , F5 Acrypto mapEOR BT

interface V1an480
crypto map MAP-IKEV2

|IOS-XEERL ELiE

THRFLMNIOS-XEMRAICLIEE :

aaa new-model
|



aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
crypto pki trustpoint KrakowCA

enrollment pkcsl?2

revocation-check none

|

dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqdn domain example.com
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint KrakowCA

!

no crypto ikev2 http-url cert

!

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!

crypto map MAP-IKEV2 10 ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480
switchport mode trunk

!

interface V1an480

ip address 10.62.148.79 255.255.255.128
crypto map MAP-IKEV2

!

ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!

radius server ISE33-2

address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|



ISE B2iE
EISELEEIPHbut
BIiZMCLITEE OGE1-GES LE @it , FX#FGEO,
interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0

ipv6 address autoconfig
ipv6 enable

N B EEOLREETIPHLE NEEREEFED -
% B IP iy 4t T 46 S BUSERRS B S 7
SRMEEYIPHL ? Z/EN]: 2

SAZEENFHILES

WL RATHRISEEERBERIMNERNFMNEHKIR. SMEATE>-RE>UER>ZEFIEP, £F
Import, 2 HBrowseH iR ZEBZRISE/IOS-XESFMERBHICAILES, H{Ri%F Trust for
authentication within ISE &4, #&H“Submit’,

= -l Identity Services Engine Administration / System

J Deployment Licensing Certificates Legaing Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
[
Certificate Management v Import a new Certificate into the Certificate Store
a =
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¥ dmin Cartificats
| td Cartificate Friandly Nam
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o

SARGIUES

SEREEE>RE>IUEP>REULEH, %EENode, Certificate FileFlPrivate key File Import, 1%
IPsecPixt MEY & LM, & d“Submit’s



Administration / System

= b Identity Services Engine

Health Checks Backup & Restore Admin Access Sattings

[} Deployment Licensing Certificates Logging Maintenance Upgrade
" Import Server Certificate
Gartificate Managemant B * Salect Nade
: Select Node — -
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] admin
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| RADIUS DTLS: Us
] mwtiria:
_' | 15E Messaging Service:
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SANL

Partal: Use far

et

~ EE . REEARHIPseci®E”(Native IPsec Settings) TREMEZFRIERE , BT LR
FStrongSwan L,

Bt & IPsechziE

SEMBIEESRE>RE>THIL> IPsec >A M IPsec, #iAdd, EFLIEIPsechRENT R |, BLET

L

FEIHINAD IPtbt, BRIAPI<HIPseci O, %&#FAuthentication Setting as X.509 Certificate , A
Jai%&$% Certificate System Certificate Installed,



whale |ldentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Provisioning X . :
Mative IPSec Configuration > MNew

1l FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X rmp— Node Specific Settings
| MDM M i
‘ General MDM [ UEM Settings Salact Node
ise332 o
2 Posture >
NAD IP Address with Mask
Profiling 10.62.147.79/32
rl
Protocols s )
Default Gateway (optional)
10.48.23.1
2 EAP-FAST -
EAP-TLS IPSec Interface
PEAP Gigabit Ethernet 1 v
EAESTIES Authentication Settings
RADIUS
O Pre-shared Key
IPSec w

Legacy IPSec (ESR) @ X.509 Certificate BEEC-2

| Native IPSec

BRINMKARAEEE, BXL , BARMNET , B UEARMIPsec UIFRBEBERRINNK , NTIEE
BRERERSHPLERE, EEHKEshow running-config :

ise332/admin#show running-config | include route
ise332/admin#

<tfroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 eth0
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

% — 75 % R ¥ Default Gateway ( BRINFX ) BZ=HEISELFHEERHE , XA EIHEB K
g



ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman?2
ise332/admin#

0.0
0.0

BLEIPSechR BN EMIRE, BEF —MEBRIZE, EMRE., F—HBRZENE-MRIZENS
IPSechE % —im LAl E MR E THL .

b Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
ns : R
. Client Provisioning
. I General Settings
Security Settings IKE Version
\\ _ IKEv2 S
Alarm Settings
l General MDM [/ UEM Settings Mode
Tunnel v
2 Posture >
ESP/AH Protocol
1 Profiling es5p N
(g |
Protocols e IKE Reauth Time (optional)
86400
2 EAP-FAST ~
EAP-TLS Phase One Settings
PEAP ; " ; i . —
Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS 2es256 o
IPSec b Hash Algorithm
Legaey IPSee (ESR) sha512 M
Native IPSec DH Group
GROUP16 7
Endpoint Scripts o Re-key time (optional)
14400

Bt iEPhase Two Settings , ARE# HSave,



4l |dentity Services Engine Administration / System

€isco

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
s Client Provisicning Configure IKE SA Cenfiguration security settings to protect communications between two IKE daemons.
1l FIPS Mode Encryption Algorithm
o :
Security Settings aes256 HE
Flsnmisettings Hash Algorithm
' General MDM [ UEM Settings shab12 e
‘ Posture ¥ DH Group
GROUP16 o
L—i Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w .
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 ~
RADIUS

Hash Algorithm
IPSec > sha512 |

Legacy IPSec (ESR)

DH Group (optional)

Native IPSec
! GROUP16 “

Re-key time {optional)
Endpoint Scripts b3 14400

i iE K AX509FI =240 B0 R IKEV2 IPsecBE &
P £ [

User NAD ISE
IPSec Tunnel
]| 802.1X
N RS
10.62.148.79 10.48.23.85

™ 4% B
|OS-XEX#2#LCLIEL &
flERENO

MREAREBIOS-XEXRRHIZED , MEDNEE—MEOD, H0:



interface V1an480

ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown

1

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
|

BRIFESZENFRENEE  NERATKREVLR[/ELKAVPNREE, ATUAEApingtr SRIEE
AEBEMS,

L& IKEV212 1L

Ef BIKEV2EKEE | HELBEE&ER T % Acrypto ikev2 proposal <name>@ . a0 :

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

B i hN 2 IKE V2 3K B

EREIKEV2ERE , BELBEEEN TH Acrypto ikev2 policy <name>fs 4 :

crypto ikev2 policy POLICY
proposal PROPOSAL

it B hn 2R IKEV2HL & 324

EREIKEV2EEX#H , L BEEER T4 Acrypto ikev2 profile <name>ir 5,

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23



EERINBERT , ISEFEAEBECHEMEPHNCNEZRERNIKEV2INERHIKES B, iX
AT ALAEIKEV2EE X4 T 5 0ixiE 3o , BEEIEEFQDNER NI RISER
FQDNH EH{E,

AMERBIVPNREE EACL

ERT BB R HRSIREENZMBRFNRE. Sl :

ip access-1list extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85

N B - VPNFRBAACLIEENATIS 5 B R B AR IPHE L .



BLERBRE

EEUIPsecHRE ( ZEMMEZLZNTEZAS ) , BELBEEER T Acrypto ipsec

transform-setin . 0 :

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

Be B M E R &Y FRF A M A 282 O

EORRBEAMZRFRE HHEAMBRFEEES , F%8 Acrypto map2FEEDT. ETTHM
ZMRGRE , EOBMELATILAFE :

« MMENTEEEZERZRPRENIPsecHEME, XLEZAUEISAHNNEFRE., BEEMBR
5% B FIEEIPsecX ZF4K |, &% Aset peerti 5o

- YAENTEZRPRE—BFEANEKRE, EEEUSMEMHNZE —EEANERE 7
#i Aset transform-set@i 5o

- WIENNRFHORE. BERNMERFZBEEET RIGFISIE , iE% Amatch addressii T o

Bl

crypto map MAP-IKEV2 10 1ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

RE—IRFZAENNNBERFENAREO, ENALEE , F5 Acrypto mapEOR BT

interface V1an480
crypto map MAP-IKEV2

|IOS-XEERL ELiE

THRFLMNIOS-XEMRAICLIEE :

aaa new-model
|



aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

!
crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!
crypto map MAP-IKEV2 10 ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!
interface GigabitEthernetl/0/23

switchport trunk allowed vlan 1,480

switchport mode trunk

!
interface V1an480

ip address 10.62.148.79 255.255.255.128

crypto map MAP-IKEV2

!
ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!

radius server ISE33-2

address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|

ISE Bii&

#ISE LB E P11k



MiZMCLIEE#EOGE1-GES LR E st , X IFGEO,

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

N B EEOLREETIPHLE NAERSEFED -
%ENIPH i AT RES ISERS EFZ 3
SEMEEYIPHI? ZIEN]: 2

Bt & |Psech2i&

EMBIEE>RE>IEE>TML> IPsec > ihIPsec, £ HAdd, EFLIEIPsech BN TR , BLEW
FERBRINAD Pk, ERIARI<HIPsec# O, &#FAuthentication Setting as X.509 Certificate , A
Ja ¥ Certificate System Certificate Installed,

sl |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Pravisioning
Mative IPSec Configuration » New

. FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X Alarm Settings Node-Specific Settings

General MDM § UEM Settings
' Select Node

ise332 v
. Posture >
MAD IP Address with Mask

Prafiling 10.62.147.79/32
"

Pratacols 207 Default Gateway (optional)

10.48.23.1

? EAP-FAST g
Mative IPSec Traffic Interface
EAP-TLS Gigabit Ethernet 1 b
PEAP
Eipsrsis Authentication Settings
RADIUS
® Pre-shared Key ...
IPSec i
Legacy IPSec (ESR) O X.509 Certificate
| Native IPSec

RIANMKXEBAERE, EXL , BAEFHNED , B AELRMIPsec UIRELEEIAMK , NTTEE
BREREHLERH. EEHARTEshow running-config :

ise332/admin#show running-config | include route
ise332/admin#



<{froot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

F—M 5 ER N Default Gateway ( BRIAMN X ) BZEHEISELFHEERB , XHEPEEIERAK
g

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman2
ise332/admin#

0.0
0.0

BLEIPSecRBEMEMRE, REFXE —HMRRE. FARE, F-NWRRENE-MNRRENES
IPSech3iE 5 — i LB ERY IR EPTEL.



‘dseb’ Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
mE i ——
= Client Provisioning
General Settings
ol FIPS Mode 9
O
Security Settings IKE Version
"\ IKEw2 ol b
Alarm Settings
' General MDM / UEM Settings Made
Tunnel v
2 Posture ?
ESP/AH Protocol
1 Profiling esp ~
]
Protocols ~ IKE Reauth Time (aptional)
86400
? EAP-FAST -
EAP-TLS Phase One Settings
i Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 |
IPSec hd Hash Algorithm
Legacy IPSec (ESR) sha512 ¥
Native IPSec DH Group
GROUP18 v €
Endpoint Scripts b Re-key time (optional)
14400

fii B Phase Two Settings , A # & Save,



il ldentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
5 Client Provisioning Configure IKE SA Configuration security settings to protect communications between two IKE daemons.

[(L! FIPS Mode Encryption Algarithm

) aes256 o

Security Settings

/t

Flsnmisettings Hash Algorithm

' General MDM [ UEM Settings shab12 N
‘ Posture ¥ DH Group
GROUP16 o
r_" Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w
Phase Two Settings
EAP-TLS
T Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Enecryption Algorithm
aes256 ~
RADIUS

Hash Algorithm
IPSec > sha512 ~

Legacy IPSec (ESR)

DH Group (optional)
GROUP16 ~

Native IPSec

Re-key time {optional)
Endpoint Scripts b3 14400

Proxy
Cancel I Save I
'S SEMTP Server
LA >
UvAlls

EH{RRADIUSE L IPsecB3iE T4 |, FE Atest aaamn H R TEERHIMABER802.1X & 191 iE

KSEC-9248L-1#test aaa group ISE alice Krakowl23 new-code
User successfully authenticated

USER ATTRIBUTES
username 0 "alice"
vnh 0 "vnl"

security-group-tag 0 "000f-00"
KSEC-9248L-1#

1E10S-XE L3 iE

<#froot>

KSEC-9248L-1#



show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.62.148.79/500 10.48.23.85/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:16, Auth sign: RSA, Auth verify: R
Life/Active Time: 86400/1439 sec

IPv6 Crypto IKEv2 SA

KSEC-9248L-1#

show crypto ipsec sa

interface: V1an480
Crypto map tag: MAP-IKEV2, Tocal addr 10.62.148.79

protected vrf: (none)
local ident (addr/mask/prot/port): (10.62.148.79/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.48.23.85/255.255.255.255/0/0)
current_peer 10.48.23.85 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 1, #pkts decrypt: 1, #pkts verify: 1

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.62.148.79, remote crypto endpt.: 10.48.23.85
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb V1an480
current outbound spi: O0xC17542E9(3245687529)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxF7A68F69(4154888041)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 72, flow_id: SW:72, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: 0xC1l7542E9(3245687529)
transform: esp-256-aes esp-sha512-hmac ,



in use settings ={Tunnel, }

conn id: 71, flow_id: SW:71, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(CACTIVE)

outbound ah sas:
outbound pcp sas:
KSEC-9248L-1#

KSEC-9248L-1#show crypto session
Crypto session current status

Interface: V1an480
Profile:

PROFI LE

Session status:

UP- ACTI VE

Peer: 10.48.23.85 port 500
Session ID: 5
IKEv2 SA: local 10.62.148.79/500 remote 10.48.23.85/500

Active

IPSEC FLOW: permit ip host 10.62.148.79 host 10.48.23.85
Active SAs: 2, origin: crypto map

KSEC-9248L-1#

EISE L3 1IF

AT LAMGUIR IERRE KRS

= lul |dentity Services Engine Administration / System

[} Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Provisioning

Native IPSec Configuration

Jsl FIPS Mode
Security Settings Establish security associations between Gisce ISE Policy Service Nodes [PSNs) and Network Access
'\ Alarm Sattings Devices (NADs) across an IPSec tunnel using IKEv1 and IKEv2 protocols.
Ensura that the IPSec configurations on Cisco ISE and the NADs are the samae.
1 General MDM / UEM Settings
wowsiPage 1 w 1
2 Posturs *
Add
Profiling
nl
[ ISE Nodes MNAD IP Addrass Tunnel Status IPSec Interface Authentication Type IKE Version
Protocols p
: isa33z 10.62.148.79/32 ESTABLISHED GigabitEthemet 1 X508 2
EAP-FAST r
EAP-TLS

{§ Fapplication configure isefs 5 MCLIREBZE F RS



<tfroot>

ise332/admin#application configure ise

Selection configuration option

[1]Reset M&T Session Database

[2]Rebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[12]Generate Daily KPM Stats

[13]Generate KPM Stats for Tast 8 Weeks
[14]1Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation

[25]CleanUp ESR 5921 IOS Crash Info Files
[26]Recreate undotablespace

[27]Reset Upgrade Tables

[28]Recreate Temp tablespace

[29]Clear Sysaux tablespace

[30]Fetch SGA/PGA Memory usage
[31]Generate Self-Signed Admin Certificate
[32]View Certificates in NSSDB or CA_NSSDB
[33]Recreate REPLOGNS tablespace

[34]View Native IPSec status

[0]Exit

34
7212b70a-1405-429a-94b8-71a5d4beble5: #114,

ESTABLI SHED

, IKEv2, 0ca3c29e36290185_1i 08c7fb6db177da84_r*

local '"CN=ise332.example.com' @ 10.48.23.85[500]

remote '10.62.148.79' @ 10.62.148.79[500]

AES_CBC-256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MODP_4096

established 984s ago, rekeying in 10283s, reauth in 78609s

net-net-7212b70a-1405-429a-94b8-71a5d4beble5: #58, reqid 1, INSTALLED, TUNNEL, ESP:AES_CBC-256/HMAC_S
installed 984s ago, rekeying in 12296s, expires in 14856s
in cl17542e9, 100 bytes,

1 packets

, 983s ago
out f7a68f69, 100 bytes,

1 packets

, 983s ago
local 10.48.23.85/32
remote 10.62.148.79/32



HUEHEER

|OS-XE M FEHERR
EEAWER
<#root>

KSEC-9248L-1#

debug crypto ikev2

IKEv2 default debugging is on

KSEC-9248L-1#

debug crypto ikev2 error

IKEv2 error debugging is on
KSEC-9248L-1#

debug crypto ipsec

Crypto IPSEC debugging is on

KSEC-9248L-1#

debug crypto ipsec error

Crypto IPSEC Error debugging is on

KSEC-9248L-1#

|IOS-XELW B TFFHE

Apr 25 18:57:36.572: IPSEC(sa_request):
(key eng. msg.) OUTBOUND local= 10.62.148.79:500, remote= 10.48.23.85:500,
local_proxy= 10.62.148.79/255.255.255.255/256/0,

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Num.

remote_proxy= 10.48.23.85/255.255
protocol= ESP, transform= esp-aes

1ifedur= 86400s and 4608000kb,

spi= 0x0(0), conn_id= 0, keysize=
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:
IKEvV2:

25
25
25
25
25
25
25
25
25
25

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
transforms:

57:
57:
57:
57:
57:
57:
57:
57:
57:
57:

36.
36.
36.
36.
36.
36.
36.
36.
36.
36.

573:
573:
573:
574:
574:
574:
574:
574:
574:
574:

4

(SESSION
(SESSION
(SA ID =
(SA ID =
(SESSION
(SESSION
(SESSION
(SESSION
(SESSION
(SESSION

.255.255/256/0,
256 esp-sha512-hmac (Tunnel), esn= FALSE,

256, flags= 0x0

ID = 0,SA ID = 0)
ID = 0,SA ID = 0)
[IKEv2 -> PKI]
[PKI -> IKEv2]

1D:
1D:
1D
1D

ID =
ID =
ID =

ID

5,5A
5,5A
5,5A
5,5A
5,5A
5,5A

ID
ID
ID
ID
ID
ID

D:
D:

D
D
D

D:

:Searching Policy with fvrf 0, local address 10.62
:Found Policy 'POLICY'

Start PKI Session

Starting of PKI Session PASSED

[IKEv2 -> Crypto Engine] Computing DH public key,
(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
:Request queued for computation of DH key

:IKEV2 initiator - no config data to send in IKE_S
:Generating IKE_SA_INIT message

IKE Proposal: 1, SPI size: 0 (initial negotiation



AES-CBC SHA512 SHA512 DH_GROUP_4096_MODP/Group 16

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 0000000000000000 Message id: O
IKEv2 IKE_SA_INIT Exchange REQUEST
Payload contents:
SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP)

Apr 25 18:57:36.575: IKEv2:(SESSION ID 5,SA ID 1):Insert SA

Apr 25 18:57:36.640: IKEv2:(SESSION ID = 5,SA ID 1) :Received Packet [From 10.48.23.85:500/To 10.62.14
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 0O

IKEv2 IKE_SA_INIT Exchange RESPONSE

Payload contents:

SA KE N NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY(Unknown -

Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1) :Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1):Verify SA init message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from received certificat
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for the trustpoint KrakowCA
Apr 25 18:57:36.643: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain for the trustpoint PASSED
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):Checking NAT discovery
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):NAT not found
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Computing DH secret key,
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Request queued for computation of DH secret
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IKEv2 -> Crypto Engine] Calculate SK
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] SKEYSEED cal
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Completed SA init exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Generate my authentication data
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Get my authentication method
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):My authentication method is 'RSA'
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Sign authentication data
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting private key
Apr 25 18:57:36.877: IKEv2:(SA ID 1):[PKI -> IKEv2] Getting of private key PASSED
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Sign authentication data
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Signing of authentication data PASSED
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Authentication material has been sucessfully sign
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Generating IKE_AUTH message
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Constructing IDi payload: '10.62.148.79' of type
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieve configured trustpoint(s)
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Get Public Key Hashes of trustpoints
Apr 25 18:57:36.946: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of Public Key Hashes of trustpoints PASSE
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):ESP Proposal: 1, SPI size: 4 (IPSec negotiation),
Num. transforms: 3

AES-CBC SHA512 Don't use ESN
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):Building packet for encryption.
Payload contents:
VID IDi CERT CERTREQ AUTH SA TSi TSr NOTIFY(INITIAL_CONTACT) NOTIFY(SET_WINDOW_SIZE) NOTIFY(ESP_TFC_NO,

Apr 25 18:57:36.947: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange REQUEST
Payload contents:
ENCR



Apr 25 18:57:37.027: IKEv2:(SESSION ID = 5,SA ID
Initiator SPI : OCA3C29E36290185 - Responder SPI
IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

IDr CERT AUTH SA TSi TSr

Apr 25 18:57:37.029: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID

1) :Received Packet [From 10.48.23.85:500/To 10.62.14

: 08C7FB6DB177DA84 Message id: 1

Apr 25 18:57:37.033: IKEv2:Validation 1list created
Apr 25 18:57:37.033: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating certificate chain
Apr 25 18:57:37.043: IKEv2:(SA ID = 1):[PKI -> IKEv2] Validation of certificate chain PASSED

Apr 25 18:57:37.043: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID

1) :Process auth response notify

1) :Searching policy based on peer's identity 'cn=ise
1) :Searching Policy with fvrf 0, local address 10.62
1) :Found Policy 'POLICY'

1):Verify peer's policy

1):Peer's policy verified

1) :Get peer's authentication method

1):Peer's authentication method is 'RSA'

with 1 trustpoints

1) :Save pubkey

1):Verify peer's authentication data

1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
1):[Crypto Engine -> IKEv2] IKEv2 authentication dat

Apr 25 18:57:37.045: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Verify signed authentication data
Apr 25 18:57:37.047: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Verification of signed authentication d
Apr 25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange

Apr 25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.050: IKEv2:(SESSION ID = 5,SA ID

1) :Processing IKE_AUTH message
1) :IPSec policy validate request sent for profile PR

Apr 25 18:57:37.051: IPSEC(key_engine): got a queue event with 1 KMI message(s)
Apr 25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1

Apr 25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1,
remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,

remote_proxy= 10.48.23.85/255.255.255.255/256/0,

protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,

(key eng. msg.) INBOUND Tocal= 10.62.148.79:0,

1ifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0

Apr 25 18:57:37.051: Crypto mapdb : proxy_match
src addr : 10.62.148.79
dst addr : 10.48.23.85
protocol : 0
src port : O
dst port : O

Apr 25 18:57:37.051: (ipsec_process_proposal)Map Accepted: MAP-IKEV2, 10
Apr 25 18:57:37.051: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Callback received fo

Apr 25 18:57:37.052: IKEv2:(SA ID

1):[IKEv2 -> PKI] Close PKI Session

Apr 25 18:57:37.052: IKEv2:(SA ID = 1):[PKI -> IKEv2] Closing of PKI Session PASSED

Apr 25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID

Apr 25 18:57:37.053: IKEv2:(SESSION ID = 0,SA ID
Apr 25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:37.054: IKEv2:(SESSION ID = 5,SA ID

1) :IKEV2 SA created; inserting SA into database. SA

1) :Session with IKE ID PAIR (cn=ise332.example.com,

0) :IKEv2 MIB tunnel started, tunnel index 1

1):Load IPSEC key material

1):(SA ID = 1):[IKEv2 -> IPsec] Create IPsec SA into

Apr 25 18:57:37.054: IPSEC(key_engine): got a queue event with 1 KMI message(s)

Apr 25 18:57:37.054: Crypto mapdb : proxy_match

src addr : 10.62.148.79

dst addr : 10.48.23.85

protocol : 256

src port : O

dst port :
Apr 25 18:57:37.054: IPSEC: (SESSION ID
Apr 25 18:57:37.054: IPSEC: (SESSION ID

5) (crypto_ipsec_create_ipsec_sas) Map found MAP-IKEV2, 10
5) (crypto_ipsec_sa_find_ident_head) reconnecting with the sam



Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (get_old_outbound_sa_for_peer) No outbound SA found for pee
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,
(sa) sa_dest= 10.62.148.79, sa_proto= 50,
sa_spi= OxF7A68F69(4154888041),
sa_trans= esp-aes 256 esp-sha512-hmac , sa_conn_id= 72
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0
Apr 25 18:57:37.055: ipsec_out_sa_hash_idx: sa=0x46CFF474, hash_idx=232, port=500/500, addr=0x0A3E944F/
Apr 25 18:57:37.055: crypto_ipsec_hook_out_sa: ipsec_out_sa_hash_array[232]=0x46CFF474
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,
(sa) sa_dest= 10.48.23.85, sa_proto= 50,
sa_spi= 0xC17542E9(3245687529),
sa_trans= esp-aes 256 esp-sha5l12-hmac , sa_conn_id= 71
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0

Apr
Apr
Apr
Apr

25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.057:

XHISEH 17t PE HEBR

E3 AER

IPSEC: Expand action denied, notify RP
IKEv2: (SESSION ID = 5,SA ID
IKEv2: (SESSION ID
IKEv2: (SESSION ID

1):(SA ID = 1):[IPsec -> IKEv2] Creation of IPsec SA
5,SA ID 1) :Checking for duplicate IKEv2 SA
5,SA ID = 1):No duplicate IKEv2 SA found

HISELXBERANBERER , EFAATMIZEFHERHS T

ise332/admin#show logging application strongswan/charon.log tail

EISELMITEETHERR

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

26
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26
26
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26
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26
26
26
26
26
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00:
00:
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00:
00:
00:
00:
00:
00:
00:
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00:
00:
00:
00:
00:
00:

57:
57:
57:
57:
57:
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57:
136
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57:
57:
57:
57:
57:
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36
36
36
36
36
36
36
36
36
36

36
36
36
36
36
36

03[NET]
03[NET]
13[MGR]
13[MGR]
13[NET]
13[ENC]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]
13[ENC]
13[ENC]
13[IKE]
13[IKE]
13[IKE]

received packet: from 10.62.148.79[500] to 10.48.23.85[500]

waiting for data on sockets

checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_1i 0000000000000000_r
created IKE_SA (unnamed)[114]

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

received packet: from 10.62.148.79[500] to 10.48.23.85[500] (774 bytes)
parsed IKE_SA_INIT request O [ SA KE No V V V V N(NATD_S_IP) N(NATD_D_IP)
Tooking for an IKEv2 config for 10.48.23.85...10.62.148.79

candidate: 10.48.23.85...10.62.148.79, prio 3100

found matching ike config: 10.48.23.85...10.62.148.79 with prio 3100
local endpoint changed from 0.0.0.0[500] to 10.48.23.85[500]

remote endpoint changed from 0.0.0.0 to 10.62.148.79[500]

received Cisco Delete Reason vendor ID

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:2d:30:32
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:43:2d:52:
received Cisco FlexVPN Supported vendor ID

10.62.148.79 is 1initiating an IKE_SA

IKE_SA (unnamed)[114] state change: CREATED => CONNECTING
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37

13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[ENC]
13[NET]
13[MGR]
13[MGR]
04 [NET]
03 [NET]
03 [NET]
09[MGR]
09[MGR]
09[NET]
09[ENC]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09 [KNL]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]

<114>
<114>
<114>
<114>
<114>

selecting proposal:

proposal matches

received proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/M
configured proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512
selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MO

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

sending cert request for
sending cert request for
sending cert request for
sending cert request for
sending cert request for

checkin IKEv2 SA (unnamed)[114] with
checkin of IKE_SA successful

"CN=KrakowCA"
"DC=com, DC=
"CN=Certificate Services Endpoint Sub CA - ise33
"CN=Certificate Services Node CA - ise332"
"0=Cisco, CN=Cisco Manufacturing CA SHA2"
generating IKE_SA_INIT response O [ SA KE No N(NATD_S_IP) N(NATD_D_IP) CE
sending packet: from 10.48.23.85[500] to 10.62.148.79[500] (809 bytes)

example, CN=LAB CA"

SPIs 0ca3c29e36290185_1 08c7fb6dbl77

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]

received packet: from 10.62.148.79[500] to
waiting for data on sockets

10.48.23.85[500]

checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_1 08c7fb6dbl77da84_r

IKE_SA (unnamed)[114] successfully checked

out

48.23.85[%any]...10.62.148.79[10.62.

<114> received packet: from 10.62.148.79[500] to 10.48.23.85[500] (1488 bytes)
<114> parsed IKE_AUTH request 1 [ V IDi CERT CERTREQ AUTH SA TSi TSr N(INIT_CON
<114> received cert request for "CN=KrakowCA"

<114> received end entity cert "CN=KSEC-9248L-1.example.com"

<114> looking for peer configs matching 10.

<114> candidate "7212b70a-1405-429a-94b8-71a5d4beble5", match: 1/1/3100 (me/oth
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

selected peer config '7212b70a-1405-.
using certificate "CN=KSEC-9248L-1.e
certificate "CN=KSEC-9248L-1.example
using trusted ca certificate "CN=Kra
certificate "CN=KrakowCA" key: 2048
reached self-signed root ca with a p
checking certificate status of "CN=K
ocsp check skipped, no ocsp found
certificate status is not available
authentication of '10.62.148.79' wit
received ESP_TFC_PADDING_NOT_SUPPORT
authentication of 'CN=ise332.example
sending end entity cert "CN=ise332.e
IKE_SA 7212b70a-1405-429a-94b8-71a5d
IKE_SA 7212b70a-1405-429a-94b8-71a5d
scheduling rekeying in 11267s
scheduling reauthentication in 79593
maximum IKE_SA Tifetime 19807s
Tooking for a child config for 10.48
proposing traffic selectors for us:
10.48.23.85/32

proposing traffic selectors for othe
10.62.148.79/32

candidate "net-net-7212b70a-1405-429
found matching child config "net-net
selecting proposal:

proposal matches

received proposals: ESP:AES_CBC_256/
configured proposals: ESP:AES_CBC_25
selected proposal: ESP:AES_CBC_256/H
got SPI cl7542e9

selecting traffic selectors for us:
config: 10.48.23.85/32, received: 10
config: 10.48.23.85/32, received: 10
selecting traffic selectors for othe
config: 10.62.148.79/32, received: 1
config: 10.62.148.79/32, received: 1
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09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[IKE]
09[CHD]
09[ENC]
09[NET]
09[MGR]
09[MGR]
04 [NET]

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

CHILD_SA net-net-7212b70a-1405-429a-
using AES_CBC for encryption

using HMAC_SHA2_512_256 for integrit
adding inbound ESP SA

SPI 0xcl17542e9, src 10.62.148.79 dst
adding SAD entry with SPI cl17542e9 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 32 packets

HW offload: no

adding outbound ESP SA

SPI 0xf7a68f69, src 10.48.23.85 dst
adding SAD entry with SPI f7a68f69 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 0 packets

HW offload: no

adding policy 10.62.148.79/32 === 10
adding policy 10.62.148.79/32 === 10
adding policy 10.48.23.85/32 === 10.
getting a local address in traffic s
using host 10.48.23.85

getting iface name for index 22
using 10.48.23.1 as nexthop and ethl
installing route: 10.62.148.79/32 vi
getting iface index for ethl
CHILD_SA net-net-7212b70a-1405-429a-
CHILD_SA net-net-7212b70a-1405-429a-
generating IKE_AUTH response 1 [ IDr
sending packet: from 10.48.23.85[500
checkin IKEv2 SA 7212b70a-1405-429a-
checkin of IKE_SA successful

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]
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