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Internet
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TrustSec Overview

Plan Security Groups Create Components Push Policy
Identify resources that require different levels of Create security groups for resources, user Push the matrix policy live.
protection groups and Network Devices as defined in the
preparation phase. Also, examine if default Push the SGTs, SGACLs and the matrix to the
Classify the users or clients that will access SGTe can be used to match the roles defined. network devices @
those resources
Define the network device autharization policy Real-time Monitoring
Objective is to identify the minimum required by assigning SGTs to network devices. Check dashboards to monitor current access.
number of Security Groups, as this will simplify
management of the matrix Policy Auditing
Define SGACLs to specify egress policy. Examine reports to check access and
Preliminary Setup authorization is as intended.
Set up the TrustSec AAA server. Assign SGACLSs to cells within the matrix to

enforce security.
Set up TrustSec network devices.

Exchange Policy

Check default TrustSec seftings to make sure Configure SXP to allow distribution of IP to SGT
they are acceptable. mappings directly to TrustSec enforcement
devices.

If relevant, set up TrustSec-ACI policy group
exchange to enable consistent policy across
your network.

Consider activating the workflow process to
prepare staging policy with an approval process.

fFCisco ISEHL & TrustSec AAARRS 2%

Identity Services Engine Home b Context Visibiity  » Operafions » Policy b Adminisiration

b Metwork Access b Guest Access |~ TrustSec » BYOD » Profiler + Posture » Device Administration » PassivelD

b Overview  + Components b TrusiSec Policy Policy Sets b SHP b Troubleshoot  Reporis b Settings
I
<]
AAA Servers List = corbinise
AAA Servers

Security Groups

IP SGT Static Mappin
e *Name | CISCOISE

Security Group ACLs

Metwork Devices

Descripfion
Trustzec AAL Servers
*IP [ 10.201.214.230 | (Example: 10.1.1.1)
*Port 1812 | (Valid Range 1 o 65535)

Rt

Bt & H I UEFECisco ISER I RADIUSIR &



Identity Services Engine

Home v Context Visibility ¢ Operations » Policy - Administration + Work Centers
b System + Identity Management ~ Metwork Rescurces ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC

* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
I

o
Metwork Devices List = CatalystSwitch

Network Devices

Hetwork Devices

Default Device

* Name | Catalyst3witch
Deseription | catalyst 3850 Switch

Device Security Settings

IPAddress  +| *IP: [ 10.201.235.102 | iz |
Ak Cisco v @

Software Version |:|

* Device Profile

* MWetwork Device Group

Location [l Locations | [ Set To Default |
IPSEC  [no | [ 5etTo Default |
Device Type |A|| Device Types | | Set To Default |

N

M [+ RADIUS Authenticafion Settings

RADIUS UDP Settings

Frotocol  RADIUS /

" Shared Secrel [ pdmini23 | [ Hide |

Use Second Shared Secret [ i

| Show |

CoAPort [ 1700 | | SetTo Default |

RADIUS DTLS Settings
DTLS Required  []

Shared Secret  |radius/dils i

i & F I UEWLCR A Cisco ISERR MY TrustSecig &

AR SSHEFZIE, X{#ECisco ISEZZ#AIPEISGTH S E X # .

& 1ECisco ISE Web GUIH 421X LE F£ work Centers > TrustSec > Components > IP SGT Static Mappings T , B0 FFf 7R :
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
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stlnal T = oo B -
el |dentity Services Engine

Hame ¢ Contect Visibiling ¢+ Operations » Policy ¢+ Administration = Wark Centers

b Metwork Access ¢ Guest Access | = TrustSec | » BYOD ¢ Profiler  » Posture  * Device Administration  » PassivelD
¢ Ovarview ¢ Components  ® TrustSec Policy  Policy Sets ¢ 53XP » Troubleshoot  Reports  ~ Settings
I
o

General TrustSec Setlings General TrustSec Settings

TrustSec Matrix Setlings
Verify TrustSec Deploymant
Work Process Settings

SXP Seltings [C] Automatic werification after avery deploy (i
ACI Sattings Time after deploy process minutes (10-60)

Protected Access Credential (PALC)

“Tunnel PAC Time To Live [s0 | [oays -

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(8] System Will Assipn SGT Numbers
[C] Ewcept Numbers [n Range -  From | 1,000 To| 1,100

() Usar Must Entar SGT Numbers Manually

Security Group Tag Numbering for APIC EPGs

[C] System will assign numbers In Range -  From | 10,000




Al Identity Services Engine

» Contexd Visibility » Operations » Paolicy ¢ Admindstration

b Mebwork Access ¢ Guest Access  + TrustSec | » BYOD ¢ Profiler » Posture  » Device Administration  » PassivelD
b Owverview ¢ Componants ¢ TrustSec Poloy  Policy Sels # SXP # Troubleshood  Reporls = Sebings
a
Ganeral TrustSec Sellisga Security Group Tag Numbering for APIC EPGs
TrusiSec Matrix Seftings [ system will assign numbers In Range -  From | 10,000
Wiork Process Salfings
SXP Settings Automatic Security Group Creation
ACI Setlings
[[] Auto Create Security Groups When Creating Authorization Rules (i
SGT Number Range For Auto-Creation - From | 5,000 To 5,100

NEL AP RIRR 2 AR

HFBYODHi A Bl &£ 4H- SGT 15
HBYODGE IRlEZ44H- SGT 7

Automatic Naming Options

Select basis for names, [Security Group name will be shorened to 32 characters)

Mama Will Include Rula Mame o
Optional Addiions Policy Set Mame (i

Prefix | SGT

Suffis: | 8GT
Exampla Name - Rulalame

IP SGT static mapping of hostnames

(= Create mappings for all IP addresses returned by DNS query

() Create mapgings only for the frst IPvd address and the first IPvG address returned by DNS query

Save Recet



‘4 Identity Services Engine Home + Context Visibility + Operafions + Policy » Administration

b Metwork Access b Guest Access | ~TrustSec | » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

b Overview  ~Componénts b TrustSec Policy  Policy Sets  » SXP ¢ Troubleshoot  Reports  » Setings
—

o
Security Groups Security Groups
For Policy Export go fo Administration » System = Backup & Resiore » Policy Expori Page
IP SGT Static Mapping
Security Group ACLs
Network Devices G Edit + Add & Import A Export ~ B Trash - © Push @ Verify Deploy
pListze RAS Se0ers Icon Name J2 SGT (Dec / Hex) Description Learned from
— @) BYODconsultants 15/000F SGT for consultants who use BYOD - restrict intemal access
— @ BYODemployees 7007 SGT for employees who use BYOD - allow internal access
@ Contractors 510005 Contractor Security Group
@ Employees 40004 Employee Security Group
—_— g EmployeeServer BM000E Resfricted Web Server - Only employees should be able to access
@ Gussts BI0008 Guest Security Group
@ Metwork_Senices 300003 Metwork Services Security Group
@ Cuarantined_Systems 255/00FF Quarantine Security Group
g Restricted\WebServer B0008
@ TrusiSec_Devices 200002 TrustSec Devices Security Group
? Unknown 00000 Unknown Security Group

R ZBRHIHYWebBR %585 81 2 88 5| PEISGTIR &

T RE R REAMACE BRIESEIT(MAB), 802.1x, L& X @ Cisco |SE# 1T & 105101 AV H Atbl Pith sk 27 F MR 1T LLIR1E,

Idenfity Services Engine Context Vi v Policy  » Admini ~Work Centers

r Network Access  * Guest Access | ~TrusiSec | » BYOD  » Profiler  * Posture  * Device Administration  * PassivelD

v Overview = Components  * TrustSec Policy  Policy Sets  » SXP r Troubleshoot  Repons  » Setlings
<]

s fy Groups IP SGT static mapping > 10.201.214.132

IP SGT Static Mapping IP addvess(es) * 10201214132
Security Group ACLs
Network Devices Add to a mapping group

LSS T s Map to SGT individually

SGT- EmployeaSerer (2/0008) v

Send 1o SXP Domain u default

Deploy to devices All TrustSec Davices v

Cancal m

BRI B RIEE B X 4



Identity Servi ngine

Home ¥ Conbexd Visibility ¥ Ope
» System - |dentity Management | » Metwork Resources ¢ Device Poral Management  puGrid Services ¢ Feed Service  » Threal Centric HAC

k Wenfitiecs Groups  Exiemal Identity Scurces  ldenfity Source Sequences b Seftings

External Identity Sources Cedificate Authentication Profiles List » New Certificate Authentication Profile
e Certificate Authentication Profile
-~ -

» ] Cendcae Autnantieation Profia
» [ Active Directory

*Hame | EYODCertificalesuthPrafile |

B Loar
& oosc Descriplion | Allow 802 1x authenbication to BYOD using usemamepasswond « EAP-TLS authentication 1o EYYOD
3 RADWS Token using certificate
] R SecurD i
[l SAML id Providers
[ Social Login Kentity Store [ Windows_AD._Server  J

Use Identity From @) Certificate Attibute [Subject . Comman Name ] @

) Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only)

Maich Chent Cerlificale Against
Certificate In ldendity Store Hever

(®) Only to resobve identity ambiguity

3 Abways perform binary comparison

(o)

£ A2 BT HYAE P 5 0 I IE S B XA 612 5 10 R 7 51



.':'.Lé!.-'. Identity Services Engine Hoame » Context Visibiity + Operations ¢ Policy - Administration + Work Centers

» Systemn |~ ldentity Management  » Metwork Resources ¢ Device Poral Managemeni  pwGrid Services ¢ Feed Service  p Threat Centric HAC

¥ ldeniities Groups Exdernal Ideniity Sources  Ildenfity Source Sequences  » Seffings

ldentily Sowrce Sequences List > Hew Identity Source Sequence
Identity Source Sequence

w |dentity Source Sequence

* Harme | BYOD_ldentity_Sequence |

Description | allow vsemames+password and cerlificale for BY QD authentication

by

= Cedificate Based Authenbication

¥ Selecl Cerificate Authentication Profile | BYODCeddificatefuthPr =

w» Authentication Search List

& st of identity sources that will be accessed in sequénce until first authentication succeeds

Availabile Selectad
intemal Endpaints " Tindows_A0_server a
Guest Users | | Intemal Users

w Advanced Search List Seftings
If & sedecied wentity slore cannol be accessed for authenticabion

.

(® Do not access other stores in the sequence and &1 the “AuthenbicationStalus™ attribute to "FrocessEmor

() Treat as if the user was not found and proceed to the next store in the saquence

Submit R

ARLRAF (RITAMBRA ) 2 EEHHSGT

A HAF&|AD4A [SG SGT
Jason Smithjjsmith |Bi[E] (BYODR |15

WF- L BH |ssmith| AT |BYODRTI |7
TiEA FIEH|FEH|TrustSeci® & |2
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o e
Statws  Polcy Set Nama Dusseription Canditions Alveed Prolocols | Sarver Sequence  His
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 fathentication Palicy (Z)

* Suls  Fude Namg Conditizns, \IM His Ao
00 esty_Setrsesce
@ pax S wrwen_sar L
¥ Opiory
PrpTp— e
@ Detsm L -]
¥ Oporn
¥ Aathorization Policy - Local Exceptions.
» Authorization Policy - Global Exceptions
 Aathorization Policy (1)
ey
Stabus e Mame Eondiions Froflin Secuty Getnapi His  Adions
dom Rebicaod cows £ [ mesworkactens Eaplemesicaton ECUALS EARTLS
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FFSCTH B BISKRRIER ( RIRHAMWLC )

el Identity Services Engine

Home + Conlexdt Visibility » Operations + Policy + Adminisiration
b Nebwerk Access ¢ Guest Access  =TrustSec | » BYOD  » Profiler ¢ Posture ¢ Device Administration ¢ PassivelD

b Overview  # Components = TrusiSec Policy Policy Sets  # SXP b Troubleshoot  Reporis b Seftings
N

<]
) Metwork Device Authorization
~ Egress Policy
Define the Nebtwork Device Authorization Palicy by assigning SGTs lo network devices. Drag and drop rules lo change the order
Matrices List Fuke Name Conditions Security Group
—— E# Tag_TrustSec_Devices I DEVICE:Device Type equals to All Device Types then  TrusiSec_Devices
B Default Rule I norules defined or no malch then  Unknown
Source Tree
Destination Tree
Network Device Authorization
TE M SGACL LA TE i O 5K B

AVFBE G RANSBEMAE |, BRHFIRE



et [dentity Services Engine

Home v Context Visibility v Operations + Policy v Administration - Work Centers

b Metwork Access b Guest Access =TrustZec | » BYOD b Profiler  » Posture p Device Administrafion  » PassivelD
b Overview = Components P TrustSec Policy  Policy Sets  » SXP b Troubleshoot  Reports b Settings
I
o
Security Groups ACLs List = RestrictConsultant
Security Group ACLs

Security Groups

IP SGT Static Mapping

_ ¥ MName | pectrictConsultant
Security Group ACLs

Description

Metwork Devices Deny Consultants from going to internal sites such as: hitps://10.201.214.132

Trustsec AAA Servers

IPVersion (@) |pvd () IPv6 () Agnostic

* Security Group ACL content permit j

deny tcp dst 2g 30

deny top dst eg 443
permit ip

AR TIHREFAEBE RSIEAAEER

e |dentity Services Engine

Home ¢ Context Visibility + Operations + Policy v Administration ~ Work Centers

» Metwork Access b Guest Access = TrustZ3ec » BYOD b Profiler v Posture » Device Administration ¥ PasszivelD

b Overview  *Components b TrusiSec Policy  Policy Sets b SXP » Troubleshoot  Reporis b Settings
I
<]

Security Groups ACLs List = AllowEmployee
Security Group ACLs

Security Groups

IP 3GT Static Mapping
) Y Mame | pllowEmployee
Security Group ACLs

Description

Metwork Devices Allow Employees to ping and access sites in browser

Trustsec AAA Servers

IPVersion @ |pva (O IPvé () Agnostic

* Security Group ACL content permit j

permit tcp dst eq 80
permit tcp dst eq 443
permit ip

AWHMRZHRERRS (&)



wlile Identity Services Engine

» Operations » Palicy ¥ Adn ~ Work Centers
» Metwaork Access b Guest Access = TrustSec + BYOD » Profiler  » Posture ¢ Device Administration *» PassivelD

» Overview  =Components  » TrustSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Settings
N

o
Security Groups Security Groups ACLs List > LoginServices
Security Group ACLs
IP SGT Static Mapping
* Name i .
Security Group ACLs LoginServices|
Network Devices Description

This is an ACL for Login services

Trustsec AAA Servers

IPVersion @ 1pva O 1Pve (O Agnostic

Security Group ACL content permit udp dst eq 67

permit udp dst eq 53
permit tcp dst eq 53
permit tcp dst eq 88
permit udp dst eq 88
permit udp dst eq 123
permit tcp det eq 135
permit udp dst eq 137
permit udp dst eq 389
permit tep dst eq 389
permit udp dst eq 636
permit tcp dst eq 636
permit tcp dat eq 445
permit tcp dst eq 1025
permit tep dst eq 1026

Save Reset

HrRrERLAFREERZECiscoISE ( ATBYODTFEEM ) » FNEIEDNS, DHCP, pingZiWebAuthii &
Cisco ISE :

=
o

Identity Services Engine

S

1

Home » Context Visibility » Operations *» Policy » Administration - Work Centers
b Metwork Access b GuestAccess | ~TrustSec  » BYOD  » Profiler ) Posture  » Device Administration  » PassivelD
» Overview ~Componenls P TrustSec Folicy  Policy Sets  » SXP » Troubleshool  Reporls b Sedtings

I

o
Security Groups ACLs List = New Security Group ACLs

Security Group ACLs

Security Groups

IP SGT Static Mapping
* Mame  qs
Security Group ACLs

Description

Network Devices ACL to allow ISE services to occur

Trusisec AAA Servers

IPVersion @) pva (O IPvé () Agnostic

* Security Group ACL content deny udo dst g 67

deny ydp dst 2g 53
deny fop dst 2g 53
deny icmp

deny fcp dst gg 8443
permit ip

==y
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"Oseh: Identity Services Engine Home  » Context\Visibiity b Operaions  » Policy b Administration [ERUCLRe e

» Mebwork Access } Guest Access - TrustSec » BYOD » Profiler } Posture » Device Administration » PassivelD

b Cverview  » Components b TrusiSec Pelicy  Policy Sets ¥ SXP ¢ Troubleshoot  Reporls  ~ Settings
|

< ]
General TrustSec Settings TrustSec Matrix Settings
TrustSec Mairix Settings = Allow Multiple SGACLs i
Work Process Settings ¥ Allow Monitoring (i
i # Show SGT Numbers
SXP Seftings
&CI Settings Appearance Settings | Custom Theme ¥

Set In Cell & Color  Pattern
permit [ v [ ]
Deny - ¥ :
seacls B[ |7
Default for Matrix (Inherited)

Status lcons
Enabled
Disaled @ @
Monitor ® o

% #HCisco ISEA L AKPush , RENEBHEIENRE. EETEREBHITILERE

There are TrustSec configuration
changes thatl has not been nolified to
nefwork devices. To nolify the relevant m
nélwork devices about these changes

ckek the push buthon.

=1

TECatalyst3Z ¥l £ BL & TrustSec

1ECatalyst3Z ¥ ¥ - e & 333 M1 LA {55 A Cisco TrustSec for AAA



B ROEBRIRIEH T L A A BB Cisco ISERYBYOD , REHMATIALFT RIVELE.

BEETHNSTELZHEEE (A TEBYODELREBSISEREMEM ) o

<tfroot>

Cat al yst Swi t ch(confi g) #aaa new nodel



Cat al yst Swi t ch(confi g) #aaa server radi us policy-device

Cat al yst Swi tch(confi g)#i p devi ce tracking

Cat al yst Swi t ch(confi g) #radi us server Cl SCO SE

Cat al yst Swi t ch(confi g-radi us-server)#address i pv4 10.201.214. 230 aut h-port 1812 acct-port

CatalystSwitch(config)#aaa group server radius AAASERVER
CatalystSwitch(config-sg-radius)#server name CISCOISE

CatalystSwitch(config)#aaa authentication dotlx default group radius
CatalystSwitch(config)#cts authorization 1ist SGLIST
CatalystSwitch(config)#aaa authorization network SGLIST group radius

Cat al yst Swi t ch(confi g) #aaa aut hori zati on network default group AAASERVER

Cat al yst Swi t ch(confi g) #aaa aut hori zati on aut h-proxy default group AAASERVER

Cat al yst Swi t ch(confi g) #aaa accounting dotlx default start-stop group AAASERVER

Cat al yst Swi t ch(confi g) #aaa server radi us policy-device

CatalystSwitch(config)#aaa server radius dynamic-author
CatalystSwitch(config-Tocsvr-da-radius)#client 10.201.214.230 server-key Adminl23

1813



R PACRAMSME Administration > Network Devices > Add Device > RADIUS Authentication Settings Z8% 5 E /Y
RADIUSHEZAME.

<#froot>

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 on-for-Ilogin-auth

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 support-nultiple



Cat al yst Swi t ch(confi g) #radi us-server attribute 8 include-in-access-req

Cat al yst Swi t ch(confi g) #radi us-server attribute 25 access-request include

CatalystSwitch(config)#radius-server vsa send authentication
CatalystSwitch(config)#radius-server vsa send accounting

Cat al yst Swi t ch(confi g) #dot 1x system aut h-contr ol

TERADIUSHRS 88 T B i PACE4A 1 IE 33 L 2 Cisco ISE

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#address ipv4 10.201.214.230 auth-port 1812 acct-port 1813
CatalystSwitch(config-radius-server)#pac key Admin123

M e RADILS Authentication Settings

Ha DS DD >ettings

Frofocol RADILS

" Shared Secred | Admini23

Usze Second Shared Secret [

Hide



AR PACR4A MM SR TECisco ISERY Administration > Network Devices > Add Device > RADIUS Authentication
Settings #89 THEERNRADIUSHEZRAMEE ( MFRBEMTR ) -

BB CTSE IR UE 3 4L F Cisco ISE

CatalystSwitchtcts credentials id CatalystSwitch password Admin123



"tiee  Identity Services Engine Home b Conted Vishilly  + Operaions  + Policy -.-'-c"l'l":-ll.'!:um

b Syadaim b bdenbly Mansgement =~ Hetdk Aesourtes b Devics Porlsl Mansgament!  poleod Senvioas  p Faed Sardce ¥ Thiaad Ca

= Matwork Devices  Hebwork Device Groups

Metorork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences  MAC Mana
= 5
o * Advanced TrusiSec Setlings
MHetwork Devices
Cedault Device
= * Device Authentication Settings
Device Security Seltings
Use Device 10 for TrusiSec identification L2
Device Id b ts etk
" Passoword | admini >y Hids

it CTSEIEMS TS EECTSEIERIEEMNIRFZID +FBMERE , Y5 EEBRHSERNAdministration > Network Devices >

Add Device > Advanced TrustSec Settingsff % ( ERBEHESETR ) PIEEMNIZRID +EBHER.



ARG, RIFTEHWPAC , FEEBXEBKRERISE :

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#exit
Request successfully sent to PAC Provisioning driver.

ECataystR N L2 BB ACTS

CatalystSwitch(config)#cts role-based enforcement
CatalystSwitch(config)#cts role-based enforcement vlan-list 1115 (choose the vlan that your end user devices are on only)

NZ R HIHIWebRSS 253 1TERASIPEISGTIST ( ATiE )

ZIRHIMIWebBR 5B M AR IBN I SER 1T H B IIE , LB IRHLCLITRISE Web GUIFT E#ETF RIS , MX{UN2BRHH
RZWebRFESZ —»

CatalystSwitch(config)#cts role-based sgt-map 10.201.214.132 sgt 8

I8 E Catalyst 3T Hl £ B9 TrustSec

CatalystSwitch#show cts pac

AID: EF2E1222E67EB4630A8B22D1FF0216C1

PAC-Info:

PAC-type = Cisco Trustsec

AID: EF2E1222E67EB4630A8B22D1FF0216C1

I-ID: CatalystSwitch

A-ID-Info: Identity Services Engine

Credentia Lifetime: 23:43:14 UTC Nov 24 2018

PA C-Opague: 000200B80003000100040010EF2E1222E67EB4630A 8B22D 1FF0216C10006009C0003010025D40D409A 0DDA F352A 3F1A 9884A C3F
Refresh timer is set for 12w5d

CatalystSwitch#cts refresh environment-data
Environment data download in progress



CatalystSwitch#show cts environment-data
CTS Environment Data

Current state = COMPLETE

Last status = Successful

Local Device SGT:

SGT tag = 2-02:TrustSec_Devices

Server List Info:

Installed list: CTSServerList1-0001, 1 server(s):
*Server: 10.201.214.230, port 1812, A-1D EF2E1222E67EB4630A8B22D1FF0216C1
Status = ALIVE flag(0x11)

auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Multicast Group SGT Table:

Security Group Name Table:

0001-31:

0-00:Unknown

2-00:TrustSec_Devices

3-00:Network_Services

4-00:Employees

5-00:Contractors

6-00:Guests

7-00:BY ODemployees

8-00:EmployeeServer

15-00:BY ODconsultants
255-00:Quarantined_Systems
Transport type = CTS_ TRANSPORT_IP_UDP
Environment Data Lifetime = 86400 secs
Last update time = 16:04:29 UTC Sat Aug 25 2018
Env-data expiresin 0:23:57:01 (dd:hr:mm:sec)
Env-data refreshesin 0:23:57:01 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

CatalystSwitch#show cts role-based sgt-map al
Active IPv4-SGT Bindings Information

IP Address SGT Source

10.201.214.132 8 CL I
10.201.235.102 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings=1
Total number of INTERNAL bindings=1
Total number of active bindings = 2

FEWLC LR E TrustSec

Bt B M UEWL CHs il A Cisco I SERIRADIUSIR &



Services Engine

Home

»+ Context Visibility

» Operalions » Policy ~ Administration + Work Centers

b System t Identity Management = ~ Metwork Resources + Device Portal Management  pwGrid Services  » Feed Service  » Threat Cenfric NAG
+ Metwaork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  Extermal MDM b Location Services
o
Network Devices Metwork Devices List = CiscoWLC /
Network Devices
Default Device
* Mame | CiscoWLC
Device Security Settings
Description | gisep 3504 WLC
P Address -] *IP: [ 10.201.235.123 E
* Device Profile .
s Cisco » &
Software Version l:l
* Metwork Device Group
Lacation [y | seations © | [ SetTo Defauit |
IPSEC [ © | [ SetTo Defauit |
Device VP2 [ A1) Device Types @] | set To Default |
M |5 RADIUS Authenticafion Settings
RADIUS UDP Settings
Profocol  RADIU S/
* Shared Secret |cisco | [ Hide |
Use Second Shared Secret [ (i
| Show |
CoA Part [ 1700 | [ set To Default |
RADIUS DTLS Settings i
DTLS Reguired [ ;
Shared Secret | radius/dils i
Cos. Port [ 2083 | [ Set To Default |

it B ML IEWL CH8 1A Cisco | SEAR B TrustSeci® &

It 25 B Cisco ISEZPE BIWL CHI BRI PRISGTRR ST
GUIFR I T X L5,

Izsuer CA of ISE Certificates for CoA v | i

|Select if requirad {optional)

DNS Mame

B E— S ITIEDL> TrustSec >HHE> |P SGTHEEASMETAY Cisco |SE Web



"duc Identity Servic Home  » ConlextVishiily  » Operaons  + Poicy PRIl WorkCenlers

» System  » Identity Management = - Network Resources ¢ Device Porfal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¥ Location Services
I

o M [+ Advanced TrustSec Seifings
HNetwork Devices

EeiiBette ~ Device Authentication Settings /
Device Security Setfings
Use Device 1D for TrustSec ldentification

Device Id | CiscoWLC

+ TrustSec Notifications and Updates \

* Download environment data every |1 Minutes  ~ |

* Dovmioad peer authorization palicy every [ | [Davs |
* Reauthentication every ll | |Days =]

* Download SGACL lists every [ | [Minutes_~]

Other TruziSec devices to trust this device R —
Send configuration changes to device Using @ coa O cu (S5H) —

Send from - ,m

Ssh Key

+ Device Configuration Deployment

Inciude this device when deploying Security Group

Tag Mapping Updales
Device Interface Credentials /

* EXEC Mode Password Hide | —i—
Enable Mode Password | Hide | ie—

= Out Of Band (00B) TrustSec PAC

Issue Date 27 Aug 2018 01:58:32 GM
Expiration Date | 25 Nov 2018 01:58:32 GMT

Issued By | Network Device

Generate PAC



EE  BIEEAL Deviceld % , FEEHEMNSTR(FEWLC Web Ul H /145 Security > TrustSec > Genera ) F th & A
Password It &4 o

B AWLCHIPACHEL



CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
b Server Index 2
eneral
» RADIUS Server Address{lpvd/Tpvi) 10.201.214.230

Authenhication
Accounting
Fallback
DS
Dowmilcaded AVP
k TACACS+
LD&AP
Local Met Users
MAC Filtening
w [Disabled Clients
User Login Pohcies
AP Policies
Pazsword Polcies

Local EAF
Advanced EAP
Priority Order
Certificate

Access Control Lists

Wireless Protection
Policies

Wab Auth

TrustSec

Local Policies
OpenDNS
Advanced

EWLCLE S ATrustSec

Shared Secret Format

Shared Secret

Confirm Shared Secret

Key Wrap

Apply Ci5co 15E Default settings
Port Humber

Server Status

Suppornt for Cod

Server Timeouk

Hetwork User

Managpement

Management Retransmit Timesut
Tunnel Proxy

Bealm Ligt

PAC Provigsonang

IFSec

ASCH ¥

(Detsgred For FIPS cuttomers and requires B key wrap comphsnt RADIUS tarver)

1812

Enablad *

Enabled ¥

5 seconds

# Enable
Enable

5 seconds

. Enable

* Enable

Enable



Save Configuration  Ping Logout  Refres

hlllilllh

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security General _Clear DevicelD | Refresh Env Data | Apply |

* ARA /

General -
» RADIUS L Enable
Buthenticaticn Device Id CiscoWiLe
Accownting
Fallback Password LELETL
i Inline Tagging

Downloaded AVP

¥ TACACS+
LDaP Enviranment Data

Local Het Lisers

MAC Filtering Current State START

w [igabled Chents Last Siatus WAITING_RESPONSE
Uaer Logen Pahigs
AP Policies

1.Cizar Davicald will cear Device [D and password

[
e 2.Apoly button will configune Device 1D ang other parameters

k Local EAP
Advanced EAP

k Priority Order

¢ Certificate

F Access Control Lists

Wireless Protection
Policias

F Web Auth

+ TrustSec
GEFETE] lf—
SXP Config
Paliey

Local Policies
¢ OpenDNS

F Advanced



R : CTS Deviceld 1 Password 45 #&7E B RHSERIAdministration > Network Devices > Add Device > Advanced TrustSec
SettingsEf 4 35 EEHY Device Id H Password 4@,

BWIFPACRBREBHEWLCLEE

Y& B HRefresh Env Data ( ELE RARITIERE ) B, BLFIIWLCE K IHAEPAC :



CISCO MONITOR  WLAMNS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELF  FEEDBACK

Security RADIUS Authentication Servers > Edit
b Server Index F]
General
* RADIUS Server Address(Ipvd/Tpve) 10.201.214.230
Authentication
Acoounting Shared Secret Format ASCIT ¥
Fallback e
DHE Shared Secret
Downloaded AVP Confirm Shared Secret e
F TACACS+
AP
ts-:al Nt Users Key Wrap (Designed for FIPS customers and réguires 8 key wrap compliant RADIUS server)
MAL Filtaring Apply Cisco ISE Default setti
= Disabled Clients By Sy HERESSIngS
User Login Policies Part Number 1312
AF Policies
Password Policies Server Status Enabled ¥
» Local EAP Support for Coa Enabled ¥
Advanced EAP Server Timesaut 5 seconds
b Briority Order Netwark User ¥ Enable
b Certificate Management —| Enable
b Acoess Control Lists Management Retransmit Timeout 5 | seconds
| |
Wireless Protection Aoy I
Policies I Lis /..-f
F Web Auth PAC Provisioning ¥ Enable
- TrustSec /
General PAC Params
SXP Confi
Palicy . PALC A-1D Length 16 Clear PAC
Local Policies PAC &-1D &f221222e67ebd63088b224 1102161
F OpenDNS PALC Lifetime ‘Wed Nov 21 00:01:07 2018
b Advanced IPSes Enable

FCTSHREHBMERNSET & FIWLC

£ 18 % HRefresh Env Dataz J§ , BHIWLCH FEIBMISGT,



Save Configurabion  Pin Logout Refresh
ala]n ve Config Bing  Logout R

CISCO MONITOR. WILANs CONTROLLER  WIRELESS ) MAMAGEMENT COMMANDS HELF FEEDBACK A Home
Security Clear DeviceID | Refresh Env Data |
General
Apply |
* AAA
General
* RADIUS .
Authentication CTs ¥ Enable
LEETITY Device Id |CiscoWLC |
Fallback
DNS Password |H"" |
Downloaded AVP . ) .
» TACACS+ Inline Tagging |/
LDAP
Local Met Users Environment Data /
MAC Filtering
# Disabled Clients Current State COMPLETE
User Login Policies
AP Policies Last Status START
Password Policies Environment Data Lifetime 86400
(seconds)
b Local EAP Last update time {seconds) Mon Aug 27 02:00:06 2018
Advanced EAP
} Priority Order Environment Data expiry 0:23:59:58 (dd:hr:mm:sec)
Environment Data refresh 0:23:59:58 (dd:hr:mm:sec)

} Certificate

b Access Control Lists Security Group Name Table

> Wireless Protection 0:Unknown -
Policies 2:TrustSec Dewices
3:
4 : Emg
b Web Auth 5:Contractors
£:Gussts
v TrustSec 7iEY0Demployecs -eij—
General 2:Employecfaryelr —i— -
SXP Config 15:EY¥0Dconsultant s -
Policy 255:Quarantined Systems A
Local Policies 1.Clear DevicalD will clear Device ID and password
b O DNS 2.Apply button will configure Device ID and other parameters
pen
b} Advanced

X2 B FASGACL T8 M sthe

||Il!l‘||
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT
Wireless All APs > APb838.61ac.3598 > Trustsec Configuration
* Access Points
&l APs AP Name APbBIE.61ac. 3558
Zazth s Base Radio
= Radios MAC b8:38:61:b8:05:70

B0Z2.11a/nfac
802.11bfgfn

Dual-Band Radios TrustSec Configuration /
Global Configuratian -
b Advanced CTS Override Enabled ¥
o lf—
Mesh Sgacl Enforcement e
¥ ATF 1.Inline tagging is supported i oniy Flex mode AP (Applicable to 11ac
o
RF Profiles A7)

2.5XPvd{Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
FlexConnect Groups  (Applicable to 1iac AF)
FlexConnect ACLS

FlexConnect WVLaMN
Templates



FWLCHIZA S 2 ESGT 2 (TrustSec_Devices)

HFWLCH+WLANIEE?2 (TrustSec_Devices)ISGT , AR IFEIR RIRHEWLC + APZBEHRE ( SSH. HTTPSHICAPWAP ) o

WLANs

* WLANS
WRANS

b Advanced

MONITOR  WLANs QO LER  WIRELESS

WLANs > Edit "CiscoEmployee’

SECURITY  MANAGEMENT MHANDS HELP FEEDBACK

| Gemeral | Security | QoS | Policy-Mapping | Advanced

EWLCLE AABARIC

General
 RADIUS
Aughentscation
Accounting
Fallbask
BNS
Downloaded AV
» TACACS +
LDAP
Local Net Users
MAC Filtering
w Disabled Clents
User Login Policies
AP Polices
Password Pobties

¥ Local EAP
Advanced EAP

v Privrity Order

b Certificate

b Access Control Lists

Wiraless Protaction
Poliches

b Web Auth

- TrustSec
General
SXP Config
Poliey

Local Policies
b OpenDNS
¢ Advanced

£ Wiredess> Access Points > Global Configuration 3831 , RAE%$E TrustSec Config.

MONITOR W 5 CONTROLLER  WIRELESS
General
€15 # Enakble

Dewice 1d CimeeWLe
Fasswond wsrnns

Enline Tagoing o

Environment Data ‘\

Current State COMPLETE
Last Saabus START
Ervironment Dt Lifetime (zeconds)
Lagt update tme (eecands)
Erwironment Dats expiry

Erwvironment Dty refrash

Securty Groun Hame Table

V]

clear Bevice [D and password

Tumnenmg

Turnel Prafile
mONS

mONS Sreoping
TrustSec
" Security Geoop T
OpenDNS

Save Configuration  Ping  Logout Refresh

A Home

Neae ¥

Enabled

OpenDNE Mode
OpenDHs Profile
Fabric Configuration
Fabric
Mability

Selective Reanthor

U3 Intorface

Ignore ¥

Neme ™

Erabled

Enakied

UF Interface
U3 Reporting Interval

SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

86400
Men Aug 27 02:00:06 2018
0:233:34:31 [dd:hrzmm:sec)

0:23:34:31 {ddthrzmmazec)

Afigure Device [0 and ather secamaters

Emakied

Saye Configuration  Ping  Logout Befresh

h Home

chear DeviceID | Refresh EnvData | apply |




CISCO MONITOR WLANs CONTROLLER WIRHESS SECURITY MANAGEMENT
Wireless All APs TrustSec Configuration
* Access Points
all aps
Direct APs TrustSec
= Radios
802.11a/n/fac Sgacl Enforcement ]
802.11b/g/n
Duzal-Band Radios I Inline Taging o) I
oigge- Global Configuration AP SXP State
¢ Advanced i
Default Password |u--uu
Mesh
» ATE S¥P Listener Min Hold Time (seconds)
RF Profiles SXP Listener Max Hold Time (seconds)
FlexConnect Groups SX¥P Speaker Hold Time (seconds)
FlexConnect ACLs Recanciliation Time Period {seconds)
FlexConnect VLAM
Templates Retry Pericd {seconds) 120
OEAP ACLs Peer Config
Network Lists Pear IP Address | |
¢ B802.11a/nfac Passvrord
b 802.11bfg/n | Mod
Local Mode Speaker ¥
b Media Stream ==
> Application Visibility ADD
And Control
Lync Server Peer IP Address Password SXP Mode
Count
- 1.Inline tagging is supperted in only Flex mode AP {Applicable to 11ac
Timers AFR)
" 2.8XPvd{Listener/Speaker/Beth) is supperted in Flex, Flax+bridge AP
Netflow {Applicable to 11ac AF)
F QoS

TECatalyst3 #2411 _£ /5 Alnline Tagging

<ffroot>

CatalystSwitch(config)#interface TenGigabitEthernet1/0/48

Catal ystSwitch(config-if)#description goestoW.C

Catal ystSwitch(config-if)#swi tchport trunk native vlan 15

Catal ystSwitch(config-if)#sw tchport trunk allowed vlan 15,455,463, 1115

Catal ystSwitch(config-if)#sw tchport node trunk



CatalystSwitch(config-if)#cts role-based enforcement
CatalystSwitch(config-if)#cts manual
CatalystSwitch(config-if-cts-manual)#policy static sgt 2 trusted

ir

MOMITOR  WLAM: CONTROLLER WIRELESS SECURITY  MANAGEMENT COHMANDS  HELPF  FEECHACK
Monitor Clients Entries 1 - 10f 1
Summary Comant inar | MeR8 [Share Fiter] [Slaas Filr]
¥ Acoess Polnts
» Cisco Cleandir
e €lient MAC Adds 1P Address] g Tpvs) AP Name WLAN Profile wLAR SSIR User Hamse Fretocal Satus Auth port  sotid
Spp— DRUFRIRE 6158757 16.201.235.625 PR8I, 61ac, JSABCORBIN CoepnEmpinyee CortanEmpicyes Joman B0z assovated [ i
* Rogues
* Redundancy
Clients
Sleeping Clients
Multicast

¥ Applications
b Lync
Loscal Prafiling

CatalystSwitch#show platform acl counters hardware | inc SGACL
i O1Pv4 SGACLEF (454) : 1015

i O1Pv6 SGACLE#(455) : OB

i O1Pv4 SGACLIE T EH(456) : O

i OIPv6 SGACLIE T EFH (457) : O



B3R WRHBACisco ASR, NexusZCisco ASA |, BrAk I #Y Y AT &5 B BB UESGTHR I B EB B3R HE © TrustSect fE HEBR
EE.

£ A A 7= BjsmithZ B Admin123# T R4k & P RIE-BE XA B EELACL :


https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
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Try:
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RELOAD






XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



