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A, FlexVPNTRES BN EIZFIKEV] ( BITEZVPN ) AR, X 2MEZVPNIEE ZIFlexVPNET
WEEZREUZ—, BXRIKEV2IMUE N FSIKEVIW LR |, 1§ —BREIKESE 2,

b BR 5 5 AR 10 BeE 35 O
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- XA IPsecBiE,

- FEZEIPsecRiFRMEEOMNGSME ; Bt , TR EHAEEMYEED (Fl, ZHRER
) EREFBURMNZRE

- NEREREZEO REZREELGRNNREEE.

- HEREFE/MBEZEORN , RESHNZ/ME , HAHIPEAKXKERE (Rt , ENMBIEPESE
EERH) .

- THEE M AN A FVTHEO LW XEES , 6 ANATYEEZOD EWNBREES.

A ANFHRVTIERZ

- BAGVT) — BANELBEEDEFEENRERMEN , BEATURIMIIEZR. U

TRsVTIEE/ A :
interface Tunnel 2

i p address negoti at ed

tunnel source Ethernet0/1

tunnel node ipsec ipv4

tunnel destination 172.16.0.2

tunnel protection ipsec profile testflex

- BA(AVTI) — SR ELFRERE O 7 A TR IR BB EREE B iriy 3 ABIPsechi@, BEEMEMK
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hiE , BEUGRHEORNEBERE | HRAZEDER EWFIEL3ThEE. LT RIVTIRE
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interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet0/1

tunnel node ipsec ipv4

tunnel protection ipsec profile testflex
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EzVPN Client /_.
{ Internet

FlexVPN Client

FEREENEM+EREZVPNEFIRN Y EIERE
EEmER

UTREABNEZVPNE i HAREE, FHEES , £ANetwork Extension Plus(NEM+)E =
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crypto i psec client ezvpn | egacy-client
connect manual
group G oup-One key ciscol23
node net wor k- pl us
peer 192.168.1.10
usernane clientl password clientl
xaut h userid node | ocal


//www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6635/prod_white_paper0900aecd803645b5.html
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interface Ethernet0/0

description EzZVPN WAN i nterface

i p address 192.168.2. 101 255. 255.255.0

crypto ipsec client ezvpn | egacy-client

1

interface Ethernetl/0

description EzVPN LAN i nside interface

ip address 172.16.1.1 255.255.255.0

crypto ipsec client ezvpn | egacy-client inside

AR S5 BR o
HEZVPNIRS 8 £, TR A EALENERAREFNESRE.

aaa new nodel

!

aaa aut hentication login client-xauth |oca

aaa aut hori zation network ezvpn-author | ocal

!

usernane clientl password O clientl

!

crypto i saknp policy 10

encr aes

aut hentication pre-share

group 2

!

crypto isaknp client configuration group G oup-One

key ciscol23

pool G oup- One- Pool

acl split-tunnel -acl

crypto i saknp profile Group-One-Profile
match identity group G oup-One
client authentication list client-xauth
i saknp aut horization |ist ezvpn-author
client configuration address respond

!

crypto i psec transform set aes-sha esp-aes esp-sha-hnac

!

crypto dynanic-map client-dynamc-map 1

set transformset aes-sha

reverse-route

!

crypto map client-map 1 ipsec-isaknp dynam c client-dynanm c-nmap

!

nterface Ethernet0/0

description EzVPN server WAN i nterface

i p address 192.168. 1. 10 255. 255. 255.0

crypto map client-map

|

ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
|

ip access-list extended split-tunnel-ac
remark EzVPN split tunnel ACL
permit ip 172.16.0.0 0.0.0.255 any

R 55 28 B BFlexVPN
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EYEEOLERE T NRRGHNEZVPNIRS SEDIREI MR EE A EEFEE — LR, mREEF
EzVPN , BRIEZIZBINERAIVTI, #ERNTBEHLFEZVPNFFIexVPNELBEWE — | BAIGH
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SAMIRE, XATFZMPHRIZIRBERY , BERELEMNBRINEZVPNEFHRNITMENREFTSLEN
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interface Ethernet0/0
i p address 192.168. 1. 10 255. 255. 255.0
no crypto nap client-nmap

$28 — plRELERZEND , —BEVRE , FMNEREELILRED !

interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet1/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile |egacy-profile

3% — FULH 02 /Y E SR EE O X EREI S B BEZVPNA Risakmp L B 304 :

crypto i saknp profile G oup-One-Profile
mat ch identity group G oup-One
client authentication list client-xauth
i sakmp aut horization list ezvpn-author
client configuration address initiate
client configuration address respond
virtual -tenplate 1

TREREBEERE , RIENEEZVPNEFHERHE T, BR , UETCIHNRBREEND RN
EEAGREEO LR, X TLAEE show crypto sessionfi Bt TIRIE , MAFIFTR :

PE- EzZVPN- Ser ver #show crypto session
Crypto session current status
Interface: Virtual - Accessl

Usernanme: clientl

Profile: G oup-One-Profile


//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-2s/sec-ipsec-virt-tunnl.html

G oup: G oup-One
Assigned address: 10.1.1.101
Sessi on status: UP-ACTI VE
Peer: 192.168.2. 101 port 500
I KEvl SA: local 192.168.1.10/500 renote 192.168.2.101/500 Active
| PSEC FLOW permit ip 172.16.0.0/255.255.255.0 host 10.1.1.101
Active SAs: 2, origin: crypto map
| PSEC FLOW permit ip 172.16.0.0/255.255.255.0 172. 16. 1. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

FFlexVPNEL i % tn 2 BR 5588

ARBITEFIexVPNE Fim MRS 25 L B ARSA-SIG ( NEBMENMY ) o ATHFHNEERIZES
27 C R DB & R EMEICARRS 27,

B1P — RBIKEV2EREERINEE.

BRIKEV2 , BT ARIA15.2(1)TH B AR BRBAAL. EATH{LFexVPNEE. TR —
EERARE -

ERIAIKEV2 IR RBE -

VPN Ser ver #show crypto ikev2 authorization policy default
| KEv2 Aut hori zation Policy : default

route set interface

route accept any tag : 1 distance : 1

ZRIAIKEV2ERIY -

VPN Ser ver #show crypto ikev2 proposal default

| KEv2 proposal : defaul t

Encryption : AES-CBC- 256 AES- CBC-192 AES- CBC 128

Integrity : SHA512 SHA384 SHA256 SHA96 MD596

PRF : SHA512 SHA384 SHA256 SHA1 MD5

DH Group : DH GROUP_1536_MODP/ Group 5 DH_GROUP_1024_MODP/ Group 2

ZRIAIKEV2ER B -

VPN- Ser ver #show crypto ikev2 policy default
| KEv2 policy : default

Match fvrf : any

Mat ch address |ocal : any

Proposal : default

2RiANIPsecHD & S 4 -

VPN- Ser ver #show crypto ipsec profile default
| PSEC profile default
Security association lifetine: 4608000 kil obytes/3600 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Transform set s={
default: { esp-aes esp-sha-hmac } ,

}
ZRIAIPsectE i &



VPN Ser ver #show crypto ipsec transform default
{ esp-aes esp-sha-hnac }
will negotiate = { Transport, },

BXRIKEV2ERERIATIRENFAEE , ESHIKEV2E BERINLUEMEF),

F2H — (EUBINKEV2EB KRG H HFlexVPNE i 75 I BRIA IKEV2EL B 34

LA 6122 MY IKEV2EL B XA E T g B cisco.comEXNZFID EITE |, A EF im I ZE M E L1578 0N
MNEBER2PTE K. BEEE , BRI E XA T 2B X EIPH#but #9 1Pt ik St AR @3S IKEV2 B
BEERNRENER :

crypto i kev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

|
crypto i kev2 profile default

match identity renpte fqdn domain cisco.com
identity local fqdn VPN Server.cisco.com
aut hentication renote pre-share

aut hentication renpbte rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
virtual -tenplate 2

3% — I H TFlexVPNZE ik #y EE BVERED

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet1/0
tunnel protection ipsec profile default

FlexVPNZ F i B¢ i

crypto i kev2 authorization policy default
route set interface

route set access-list 1

|

crypto i kev2 profile default

match identity renote fqdn domain cisco.com
identity local fqdn dient2.cisco.com

aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
|
crypto ipsec profile default

set ikev2-profile default

|
interface Tunnel O

i p address negoti at ed

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default


//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-cfg-ikev2-flex.html#GUID-F936D366-EEE2-4016-A8CA-DE4EF6C1B205
//tools.cisco.com/RPF/register/register.do

EREE
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host nane VPN- Server
|
!
aaa new nodel
|
aaa aut hentication login client-xauth |oca
aaa aut horization network default |oca
aaa aut hori zation network ezvpn-author | ocal
|
!
no i p domain | ookup
i p domai n nanme ci sco.com
i p host ca-server 192.168.2.1

|
crypto pki trustpoint flex-trustpoint
enrol | ment url http://ca-server: 80
seri al - nunber

i p-address none

fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect - name cn=vpn-server. ci sco. com OU=FI ex,
revocation-check crl

rsakeypair flex-key-pair 1024

|

!
crypto pki certificate chain flex-trustpoint
certificate 07

certificate ca 01
usernane clientl password O clientl
usernane cisco password O cisco

|
crypto i kev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

|

crypto i kev2 profile default

match identity renote fqdn domain cisco.com
identity local fqdn VPN Server.cisco.com
aut hentication renote pre-share

aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint flex-trustpoint

O=ci sco

aaa aut horization group cert list default default

virtual -tenplate 2

!

crypto i saknp policy 10
encr aes

aut hentication pre-share
group 2

|

crypto i saknp client configuration group G oup-One

key ciscol23
pool G oup- One- Pool
acl split-tunnel -acl



save- password

crypto i saknp profile G oup-One-Profile

match identity group G oup-One

client authentication list client-xauth

i saknmp aut horization |ist ezvpn-author

client configuration address initiate

client configuration address respond

virtual -tenplate 1

!

crypto i psec transform set aes-sha esp-aes esp-sha-hnmac
!

crypto ipsec profile default

set ikev2-profile default

!

crypto ipsec profile | egacy-profile

set transformset aes-sha

|

crypto dynani c-map client-dynam c-map 1

set transformset aes-sha

reverse-route

|

crypto map client-map 1 ipsec-isaknp dynanmic client-dynanm c-map
!

interface Ethernet0/0

description WAN

i p address 192.168.1.10 255. 255.255.0

!
interface Ethernetl/0

description LAN

ip address 172.16.0.1 255.255.255.0

!

!
interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernetl1/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile |egacy-profile
!
interface Virtual - Tenpl ate2 type tunnel

i p unnunbered Ethernetl1/0

tunnel protection ipsec profile default

|
ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
ip local pool flexvpn-pool 10.1.1.201 10.1.1.250
|
iproute 0.0.0.0 0.0.0.0 192.168.1.1

!
ip access-list extended split-tunnel-ac

remark EzVPN split tunnel ACL

permit ip 172.16.0.0 0.0.0.255 any

1

access-list 1 permit 172.16.0.0 0.0.0.255

ERIKEV1 EZVPNE i E

hostnanme Cientl

|

crypto i psec client ezvpn | egacy-client
connect nanua

group G oup-One key ciscol23

node networ k- ext ensi on

peer 192.168.1.10



usernane clientl password clientl
xaut h userid node | oca

1

interface Ethernet0/0

description WAN

i p address 192.168. 2. 101 255. 255.255.0
crypto ipsec client ezvpn | egacy-client
1

interface Ethernetl/0

description LAN

ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn | egacy-client inside
1

iproute 0.0.0.0 0.0.0.0 192.168.2.1

ERRIKEV2 FlexXVPNE F & B

hostname Cdient?2
|

aaa new nodel
|
!
aaa authentication login default |oca
aaa aut horization network default |oca
|
!
no i p domain | ookup
i p domai n name ci sco.com
i p host ca-server 192.168.2.1
|
crypto pki trustpoint flex-trustpoint
r edundancy
enrol | ment url http://ca-server: 80
seri al - nunber
i p-address none
fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect-nanme cn=Cient2.cisco.com OUJkEFl ex, O=cisco
revocation-check crl
rsakeypair flex-key-pair 1024
|
!
crypto pki certificate chain flex-trustpoint
certificate 06
certificate ca 01
|
1
crypto i kev2 authorization policy default
route set interface
route set access-list 1
|
crypto i kev2 profile default
match identity renote fqdn domain cisco.com
identity local fqdn dient2.cisco.com
aut hentication renote rsa-sig
aut hentication local rsa-sig
pki trustpoint flex-trustpoint
aaa aut horization group cert list default default
|
crypto ipsec profile default

set ikev2-profile default
!



interface Tunnel O

i p address negoti at ed

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default
!
interface Ethernet0/0

description WAN

i p address 192.168. 2. 102 255. 255. 255.0
!

interface Ethernet1/0

description LAN

ip address 172.16.2.1 255.255.255.0

|

iproute 0.0.0.0 0.0.0.0 192.168.2.1

|

access-list 1 permt 172.16.2.0 0.0.0.255

[T Logn

UTEATRIFRAEE FEZVPN/FlexVPNIR/ER —

show crypto session

show crypto session detai

show crypto isaknp sa

show crypto ikev2 sa

show crypto ipsec sa detai

show crypto ipsec client ez (for |egacy clients)
show crypt o socket

show crypto map
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