WifFirepowert® =, =6l, SUAMMATT B4
=S

B =%

S2EE

EMC CLI
EMC REST-AP|
EMCHUSHERR

FDME A A%

EDM UI

EDM REST-AP|
ETD CLI

ETD SNMP#£14]
ETD#EHERR S ¢

ETD CLI

ETD SNMP
ETDHEHEBR 4
FMCH /- R

EMC REST API
EDM UL

EDM REST-API
ECM UL

EXOS CLI

EXOS REST API
EXOS show-tech

ASA CLI

ASA SNMP

ASA show-tech X ##

ECM UL

EXOS CLI

EXOS REST-API

EXOS#lfshow-tech X £
—Bﬁ'l—l—t‘ A’ ' im I% J'—E_

ETDRg X 3EE 5
ETD CLI

ETD#EHERR S ¢
EMCH~RE



EMC REST-API
ECM UL

EXOS CLI

EXOS REST API
EXOS show-tech

ASAPRf X IEIE S
ASA CLI
ASA show-tech 3 #f
ECM UL
EXOS CLI
EXOS REST-API
EXOS show-tech

Wi Sl E T

ETD CLI

FTDEHERR S

EFMCHAFRME

EMC REST-API

ECM UL

EXOS CLI

EXOS REST API

EXOS show-tech
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ASA CLI
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EAR=R4HE, REST-API, SNMP

ERREHF

AR EEBEETHESREFEFNREREN. A YT EANFERERINETAR
% (BN ) BE. MBLNMELTEDRS  BRRETRAESSOEELN,

AXEPHEEETUTREMBE AR

» Firepower 11xx

» Firepower 21xx

» Firepower 31xx

» Firepower 41xx

« Firepower& I F/0\FMC)ARA7.1.x

« FirepowerAl ¥ RIBERL(FXOS) 2.11.1.x
« Firepoweri® & & 28(FDM) 7.1.x

« Firepower BB BHH7.1.x

* ASA 9.17.x

WIS A AN BIEEIE

SUAMRESEREE, STHEIREIRREFEEREGRE , X, IREF-E51RE
REWE 5B RBANEE,

Ay RUEREEREE, BIEHEE  TUNSANFIDTRAENENMERRE. EHEHAEN
RE (EE, ERIING ) WATEERMYE , AREMNELBNSMIZNTTR,

EARNHEF , LTRAEXTERER :
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FMCHR /& H

BRI T SREIEFMC Ul EFMCE ] A BLE AR
1. EFERGE>E>E AN

sl Firepower Management Center

Overview Analysis Policies Dovices Objects AMP
CISCQ  System / Integration / Hig "‘ !

Configuration

Cloud Services Realms Identity Sources High Availability aStreamer Host Input Client Users
" Domains

3
Select a role for this Management Center and specify peer details to setup high availability. I 2

securex [0
Role For This FMG: Updates
» (No High Availability)
Primary Liconses
Smart Licenses
Secondary

Classic Licenses

Intelligence Deploy Q @ Global\ admin v
1
Logging Monitaring
Security Analytics & Logging Ausdit
Syslog
Haalth Statistics
Monitor
Palicy Teols
Events Backup/Restore
Exclude Scheduling
Monitor Alerts Impory/Export
Data Purge:

2. REFMCHAE®, EXMERT , AEESTAY , #EFMCERMYEEFIZETT :

alwili. Firepower Mana_gement_Center

cilco Overview Analysis Policies Devices Objects AMP

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
' Standalone (No High Availability)

Primary

Secondany

Intelligence

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Deploy Q, @{} @ Giobal | admin v

Peer Manager

MREETSTAYE , WERFBINZEAS




Deploy ﬁ-@ﬁ @ Global | adminw

Remaote
Standby - Secondary

Software Version

I(I_ll Isclt; Fire pow.er Manage mem t_:en ter Q Overview Analysis Policies Devices Objects

Cloud Services Realms Identity Sources High Availability eStrecamer Host Input Client Smart Software Satcllite
Summary Systemn Status
Status & Synchronization task is in progress
Synchronization @ ok
A 10.122.148.122 Operating System

ctive System { HA synchronization time : Mon May 23 15:00:36 2022 )

Standby System el
SRS { HA synchronization time : Mon May 23 15:25:14 2022 ) Maodel

Cizeo Firepower Management

(10.122.148.123)
Fire Linux O3 7.1.0
1.1.0-80

Cizco Firepower
Management Center 4600

FMC CLI

BRBUTZRKUEFMC CLI ERNFMCE T A EL E MR

1. B SSHE 2| & E & FIFMC,

2. EfTexpertin T , AFIE{Tsudo suimi s :

<#root>

>

expert
admin@fmcl:~$
sudo su

Password:
Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
fmcl:/Volume/home/admin#

3. & {Ttroubleshoot HADC.pl %% , RS %% T1 Show HA Info Of FMC., MR KEER ™ AK

, WE R TR :

<#root>
fncl:/ Vol une/ hone/ adm n#

troubl eshoot _HADC. pl

Rk I b b Troubl EShOOtlng Utlllty kkhkkkkhkkhkkhkkrkkkx

1 Show HA Info OF FMC

2 Execut e Sybase DBPi ng
Show Arbiter Status
4 Check Peer Connectivity

w




5 Print Messages of AQ Task

6  Show FMC HA Operations History (ASC order)

7 Dunmp To File: FMC HA Operations History (ASC order)

8 Last Successful Periodic Sync Tine (Wen it conpleted)
9 Print HA Status Messages

10 Conpare active and standby device |ist

11 Check nmanager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

EE R S S S O

Enter choice: 1

HA Enabl ed: No

NMREETSAAYE , WEREHE

<#root>
fmcl:/Volume/home/admin#

t r oubl eshoot _HADC. pl
edededededede e Tr-oub'leshoot-i ng Ut-l'l-lty Yedededededededede e

1 Show HA Info O FMC

Execute Sybase DBPing

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations History (ASC order)
Help

Exit

F O 00NV A WN

Enter choice:
1
HA Enabl ed: Yes

This FMC Role I n HA: Active - Prinmary

Status out put: vmsDbEngine (system,gui) - Running 29061

In vmsDbEngineStatus(): vmsDbEngine process 1is running at /usr/local/sf/1ib/per1/5.24.4/SF/Synchronize/
Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)

Sybase Database Connectivity: Accepting DB Connections.

Sybase Database Name: csm_primary

Sybase Role: Active

N oEE ESTARERET  FMCALTHUESIERBHASL  WRIHRE RS,



FMC REST-API

BB TEZRBEIFMC REST-APIRIEFMCE A AMMN T BHEERRS., FHAREST-APIEF
o AR EEAR Rcurl :

1. BEREGRIETHE :

<#root>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platfornivl/ auth/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. EAERFHTHEERSF/ERIUUID :

<#root>
# curl -s -k -X "GET" ‘'https://192.0.2.1/api/fmc_platform vl/info/domain' -H 'accept: application/json'
{ "items": [

{

"nane": "d obal "
"type": "Domain",

"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "

1,
{
"name": "Global/LAB2",
"type": "Domain",
"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
1,
{
"name": "Global/TEST1",
"type": "Domain",
"uuid": "ef0cf3e9-bb07-8f66-5c4e-000000000001"
1,
{
"name": "Global/TEST2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751-000000000001"
}
1,
"Tinks": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
1,

"paging”: {



"count": 4,

"Timit": 25,
"offset": O,
"pages": 1

N o EB43“| python -m json.tool”Mar © FAF A T LUJSONHERN R EH HER |, X2 AE/M,

3. EtE@ARFEAEF/IFUUID :

<ffroot>

# curl -s -k -X "CET' 'https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- e0f 2- 11e3- 8169- 6d9ed49b625f /

MRREESHTAYE  NERA TR

"Tinks": {3},

"paging": {
"count": O,
"Timit": 0,
"offset": 0,
"pages": 0

MREETSAAME , NERLHEE

<{froot>
{

"items": [

{
fncPrimry
ll: {
"ipAddress": "192.0.2.1",

"role": "Active",

"uuid": "de7bfcl0-13b5-1lec-afaf-a0f8cf9cch46"
},

f ncSecondary



"ipAddress": "192.0.2.2",

"role": "Standby",

"uuid": "a2de9750-4635-11ec-b56d-201c961a3600"
3,
"haStatusMessages": [
"Healthy"
1,
"id": "de7bfcl0-13b5-1lec-afaf-a0f8cf9ccb46",
"overallStatus": "GOOD",
"syncStatus": "GOOD",
"type": "FMCHAStatus"

}

1,

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/integr

1,

"paging": {
"count": 1,
"Timit": 25,
"offset": 0,
"pages": 1

}

}
FMCH FEHEBR S 4

BREUTSREUFMCE A A EFMFMCHIEHEBR X 4P HIRA -
1. T HBEHER X | R TE S EI S K <filename> tar/results-<date>—xxxxxx/command-outputs
2. T FF 3t usr-local-sf-bin-troubleshoot_ HADC.pl -a.output :

MRREESTAYE  NERATAH

<tfroot>
#

pwd

/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-|ocal -sf-bin-troubl eshoot HADC. pl -a.output”

Output of /usr/local/sf/bin/troubleshoot_HADC.pl -a:
$VARL = [
'Mirror Server => csmEng',

{

'rcode' => 0,



'stderr' => undef,
'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745

Type Property Value
Dat abase MrrorRole NULL
Database MirrorState NULL
Database PartnerState NULL
Database ArbiterState NULL
Server ServerName csmEng

Ping database successful.

}
1;
(system,gui) - Waiting

HA Enabl ed: No

Sybase Database Name: csmEng
Arbiter Not Running On This FMC.

Not In HA

MREETSHUAYE  NERLA

<#root>

#

pwd
/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-1local -sf-bin-troubl eshoot HADC. pl -a. out put

Output of /usr/local/sf/bin/troubleshoot_HADC.p1 -a:
Status out put: vmsDbEngine (system,gui) - Running 9399
In vmsDbEngineStatus(): vmsDbEngine process is running at /usr/local/sf/1ib/perl1/5.24.4/SF/Synchronize/
$VARL = [
'Mirror Server => csm_primary',

{

'stderr' => undef,

'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase MrrorRol e primary
Database MirrorState synchronizing
Database PartnerState connected
Database ArbiterState connected
Server ServerName csm_primary

Ping database successful.

'rcode' => 0



}
1;

(system,gui) - Running 8185

HA Enabl ed: Yes
This FMC Role I n HA: Active - Prinmary

Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)
Sybase Database Connectivity: Accepting DB Connections.
Sybase Database Name: csm_primary

Sybase Rol e: Active

Sybase Database Name: csm_primary
Arbiter Running On This FMC.

Peer Is Connected

FDM®& 7] A&
BT LA A LA N B EFDM S 7 A M B B FIR A

« FDM UI
FDM REST APIi& 3R
FTD CLI

FTD SNMP%:i)
FTD#PEHERR L4

FDM Ul

ERIIFDM UIEWFDME R AR ENRAS , BEER LiEF S A, NRABRESTAY
,MAEESTHME :



alualn . s o 3= =5 @ . . @ +  admin
cisco. Firepower Device Manager Monitoring ~ Policies  Objects Device: FPR1120-1 & @ Y Administrator
Model Software VDB Intrusion Rule Update Cloud Services
Cisco Firepower 1120 Threat Defense 7.1.0=-90 354.0 20220519=1116 3 Not Registered | Register R
No interface named “inside”
& Intermet
Cisco Firepower 1120 Threat Defense @
A mn 13 15 17 e
o GaE oL | [
= ij2 /4 i/ 18 110 1112 gpp
No interface named “outside”
Interfaces Routing Updates System Settings
Connected There are no sfatic Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
View All Interfaces > View Configuration > View Configuration » DHCE Sewer istey
DDNS Service
DNS Servar
. Management Interface
Smart License 89 Backup and Restore Troubleshoot
= Hostname
Evaluation expires in 89 days Ne reated pot Time Services
View Gonfiguration > View Configuration > el e Sew more
SAAM  NEREHATENFREWEVREENSE
MREETSAHYE , NERKHENZTENFR EUMREENAS :
alvaln S T -4 == @ . ® : admin
cisco, Firepower Device Manager Monitoring  Policies  Objects Device: FPR1120+1 © * Administrator
Model Software VDB Intrusion Rule Update Cloud Services High Avallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 3 NotRegistered | Register Primary Device: Active & Peer: Standby
No interface named “inside”
a intemer
Cisca Firepower 1120 Threat Defense @ m
w3 us 7 9 m
1T Inside Network E] E] E] 102 ISP/WAN/ Gateway (D) NTR Server
= & 1j& /8 110 112 55
MNo interface named "outside”
Interfaces Routing Updates System Settings
Connected Thare are no static routes yet Geolocation, Rule, VDB, System Upgrade, Managament Access
Enabled 3 of 13 Security Inteligence Feads Logging Settings
DHCP Se Rel
View All Interfaces > View Configuration > View Gonfiguration > rver / Relay
DDNS Service
DNS Servar
) Management Interface
Smart License 89 Backup and Restore Troubleshoot N
. R DATS Hostname
Evaluation expires in 89 days Time Sanvicas
View Gonfiguration > View Gonfiguration > bl bl izt See more

FDM REST-API

EBRUT S REIFDM REST-APIERKIEFDME A At BB FIRAS . EAREST-APIEF ik, 4

Bl E A Zcurl :
1. BREMRIETHE




<ffroot>
#

curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{ "gre

access_t oken

eyJhbGei O J1 Uzl 1Ni J9. eyJpYXQ O E2NTMyMDg1M gs| nNLYi | 61 nFkbW ul i wi anRpl j 0i M | 1YWRhZWvt ZDI hYSOXMAVj LVES Mh

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token": "eyJhbGciOiJIUzIINiJ9.eyJpYXQiOjE2NTIzOTQxNjksInN1YiI6ImFkbWTuIiwianRpIjoiMGUONGIxX
"token_type": "Bearer"

2. ERIFSATAMEE  BELMEWRER TR TEE

<#root>
#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer eyJhbCGci O Jl Uzl 1N J9. eyJpYXQ (

MRREESATAYE , WERUTAE :

<#root>
{
"items": [
{
"version": "issgb3rw2Tixf",
"name": "HA",

"nodeRol e": nul |

"failoverInterface": null,
"failoverName": null,
"primaryFailoverIPv4": null,
"secondaryFailoverIPv4": null,
"primaryFailoverIPv6": null,
"secondaryFailoverIPv6": null,
"statefulFailoverInterface": null,
"statefulFailoverName": null,



"primaryStatefulFailoverIPv4": null,
"secondaryStatefulFailoverIPv4": null,
"primaryStatefulFailoverIPv6": null,
"secondaryStatefulFailoverIPv6": null,
"sharedKey": null,

"id": "76ha83ga-c872-11f2-8be8-8e45bb1943c0",

"type": "haconfiguration",
"Tinks": {
"self": "https://192.0.2.2/api/fdm/v6/devices/default/ha/configurations/76ha83ga-c872-11f2-8be8
}
}
1,
"paging": {
"prev": [],
"next": [],
"Timit": 10,
"offset": 0,
"count": 1,
"pages": 0
}

NMREETSAAYE , WERIEHE

<#root>
{
"items": [
{
"version": "issgb3rw2Tixf",
"name": " HA",

"nodeRol e": "HA PRI MARY",

"failoverInterface": {
"version": "ezzafxo5ccti3",

"name": ,

"hardwareName": "Ethernetl/1",

"id": "8d6c41df-3e5f-465b-8e5a-d336b282f93f",
"type": "physicalinterface"

3. ERUFS AT AMERAS |, BEALER !

<ttroot>

#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer eyJhbCci G Jl Uzl 1N J9. eyJpYXQ (



MRREESATAYE , WERU TR :

<#root>

{
"nodeRole" : null,
"nodeState" : "SI NGLE_NODE",
"peer NodeSt ate" : "HA_ UNKNOAN_ NODE"
"configStatus" : "UNKNOWN",
"haHealthStatus" : "HEALTHY",
"disabledReason" : "",
"disabledTimestamp" : null,
"id" : "default",
"type" : "hastatus",
"Tinks" : {

"self" : "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”

}

3

MREETSTAYE  NERAE

<tfroot>

{

"nodeRol e": "HA PRI MARY",

"nodeState": "HA ACTI VE_NCDE",

"peer NodeSt ate": "HA_STANDBY_NCDE",

"configStatus": "IN _SYNC',

"haHeal t hSt atus": "HEALTHY",

"disabledReason": s
"disabledTimestamp": "",
"id": "default",
"type": "hastatus",
"Tinks": {
"self": "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”
}

}



FTD CLI
BRRB—THhNSR#ETERE,
FTD SNMP% ]

RBR— TN SRHTERE,
FTDHBE HERBR 3244

BB — TSR ITERE,
FTIDE AN Y B

AEALTERBRIEFTDS TAMM AT BREEEMIRE

« FTD CLI

« FTD SNMP

« FTD®UEBERR X
- FMCAFRMmE

« FMC REST-API

- FDM UI

* FDM REST-API
FCM Ul

FXOS CLI

FXOS REST-API
FXOS#lfEshow-tech 34

FTD CLI

REUTHSRIIUFTD CLIEWFTDE AN T BEE B MIRS -

1. BBEFENHFEEN , FATERIFEFTD CLI :
- BESSHE#EIFRIFTD -FTIEF¥A
« BEidconnect ftdin S MFXOS# %l & CLI(Firepower 1000/2100/3100)3# 17 1 ]
« MFXOS CLI& @55 (Firepower 4100/9300) 5 7] :

connect module <x> [console|telnet] , HFPxZIAIEID , RS connect ftd [instance] , H A L4l

REZ K BIERE MR
« XXTRELFTD , BESSHERELRIFTD , SEMEBHKZERFRIUEITESE TR

2. ERIFFTDHFE IR EL & ARZS , 7 CLI L1Z9Tshow running-config failoverfshow failover
state@i o

MRREEHETHR , WE Rt



<ffroot>
>

show runni ng-config fail over

no failover

>

show failover state

State Last Failure Reason
Thi s host
- Secondary
Di sabl ed None
Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

MREETHETGR , WE R

<#root>

>

show runni ng-config fail over

failover

failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1
failover replication http
failover Tink failover-1ink Ethernetl/1l

Date/Time

failover interface ip failover-Tlink 10.30.34.2 255.255.255.0 standby 10.30.34.3

>

show failover state

State Last Failure Reason
This host - Primry

Active None
Other host - Secondary

Standby Ready Comm Failure
====Configuration State===

Date/Time

09:21:50 UTC May 22 2022



Sync Done
====Communication State===
Mac set

3. ERIFFTDE&HE B MRS , B CLILEIE1Tshow running-config clusterFshow cluster infods

o

MRAREESES , MERUTHE :

<#root>

>

show runni ng-config cluster

>

show cluster info

Clustering is not configured

WMREETEE , NERIEHE

<#froot>

>
show runni ng-config cluster
cluster group ftd clusterl

key dedededed

Tocal-unit unit-1-1

cluster-interface Port-channel48.204 ip 10.173.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

>
show cluster info
Cluster ftd_clusterl: On

Interface mode: spanned
Cluster Member Limit : 16



This is "unit-1-1" in state MASTER
ID : 0
Site ID 1
Version :9.17(D)
Serial No.: FLM1949C5RR6HE
CCL IP : 10.173.1.1
CCL MAC : 0015.c500.018fF
Module FPR4K-SM-24
Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A

Other members in the cluster:

Unit "unit-2-1" in state SLAVE

ID 1
Site ID 1
Version :9.17(D)
Serial No.: FLM2108V9YG7S1
CCL IP : 10.173.2.1
CCL MAC : 0015.c500.028f
Module FPR4K-SM-24
Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022

Last leave: 14:02:31 UTC May 20 2022

N oxE rmenpsseEaE.

FTD SNMP

RBUTLZREISNMPRIEFTDE AT M AT B E B SOIRE

1. BREEBEHBEHASNMP, BXFDMEEMNFTDNE B LR , FS M EFirepower FDM_E X
SNMP#{THE B M EHRR. N TFFMCEEMFTD , 155 @1EFirepower NGFWig% HfitE
SNMPEA T BBl E P BR,

2. ERUFFTD#ETIREENIRE , HHIWOID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,

MRREEHRETGR , WE R

<#root>

#

snmpwal k -v2c -c ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 STRING "Fail over Of"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 STRING "Failover Of"


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

MREETHETGR , NERIEHE

<#froot>

#

snnpwal kK -v2c -c¢ ciscol23 -On

192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING:

"Primary unit (this device)" <-- This device is primry
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

3. ERIIEHFHEMNRE , HRIFOID 1.3.6.1.4.1.9.9.491.1.8.1,

MRAREESESR , MERUTHE :
<#root>
# snmpwal k -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

MREHCEEEREA , WEREHE

<tfroot>
#

snmpwal k -v2c -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O
<-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1



.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

STRING "ftd_clusterl"

<-- Cluster group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O <m -

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 INTEGER 1 <--

MREFHCERE, SEARETERE , WEREHES

<#root>
#
snnpwal k -v2c -c¢ cisco0l23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1

<-- Cluster status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 | NTECER: 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "ftd_cluster1"”

<-- Cluster group nane

.1.3.6.1.4.1.9.9.491.1.8.1.6.0 STRING "unit-1-1"

<-- Cluster unit name

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

Cl uster

Cl uster

unit ID

side ID



<-- Cluster side ID

EXOIDHERIFMES |, FSHCISCO-UNIFIED-FIREWALL-MIB,

FTD# FEHEBR X4

BREUTSRRIUEFTDS A AMMAT BHEEARFTDME R X4 AVIRE -
1. T SEHER S |, RS S0 B 304 <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputs.

2. $TFF Xt usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output :

<tfroot>

# pwd

/ ngf wl var/ common/ r esul t s- 05- 22- 2022- - 102758/ conmand- out put s

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. ERUFHEL A EFIRS |, B Eshow failoverEf o
MRREEHRFEDR  NWERLEH -

<tfroot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

MREETHEDGR , WE R


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

<tfroot>

Fai | over On
Fai |l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9UR93, Mate FLM2006EQFWAGG
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)
sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
O her host: Secondary - Standby Ready

Active time: 0 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)..

4. ERIFFTDEHEENRS , BREERIEHEEBD .

MRREESER , NERATHE :

<tfroot>

Clustering is not configured

NMREREHBASES , NERLAE

<#root>
------------------ show cluster info ------------------

Cluster ftd_clusterl: On



Interface mode:
Cluster Member Limi

This is "unit-1-1"

spanned
t : 16

in state MASTER

ID : 0

Site ID 1

Version : 9.17(D)

Serial No.: FLM1949C5RR6HE

CCL IP 10.173.1.1

CCL MAC : 0015.c500.018fF

Module FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM

Last join :
Last leave:

13:53:52 UTC May 20 2022
N/A

Other members in the cluster:

Unit "unit-2-1"

in state SLAVE

ID 1

Site ID 1

Version : 9.17(D)

Serial No.: FLM2108V9YG7S1

CCL IP 10.173.2.1

CCL MAC : 0015.c500.028f

Module FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM

Last join :
Last leave:

FMCHR /& H

14:02:46 UTC May 20 2022
14:02:31 UTC May 20 2022

BRBUTLSRKUEFMC UIEWFTDS AT AMM AT B4 EEIRA

1. %&$F Devices > Device Management :

Al Firepower Management Center

CISCO Overview

Name

:ﬁ_c:css 1;;0;1“0!106 L{‘%r slal-lsllsls_ o
MD"CEEIII?I'-I Statistics

)\pj?li-:annn S1a-lis1|cs. -1.?._1 i)
Colfmn.nn .Sumrl:\aqr

DG!.QIIQG Dagnuoara
D_o!ailnd.Das_f'.!boa.ld 1.3:.0.0? e

fflss Da:shbomd .
S_oculiw_lnlsll_lc_:fanl?e S:atisﬁc_s _

Summary Dashboard

Z Device Management

Device Upgrade
MAT

QoS

Platform Settings
FlexConfig

Certificates

Overview Analysis Policies ’_I Dcwccs| Objects AMP Intelligence
—

VIPN

Site To Site

Remaote Access
Dynamic Access Policy
Troubleshooting

Site 1o Site Monitoring

Depioy Q @{} @ Giobal | admin ¥

Troubleshoot

File Dewmnload
Threat Defense CLI
Packet Tracer

Packet Capture

admin

admin

admin

admin

admin

admin

admin

Mo Mo
Mo Mo
No No
No No
No No
L] Mo
Mo Yes

Create Dashboard

Fasw
mesw
s
s
Easw
Easw
Fasw
Fasw

Fasw




2. ERIUFFTDE A AMNAY BHEEE
, WFTDEM M B EHIZIT

EREFRZHigh Availabilitysk Cluster, 1R M &R FE

Fi n
'éll';c'lo" IreDower Managemem el Ovarview Analysis Polichas Davicos Objocts AMP
—
View By: Damain »
Al (5] ® Error (0] ® Wan 0] OmMine (0 ® Mormal (5] Dy ment Pending (0 ® Upgrade (0 ®Snon 3
ning g )
Coll
Name Model Vaersion Chassis Licensos
w LAB2 (3)
s ftd_cluster! (2)
10.62.148.188(Contred]  Snont 3 . FPaTI0-5443 .
i e ae i Firepower 4120 with FTDL 7.1.0 B Security Module - 1 (Container) Base, Threat
10.62.148.191 Snon 3 KSEC-FPR4100-6 cisco.com 443
A AR Firepower 4120 with FTD 7.1.0 B Security Module - 1 (Container) Base, Threat
frd_ha
s
fed_ha_1(Primary, Active) Snon 3 K KSEC-FPR4100 43
st ) Firepower 4150 with FTDL - 7.1.0 =] Security Moduie - 1 (Container) Base, Threat
ftd_ha_XSecondary, Standby] Snort 3 sc0.com 443
0 B a3 Firepower 8150 with FTD 7.1.0 = [Containar) Base, Threat
Firepower 2120 with FTD - 7.1.0 TEY Base, Threat

Diaplay

Q, Search Device

Access Control Policy Group

a @21 @ Las2) adminy

Deployment History

3. ERIFFTDS A M ATy BIEIRE
REFIHWERBN -2 , WFTDEMRUEEHIEIT .

FREESHHNREAE,

WRABFEFRE , HEFTDF

Firepower Management Center
'é'l';c'lc;' P = e Q Ovarview Analysis Policies Devicas Objects AMP
—
Wiew By: Damain -
Al (5) ®Emor(0)  ® Warning (0) Offline (0)  ® Nomal (S} Deployment Pending (0)  ® Upgrade (0) @ Snort 3 (5)
=
Narme Model varsion Chassis Liconsos
~ LAB2 (3}
- ftd_cluster (2)
Cluster
10.62.148.188&(Controd)| Snort 3 y FPATID-5443 -
el Firepower 4120 with FTD 7.1.0 B 5ocurity Module - 1 (Container) Base, Threat
10.62.148.191 Saon 3 KSEC-FPRA100-6 cisco.com 443
B g Firepower 4120 with FTD 7.1.0 B ity Module - 1 (Container) Base, Threat
frd_ha
™ High Availability
ftd_ho_1{Primary, Active)| Snom 3 E KSEC-FPR4100
TR - Firepower 4150 with FTDL 7.1.0 H Security Module Container) Base, Threat
frd_ha_23{Secondary, Standby]| Snort 3 sc0.com-443
10.62.148.125 Firepower 4150 wah FTD 7.1.0 i - 1 [Container) Base, Threat
Firepower 2120 with FTD - 7.1.0 NiA Base, Threat

Diaploy

0, Search Device

Access Gontrol Policy Group

o @21 @ L2\ adminy

Deployment History

N e omERsR NRESREHEINAS,

FMC REST API

EixEmEs | ftd ha 1. ftd_ha 2. ftd_standalone. ftd _ha. ftc clusterl 2 F A BN IRE &




Mo XERMATIERRNSTRAMENATT RIERESRS.

BB TEZRBEIFMC REST-APIRIEFTDS ATAMM I BHEERIRS., FHAREST-APIEF
o ANGIFREEAR Rcurl :

1. BREHRIETHE

<#root>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platfornivl/ auth/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. MEDEIREWNIE ., EAZHREST APIEfH , domainSHELEN, EFRLERFHSER
RiFHEK :

<tfroot>

#

curl -s -k -X "GET" 'https://192.0.2.1/api/fnc_platformvl/info/domain' -H 'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625F"
3,
{

"nanme": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4daf e-02bc- b80a- 4b09- 000000000000"

},

3. FABUUIDZE R4 EdevicerecoriesFl4F EiZ ZUUID :



<tfroot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a-4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
1
"name": "ftd_ha_ 1",
"type": "Device"

3,

4. ERIFMELHREE | BEALERHSRIPRIFUVIDMIRZ/AFIRUUID :

<#froot>
#

curl -s -k -X GET '"https://192.0.2.1/api/fnc_config/ vl domain/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ devi

"containerDetails": {

"id": "eec3ddfc-d842-1lec-albe-986001c83f 2f",

"name": "ftd_ha",

"type": "DeviceHAPair"

5. 8 TRIFMEHRIRS |, BEALERFR T RIFPHFHUUIDFDeviceHAPair UUID :

<{froot>

# curl -s -k -X GET '"https://192.0.2.1/api/fnt_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"primaryStatus": {

"current Status": "Active",



"device": {
"id": "796eb8f 8-d83b-11lec-941d-b9083eb612d8",

"keepLocalEvents": false,

"name": "ftd_ha 1"

}
1,
"secondaryStatus": {
"currentStatus": "Standby",
"device": {
"id": "e60cab6d0-d83d-1lec-b407-cdc91a553663",
"keepLocalEvents": false,

"name": "ftd_ha 2"

}

6. ERIFEREE , BEMALERPSIWIPRIBUUIDMIRZ/AFZRUUID :

<#froot>

# curl -s -k -X GET '"https://192.0. 2.1/ api/fnt_config/vl/ donmai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"containerDetails": {
ll_idll: "

8e6188c2-d844-11ec- bddl- 6e8d3e226370

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,

"name": "ftd_clusterl”

"type": "DeviceC uster"

7. ERIUFEEFRE , HEALEBPLSREPIFHUUVIDMIRZ/AFERUUID :

<ttroot>

# curl -s -k -X GET 'https://192.0.2.1/api/fnc_config/ vl domain/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ dev

{
"controlDevice": {
"deviceDetails": {



id': "3344bc4da-d842-1lec-a995-817e361f 7ea5",

"name": "10.62.148.188",

"type": "Device"
}
1,
"dataDevices": [
{

"deviceDetails": {

"id": "a7ba63cc-d842-11lec-be5l1-f3efcd7cd5e5",

"name": "10.62.148.191",
"type": "Device"

}
1,
"id": "8e6188c2-d844-1lec-bdd1-6e8d3e226370",

"name": "ftd_clusterl”

"type": "DeviceCluster"

FDM UI

B — TSR TR,
FDM REST-API

BB — TSR TRE,
FCM Ul

FCM UITE A #E X T & A FFirepower 4100/9300F1 7 ASAKI Firepower 2100,
REUTHSRIIFCM UL EWFTDS AN T BHERE

1. ERIUFFTDMEIRA |, iER ElLogical Devices EHIHA-ROLEE 4 1E :



Overview Interfaces JRSSITSINSENTEEN Security Engine  Platform Settings System  Tools Help  admin

Logical Device List {1 Contoiner instance) 77% (66 of B6) Cores Avadable
frd Standalone Status:ck
Application Varsien Besource Profile Management 1P Gateway Management Port Status
4 e 7.1.0.90 FP20 10.62.148.89 10.62.148.1 Ethematl/1 [ e @D ¢

Interface Hame Type Attributes

[ [E—— data NOp——

= + 10062, 143.39

Ethemet1/3 s : Ethemnet 1,2
+ Ethermnet2
: httpss)40.62.184.21/
-4830-11ec-94 10-b906 Jebh 1 248

N g EERE A SLNM T RERENEEERERE , MARFTDHETIREE.

2. ERIFFTDEREENRS , FREEERZB N LNEFRENEFACEME

Overview Interfaces QIR OSNTLEN Security Engine  Flatform Settings

Logical Device List {1 Container instance) 57% (26 of 46) Cores Available

ftd_cluster Chustered Status:ok

Application Varsion Resource Profile Hanagement 1P Gateway Managerment Port Status
3 -
FTD 7.1.0.99 FP20 10.62.148.168 10.62.148.229 Ethamatl/1 ® ocine &M cua

Interface Name Type Attributes
data Chuster Operational Status : in-chuster
: 10.62.148.188
conted |
TI017300
+ hitps:/i10.62.184.21/
(LY + 334abeda-g842-1 18- 299581 TelE 1 [Meas

FXOS CLI

Fxos CLILWYFTDS A AMM AT B 1 E B RIRS K UEFE Firepower 4100/9300 LA A,
RBUTSBRIIEFXOS CLIEMFTDE W AMM AT BHEERIRA
1. B R AR 25 B NSSHiE R,

2. ERIUFFTDS A AMIRE |, i5E1Tscope ssa‘u“‘% , RfE121Tscope slot <x>LA{1# Bz TFTDHY
15 E 18 312 1Tshow app-instance expandip 9 :

<#root>

firepower #

scope ssa

firepower /ssa #

scope slot 1

firepower /ssa/slot #

show app-i nstance expand



Appl

ication Instance:

App Name: ftd

Identifier: ftdl

Admin State: Enabled

Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No

Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Value

firepower-mgmt-ip 192.0.2.5

ha-lan-intf Ethernetl/2
ha-1ink-intf Ethernetl/2
ha-rol e active
mgmt-uri https://192.0.2.1/
uuid 796eb8f8-d83b-11ec-941d-b9083eb612d8

3. ERIFFTDEREEMRES

, FB121Tscope ssa@ s , }i121Tshow logical-device <name> detail

expand@i s ( EFBEMNBEIEZEF ) , LlKshow app-instance@ . REFEREN M

<#root>
firepower #
scope ssa

firepower /ssa #

show | ogi cal -device ftd_clusterl detail expand

Logical Device:

Name: ftd_clusterl
Description:
Slot ID: 1

Mode: C ustered

Oper State: Ok
Template Name: ftd
Error Msg:

Switch Configuration Status: Ok
Sync Data External Port Link State with FTD: Disabled

Current Task:

firepower /ssa #



show app-i nstance
App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

ftd_clusterl

Enabled Online 7.1.0.90 7.1.0.90 Container No RP20

In Cluster

Mast er

FXOS REST API

Firepower 4100/93003% ##FX0OS REST-API,

BRBUTSEEBELIFXOS REST-APIERKIFFTDE TAMMAT EMERERRS, FHREST-
APIEFis, AFIRfERRRcurl :

1. BREHRIETHE

<#root>
# curl -k -X POST -H ' USERNAME: admin' -H 'PASSWORD: Ciscol23" ‘'https://192.0.2.100/api/login'

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2. ERIFFTOMELIRES |, BEALERFHNTENEED !

<tfroot>
#

curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997da4453c

"smAppInstance": [
{
"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",



"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",

"clearLogData": "available",
"clusterOperationalState": "not-applicable",
"clusterRole": "none",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftdl",

"errorMsg": ,

"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded": "no",
"fsmDescr": "",

"fsmProgr'": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRsTt": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

llhot_F_an: llll’

"identifier": "ftdl"

"operationalState": "online",

"reasonForDebundle": "",

"resourceProfileName": "RP20",

"runningVersion": "7.1.0.90",

"smAppAttribute": [

{

"key": "firepower-mgmt-ip",
"rn": "app-attribute-firepower-mgmt-ip",
"urTlink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-firepowe
"value": "192.0.2.5"

1,
{
"key": "ha-Tink-intf",
"rn": "app-attribute-ha-Tlink-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tink-
"value": "Ethernetl/2"
1,
{
"key": "ha-Tan-intf",
"rn": "app-attribute-ha-Tan-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tan-i
"value": "Ethernetl/2"
1,
{
"key": "mgmt-url",
"rn": "app-attribute-mgmt-url",
"urTTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-mgmt-url
"value": "https://192.0.2.1/"
1,
{
"key": "ha-role",
"rn": "app-attribute-ha-role",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-role"



. ERIUFFTDEHEE

<tfroot>

# curl -s -k -X GET -H 'Accept: application/json'

{

"val ue": "active"

"urlTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-uuid",

3,
{

"keyll: "uuidll’

"rn": "app-attribute-uuid",

"value": "796eb8f8-d83b-1lec-941d-b9083eb612d8™
}

"smLogicalDevice": [

{

"l dvbde":

"description": s
"dn": "1d/ftd_clusterl",

"errorMsg": s

"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTaskBits": "",

ll_FsmTr,yll . IIOII ,

"clustered",

"TinkStateSync": "disabled",

"name": "ftd_clusterl"

"operationalState": "ok",

"slotId": "1",

"smClusterBootstrap": [

{

"ccINetwork": "10.173.0.0",
"chassisId": "1",
"gatewayv4": "0.0.0.0",
"gatewayv6": "::",
"key": "",
"mode": '"spanned-etherchannel",
"name": "ftd_clusterl",

"netmaskv4": "0.0.0.0",
"poolEndv4": "0.0.0.0",

"poolEndv6": "::",
"poolStartv4": "0.0.0.0",
"poolStartve": "::",
"prefixLength": "",

"rn": "cluster-bootstrap",

"siteId": "1",

-H 't oken:

, BEALENRNBBIREIRAR

3dba916cdf b850c204b306a138cde9659ba997das4!



4. ERUFFTDEFIRAS

<{froot>

# curl

{

-s -k -X GET -H ' Accept:

"supportCclSubnet": "supported",

"updateTimestamp": "2022-05-20T13:38:21.872",
"urllink": "https://192.0.2.101/api/1d/ftd_clusterl/cluster-bootstrap",

"virtualIPv4": "0.0.0.0",
"virtualIPve": "::"
}
1,
, BEALES

application/json

"smAppInstance": [

{

"identifier":

"adminState": "enabled",

"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD19500BABIYA30058",
"appName": "ftd",

"clearLogData": "available",

"clusterQOperational State": "in-cluster",

"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftd_clusterl”,

"errorMsg": s
"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded":
"fsmDescr": "",
"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

llhotf_ixll: llll’

no",

"ftd_clusterl"

"operationalState": "online",
"reasonForDebundle": "",
"resourceProfileName": "RP20",

"runningVersion": "7.1.0.90",

-H 't oken:

3dba916cdf b850c204b306a138cde9659ba997dad4*t



FXOS#15Eshow-tech 3 4

A] LAFEFirepower 4100/9300#Lfshow-tech XA BIEFTDS A AN T BB &R RS
BREUUT SBREIUFFXOSHLFEshow-tech XX RS AT MM AT BEEE MRS

1. W FFXOSIRA2.7TREGERA |, B
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® T 7 X4
sam_techsupportinfo

3 FRHEMA |, 3TFFFPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tard #9324
sam_techsupportinfo.

2. ERIFHEIIRA |, i show slot expand detail %82 Y45 E 7 T ZEha-roleE M 1E :

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_all1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show sl ot expand detail’

Slot:

Slot ID 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

AppTlication Instance:
App Name: ftd

ldentifier: ftdl

Admin State: Enabled

Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No

Profile Name: RP20
Hotf1ixes:

Externally Upgraded: No
Cluster State: Not Applicable
Cluster Role: None
Current Job Type: Start
Current Job Progress: 100



Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

App Attribute:
App Attribute Key: firepower-mgmt-ip
Value: 10.62.148.89

App Attribute Key: ha-lan-intf
Value: Ethernetl/2

App Attribute Key: ha-link-intf
Value: Ethernetl/2

App Attribute Key: ha-role
Val ue: active

App Attribute Key: mgmt-url
Value: https://10.62.184.21/

3. ERIFFTDERE B , 5 1Eshow logical-device detail expand&B4 1 &4 EEFE T HIModeE 4
B :

<#froot>

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd _clusterl

Description:

Slot ID 1
Mode: d ustered

Oper State: Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Cluster Bootstrap:
Name of the cluster: ftd_clusterl
Mode: Spanned Etherchannel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
IPv4 Netmask: 0.0.0.0
IPv4 Gateway: 0.0.0.0
Pool Start IPv4 Address: 0.0.0.0
Pool End IPv4 Address: 0.0.0.0
Cluster Virtual IPv6 Address:



IPv6 Prefix Length:

IPv6 Gateway:

Pool Start IPv6 Address:

Pool End IPv6 Address:

Last Updated Timestamp: 2022-05-20T13:38:21.872
Cluster Control Link Network: 10.173.0.0

4. BEWIFFTDERIRE , B show slot expand detail#8 4 F1# 245 E i #& T #Y Cluster State#l
Cluster Role/@ 418 :

<ffroot>

“show sl ot expand detail"
Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: OnTine

Disk Format State: Ok
Disk Format Status:

Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

Identifier: ftd clusterl

Admin State: Enabled

Oper State: OnTine
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Native

Turbo Mode: No

Profile Name:

Hotfixes:

Externally Upgraded: No

Cluster State: In Custer
Cluster Role: Mster

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

ASAE TN AT B i%



AJEAE A LT IEBURR IEASAR AT MM AT B BB RS -

ASA CLI

ASA SNMP% i)

ASA show-techX 4

FCM Ul

FXOS CLI

FXOS REST-API
FXOS#lfEshow-tech 34

ASA CLI

RIBUTZRWUEASA CLILBVASAE ATAMEM AT BiEEE

1

BBEEAMIBESN | FHUTIEGEASACLI :

B @S telnet/SSHiE [A] Firepower 1000/31 OOJ:E’JASAﬂI ®ZER T BFirepower 2100

MNFEE1#ERX T #Firepower 2100 L BIFXOS# 4| & CLI#
EFIASA
MFXOS CLIE dp &

connect module <x> [console|telnet] , HHFxZEIEID ,

X FREHAASA

EZBEISSHITHASA , REMNE BN EREFRUIR

TR, RiEEE connect asafi S

(Firepower 4100/9300)3#t 1717 8] :

ARG iEEasa
THEEIE R

2. ELIIEASAE’&ZFE’G)H?&@E FRA , ETEASA CLI L= 1Tshow running-config failoverflshow
failover state@i &

MRREEHEHR

N & REbHH

<{froot>

asa#

show runni ng-config fail over

no fail over

asa#

show failover state

State Last Failure Reason

Thi s host

Di sabl ed

Secondary

None

Date/Time



Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

MREETHETGR , WERIEHE

<#root>
asa#

show runni ng-config fail over

failover
failover lan unit prinmary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-Tink 10.30.35.2 255.255.255.0 standby 10.30.35.3

#

show failover state

State Last Failure Reason Date/Time
This host - Primry

Active None
Other host - Secondary

Standby Ready Comm Failure 19:42:22 UTC May 21 2022
====Configuration State===

Sync Done

====Communication State===

Mac set

3. ERIFASAEEE ERIRA , BEECLI L= 1Tshow running-config clusterflshow cluster infofn &

o

MRAREESESR , MERUTRHE :

<#root>
asa#

show runni ng-config cluster

asa#

show cluster info



Clustering is not configured

WMREETEE , WERAE

<#root>

asa#

show runni ng-config cluster
cluster group asa_clusterl

key i

Tocal-unit unit-1-1

cluster-interface Port-channel48.205 ip 10.174.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

asa#

show cluster info

Cluster asa _clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0

Site ID 11

Version : 9.17(D)

Serial No.: FLM2949C5232IT

CCL IP : 10.174.1.1

CCL MAC : 0015.c500.018fF

Module : FPR4K-SM-24
ASA SNMP

RBUATSREISNMPRIEASAE T AN AT RMEEE !
1. BREEEH B ASNMP,

2. A TERIEMEREEFRSELAOID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,



MRREBHREDGR , WERIEHE

<#root>

#

snnmpwal kK -v2c -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Fail over Of"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Failover Of"
MREE T HETR , NEREEHE :

<#root>

#

snmpwal k -v2c -c¢ ciscol23 -On

192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING:

"Primary unit (this device)" <-- This device is primary
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active

SNMPv2-SMI: :enterprises.9

3. ERIFEREENRE ,
MRAREESEE , MERUTHE :

<tfroot>

.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

ERIOID 1.3.6.1.4.1.9.9.491.1.8.1,

# snnpwal k -v2c -c¢ ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1



SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

MREHCEEEREA , WERERHE

<#root>
#
snnpwal k -v2c -c¢ ciscol23 -On 192.0.2.12

.1.3.6.1.4.1.9.9.491.1.8.1.1.0

<-- Cluster status, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER:

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = | NTEGER

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

STRI NG

<-- Cluster group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0

<-- Cluster unit nane

| NTEGER:

INTEGER:

.1.3.6.1.4.1.9.9.491.1.8.1

0

11

"asa_cluster1"

STRING "unit-1-1"

.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O

.1.3.6.1.4.1.9.9.491.1.8.1.8.0

I NTEGER 1

MREHEERE, ERRAEETER , NEREHEE -

<{froot>

#

<- -

<- -

Cluster unit 1D

Cluster side ID

snmpwal kK -v2c -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1

<-- Cluster status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0

INTEGER:

1



.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = | NTEGER 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "asa_cluster1"
<-- Cluster group nane
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

BXOIDHERMNFHEES , S FCISCO-UNIFIED-FIREWALL-MIB,

ASA show-tech3 #

1. ERUFASAH R EL EAIRA , 151 Eshow failoverZf 2

MRREBHEDGR , WERIEHE

<{froot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

MREETHETGR , WERIEHE

<tfroot>


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai l over On
Fai |l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9AB11, Mate FLM2006EQZYO02
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

O her host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

2. ERIFEREENRS , FREETREFHESMD.
MRAREESESR , MERUTHE :

<#froot>

Clustering is not configured

NMRERBEHEAES , NERLES

------------------ show cluster info ------------------
Cluster asa_clusterl: On
Interface mode: spanned
Cluster Member Limit : 16
This is "unit-1-1" in state MASTER

ID : 0



Site ID 01

Version : 9.17(L)

Serial No.: FLM2949C5232IT
CCL 1P : 10.174.1.1
CCL MAC : 0015.c¢500.018fF
Module : FPR4K-SM-24

FCM UI

R — TSR 1TIRE,
FXOS CLI

BB — TSR TR,
FXOS REST-API

BRE— T DRI TIRE
FXOS#H.fshow-tech 3

B — TSR TR

IO U By A R AR 5K

FTDBs X iEHE K

By K 3R 30 2 48 B B SE BA B K R
AMERA U TR IFFTDRF K EEHE S, -

« FTD CLI

* FTD show-tech

- FMCAFRME|

« FMC REST-API

« FCM UI

« FXOS CLI

« FXOS REST-API

« FXOS#l5Eshow-tech3 45

N B FOMAZBERER.

FTD CLI

RBUTSBRIEFTD CLILKIEFTDRS AIEER -



1. RFEFENHFBRN , FALTEIHFEFTD CLI :
- BESSHEEFRIFTD -FIEFA
« @i connect ftdar 5 MFXOS#2F| & CLI(Firepower 1000/2100/3100)# 1T i (7]
« MFXOS CLI& a5 (Firepower 4100/9300)14 4] :
connect module <x> [console|telnet] , EFx2FEEID , AR/
EEfd [E60] , HRKHINEZRAIEEME X,
o XFEHFTD , BIESSHEZEIFRIFTD , FEMNERANEERFR=UIFHITES A 1T5R

2. ERUPF A IEE T, | i ECLILIZ1Tshow firewallip & :

<#root>
>
show firewal |

Firewal | node: Transparent

FTD# FE HEBR X4

BBUTSREIEFTDMELEBR AP HIFTDRS A HFE R -
1. T HEHER S |, RE S B 324 <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputs,

2. ¥TFF X #usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output :

<tfroot>

# pwd

/ ngf wl var/ common/ r esul t s- 05- 22- 2022- - 102758/ conmand- out put s

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. EWUFFTDRF X IBES | EH Eshow firewallEf 5 -

------------------ show firewal | ------------------

Firewal | node: Transparent



FMCHAFF &l

BRBUTHRKUIFMC Ul EWFTDRS K IEER -

1. % Devices > Device Management

F r il
"cll's'élo" )";iliowiqr'ﬂ;r’ligeme t Center Overview Analysis Policies 1 Objects AMP Intelligence Deploy Q @{} @ Giobal | admin ¥
— —
2] e
Device Upgrade Site To Site File Download
Mo MAT Remote Access Threat Defense CLI
S Dynamic Access Poll Packet Tracer
Accoss Controlied User Statisiics ge e “ o sfu
" s t statistics by Platform Settings Troubleshooting Packet Capture
| il i L
WIWM Su"m FlexConfig Site 1o Site Monitaring moss
Provios ¢ Certificates \J
admin No No AN ]
admin Mo No AW ]
admin No No [l e N ]
e Events admin No No |l e B ]
Soounr\r Intalligence Statistics " =
Provides Security Intelligence statistics admin No No e |
9|.H'I1I'I'IEI'Y Dashbeard - =
3 simimary of acli admin Mo Yas qu'
N —
JIEA‘L E%’ EH E&:ﬁ EH */-F :;v_:: .
"cll's'é[:"' F|re!;m-...r-cr.f\.-'lanagcﬂl.'l'_l_l"-‘ﬁl‘ Center Overview Analysis Policies Dovices Objects ANP Deploy a @ﬂ- @ LAB2\ adminv
Doploymant History
View By: Domain v
AI(5)  ®Emor(0)  ®Warning (0) Offine (0)  ® Normal {5) Deployment Pending (0] ® Upgrade (0} ® Snort 3 (5) Q, Search Davice m
—
Al
Hame Model Varsion Chassis Licanses fccass Control Policy Group
~ LAB2(3)
. Md_chuster? (2)
Cluster
10.62.148.188(Control) _ Snort 3 FP4120-5:443 e
AEATARIES Firepower 4120 with FTD. 7.1.0 ESecm“;lyModule -1 {Container) Base, Throat sep H
1062148191 Snort3 KSEC-FPRA100-6 cisco.com-443 . .
gt Firepower 4120 with FTD 7.1.0 B o ity Module - 1 [Gontainer) Base, Threat acp H
fid_ha
High Avaifability
frd_ha_1(Primary, Active) Snort 3 KSEC-FPRA 3:443 = .
105214209 [Tormmrerr] Firepower 4150 with FTD. 7.1.0 B Security Module - 1 (Gontainer) Base, Threat acp :
2[Secondary, Standby) Snort 3 firagpawr-S cisco com-443 3 .
e Firepower 4150 with FTD 710 sﬂc’m; Module = 1 (Container) Ease, Threat acp :
fd_standalone Snort 3 Firepower 2120 with FTD 7.1.0 NiA Base, Threat acpl

10.62.148.181 [Rovted]

FMC REST-API

BRBUTSEREBEITFMC REST-APIRIFFTDRF AE#E R, FEHAREST-APIZ iR,

RGP ERR




curl :

1. BREHRIETHE

<{froot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platform vl/ auth/generatetoken' -H 'Authentication

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. BMEGEIREWNE, EAZHREST APIE#AF , domainSHEMSEN, FHLERFHNSER
RIFHEK :

<tfroot>

#

curl -s -k -X"GET" ‘'"https://192.0.2.1/api/frc_platformvl/info/domain" -H'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

name": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e-02bc- b80a- 4b09- 000000000000"

b,

3. ERABUUIDZE R4S Edevicerecories 4 E iR ZUUID :

<ttroot>

#



curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4afe-02bc-b80a- 4b09- 000000000000/ de
{
"items": [

{

"id": "796eb8f 8-d83b-1lec-941d-b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,
"name": "ftd_ha_1",
"type": "Device"

4. FRKERPISRIFHFBUUIDIIRZ/BI|]UUID , AR EfdModekV{E :

<tfroot>

# curl -s -k -X"CGET" 'https://192.0.2.1./api/fnc_config/vl/ donain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514",
"name": "acpl",
"type": "AccessPolicy"

b,

"advanced": {
"enab1e0GS": false
1,
"description": "NOT SUPPORTED",

"ftdMode": "ROUTED',

FCM UI
A] LLFEFirepower 4100/9300 L3 EfS K HEE X AIFTD,

BRBLUTHZRBUFCM Ul ERWFTDRs K IHE :

1. REEBERFNELNEEIR



Overview Interfaces J(IGLIT=TReEMEES Sacurity Engine  Platform Settings

1 & Refresh | (3 Add -
Legical Device List (1 Container instance) 77% (66 of B5) Cores Avadabls
a1 Standalons Status:ok 2 I:I H
Application Naersion Resource Profile Mansgemaent IP Gateway Management Port Status
4 7.1.0.90 P20 10,62, 148,89 10.62,148.1 Ethernatl/1 ® oriine @D ck -
Tn:cffa:cmrm: Type Attribautes
; data tonal Status: not- appkesble
a8 l P 106214889
[~ ree— AL ML LINK: INTTF + Ethernet1/2
A LAN- INTF + Ethernet1/2
BAGAT: LIRL + hitps:/10.62.184.21/
HA-ROLE ke
Ui © 796ehErE-dB30-1 16C-341 0-03083eD6 1 206

2. RHNARFER , EREETFPiEFHRERSN

y Engine Platform Settings

Editing - frd1 | sawe || canes
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
Cisco Firepower Threat Defense - Bootstrap Configuration i
Ethametl/2 2
Permit Expert made for FTD SSH Bs w
=i i Seggions: ¥
Etharnatl/4
Search domains:
Etharmatl/5 G0
+ Ethametl/6 Firewall Mode; Transparent i
gt DNS Servers: 8866 1
Ethernetl/s |0
Fully Qualfied Hostname: “
Password: Set: Yes FTD - 7.1.0.90
Ethameti/1
Confirm Password: Click to configura
Registration Key: Sat: Yes
Confirm Req-suat-m Key:

Firegower Management Center [P: 10.62.184.21

Firepower Mansgement Center NAT ID:

Eventing Interface: w
Hardware Crypto: Enalled v
[ detten Ve el N e
2 Fo 7.1.0.99 P20 SEhemati/a cnlre
oK Cancel
Interface Name —
Eﬂwﬂu’k data
Eﬂwl"] data

FXOS CLI

A] LAfEFirepower 4100/9300 L3 UEBh X B X BIFTD,
BB TSR IEFXOS CLIEMFTDR A&

1. B B FEN 26 A HSSHIEE,
2. Y] Fscope ssa , RETIRERFEEBIRE , E1Tshow mgmt-bootstrap expandis & , H#&
EFIREWALL_MODEE 41 :

<#root>
firepower#
scope ssa

firepower /ssa #

scope |l ogical-device ftd_clusterl



firepower /ssa/logical-device #

show ngnt - boot strap expand

Management Configuration:
App Name: ftd

Secret Bootstrap Key:
Key Value
PASSWORD
REGISTRATION_KEY

IP v4:
Slot ID Management Sub Type IP Address Netmask Gateway Last Updated Tim
1 Firepower 10.62.148.188  255.255.255.128 10.62.148.129 2022-05-20T13:50
Bootstrap Key:
Key Value
DNS_SERVERS 192.0.2.250
FIREPOWER_MANAGER_IP 10.62.184.21
FI REWALL__MODE rout ed
PERMIT_EXPERT_MODE yes
SEARCH_DOMAINS cisco.com

FXOS REST API

Firepower 4100/93003% ##FX0OS REST-API,

BBUTSBRIBEIFXOS REST-APIERIFFTDR X iE#E R, FHAREST-APIE iR, A<t #EH
# 2curl :

1. BREHRIETHE

<#root>
# curl -k -X POST -H ' USERNAME: adnin' -H ' PASSWORD: Ciscol23' https://192.0.2.100/api/ld/ftd_clusterl

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2. FRALEBRPHNEEREZNANT , FREFIREWALL_MODERME :



<ffroot>

# curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997dad4*t

{
"key": "FI REWALL_MODE",
"rn": "key-FIREWALL_MODE",
"updateTimestamp": "2022-05-20T13:28:37.093",
"urllink™: "https://192.0.2.100/api/1d/ftd_clusterl/mgmt-bootstrap/ftd/key/
"val ue": "routed"
1,
FXOS#15Eshow-tech S 4

FTDHIBA X 3518 = 7] LAfEFirepower 4100/9300#9show-tech 3 4 1T IR L o
BB T S REUFFXOSHLFEshow-tech X4 FRIFTDRS K EEHE R

1. W FFXOSHRA2. 7R EJMRZA , 7 <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® T 7 X #Fsam_techsupportinfo

3 FRHEMA | FTFFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar #9 3 #
sam_techsupportinfo,

2. BB EFRIDFFIEFE T Bshow logical-device detail expand3f %

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat sam techsupportinfo

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd_clusterl

Description:

Slot ID 1



Mode: Clustered

Oper State: Ok

TempTlate Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Bootstrap Key:
Key: DNS_SERVERS
Value: 192.0.2.250
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FIREPOWER_MANAGER_IP

Value: 10.62.184.21
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FI REWALL_MODE
Val ue: routed

Last Updated Timestamp: 2022-05-20T13:28:37.093

ASABs X EE
AT LA UL RS TS IFASARS N B8 =

« ASA CLI

* ASA show-tech

« FCM UI

* FXOS CLI

* FXOS REST-API

« FXOS#HLFEshow-tech 4

ASA CLI

BB T SERIGIFASA CLI EEIASARS A iEiER -
1. REFEMIPEIESN , FRHUATEDIGRIASA CLI :

- BE#E@EiStelnet/SSHif A Firepower 1000/3100 L FIASAFIR & X T BFirepower 2100

« NFAEEX THFirepower 2100 LFIFXOS#EHI & CLIE1TIER |, AB BT connect asain &iE
EZFIASA

« MFXOS CLIE &5 (Firepower 4100/9300)# 171517 :

connect module <x> [console|telnet] , EFx2FHEID , AEEEasa
- WTEMASA , BEIZBEISSHIFRIASA , FEMERMY S REEFR U TEEIA TR

2. Z£CLI LZE1Tshow firewallfi % :



<#root>
asa#
show firewal |

Firewal | node: Routed

ASA show-tech3 #

ERUFASARL K IEE | BHK Eshow firewallE 5 :

<#root>

------------------ show firewal | ------------------
Firewal | node: Routed

FCM Ul

BRB—T NS RETESE,
FXOS CLI
BRE—THRNSRHTRE,
FXOS REST-API
BRB—THNSRETESE,
FXOS#H15Eshow-tech 3 #

BB — TSR TIRE

WOIESEIERE R A
SR ITE e PR

o A3 SEBI- A1 SKBIE A R 2 ER/EI BNAARIR (CPU., RAMMEEZH ) , HtERER
R— A 3K,

- REXRH-BRXFERAREER/GIBNRRTFE, SRAITHERNIFHAFMCEER
FTD ; ASASEHHFDME B MFTDAR X &%k,

{XfEFirepower 4100/9300 L IFTDH X RS E R LHIEE,
A CAE AR TS UE SR SR B2 AL

« FTD CLI



* FTD Show-tech

- FMCAFRE

« FMC REST-API

« FCM Ul

*« FXOS CLI

*+ FXOS REST-API

« FXOS#HlFEshow-tech 3 4

FTD CLI
BRBLUTHZRKUFTD CLIEMWFTDSEfIFREBRA -
1. BRIFFEMEEBRN | EAUTEIBRFTD CLI :

- BISSHE#IAEFTD -FIE ¥ A
« MFXOS CLI&ES @53 (Firepower 4100/9300)i5 7] :

connect module <x> [console|telnet] , EFxEFEFEID , AJSconnect ftd [instance] , EFEHIR 5
% BIEBE MK,

2. 1I51Tshow version system@r %5 , AR E DS F A HESSP Slot Numberfy1T, MREITHEFE
Container , MIFTDEAREN TIET

<#root>
>
show version system

——————————————————— [ firepower J---—-——-------——-————-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuiD : 3344bc4a-d842-11ec-a995-817e361f7ea5
VDB version 1 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-T1fbff-k8.2.11.1.154.SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Nunber: 1 (Container)

FTD#UFE B BR 344



BERUT SR IUEFTDMEBEBR X P FTDRFIEBRA .
1. T EHERR U | RS S B S F <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputs,
2. T F X usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output :

<#root>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. REEEZFRFHESSP Slot Numberfi1T, IR ITH1EIEContainer , NIFTDEARSRER Ti=

17
<#root>
——————————————————— [ firepower ]---------------—-——-
Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuID : 3344bc4a-d842-11ec-a995-817e361f7eab
VDB version 1 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-1fbff-k8.2.11.1.154.SPA"
Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Number: 1 (Container)

FMCH 7 S|
BB T S BRIIEFMC Ul EMFTDEHISR B A

1. #%&#EDevices > Device Management :



F r n
Iclllsélcl oliliowgq:\ﬂ;ﬁgemﬁ nt (it?nter Overview Analysis Policies 1 Objects AMP Intelligence Deploy Q, @{} @ Giobal | adminw
— —
P mm— oo
Device Upgrade Site To Site File Dowmload
Rame NAT Remote Access Thieat Defensa CLI
QoS Dynamic Access Policy Packet Tracer
™ -
Platform Settings Troubleshooting Packet Capture BEass
npphcanunsl.a — FlexConfig Site 1o Site Monitering o/
Provides traffic irusion event statistics by application Certificates L
Application Statistics (7.1.0) - -
Prov wistics admin No No s
mmary - =
Provides tables and charts of the activity en your menitored network segment organized by different criteria admin Mo Mo o .
Detailed Dashboard =
Prow detaded view of activity on the appliance admin Mo Mo o .
Delalled Dasnm-u 7.0, " =
s e acvin No No L
Files Dashboard - =
Provides an overview of Malware and File Events admin No Mo AL ]
Security Intalligance Statistics o =
Proviges Security Intelligence statistics admin No No o 5
Summary Dashboard - =
Provides & summary of actiity on th admin No Yas o #fu
e 0o ke ==
2. RENFES, MRTPEFERSR , WFTDERHFER TET,
"':II'S'EL;' !:Irepowgr M?\nagemem Center Ovarview Analysis Policies Davices Objacts AMP Deploy O @Ry @ L4B2) admin+
—
Deployment History
Vi By Domain -
Al(s)  ®Emor{0) @ Waming [0) Ofmine (0)  ® Normal (5) Deployment Pending (0) @ Upgrade (0) @ Snort 3 (3) O, Search Device m
Collapse All
Name Modet Version Chassis Licenses Arcoss Control Policy Group
w LAB2(3) &
ftd_clustar (2) .
' Cluster 7
10. SZIL&IWECMUNJ Snort 3 EP4120-5 . .
10 6n 4n aEn Firepower 4120 with FTD 7.1.0 & e ST Base, Threat acpl H
10.62.148.191 Snort3 KSEC-FPRA100-6 cisco com 443 . .
$0.62 148 191 - flowt Firepower 4120 with FTD 7.1.0 E Baze, Threat acpl H
fid_ha e
™ High Avallabilty :
fid_bea_1{Primary, “""""" Snort 3 Firepawer 4150 with FTD 7.1.0 Base, Theeat acpi :
10.62.146.89 4
fd_ha_3(Secondary, 5‘“"""“] skl Firepower 150 with FTD 7.1.0 Base, Threat acpl .
10.62.14B.125 af H

FMC REST-API

BRBEUTSREIFMC REST-APIRUEFTDE A FRE, £AREST-APIE P iw,

s=curl

1. BREBRIETHE

<tfroot>

# curl -s -k -v

< X-auth-access-token:

-X POST 'https://192.0.2.1/api/frc_pl atforn vl/ aut h/ gener at et oken'

ARBIREREY

-H ' Aut henti cati on:

I



5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. BEAERENE. EASZHREST APIERF , domainSHEXEN ., FALERFTHSER
RiF Ik -

<ffroot>

#

curl -s -k -X"CGET" 'https://192.0.2. 1/ api/fnc_platformvl/info/domain" -H'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

"nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e-02bc- b80a- 4b09- 000000000000

}7

3. FRABUUIDE R4S Edevicerecories M4 EiZ ZUUID :

<{froot>

#

curl -s -k -X "GET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4afe-02bc-b80a- 4b09- 000000000000/ de

{
"items": [

{

"id": "796eb8f 8-d83b-1lec-941d-b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
1,



"name": "ftd_ha_1",

"type": "Device"

3

4. ERA L ERHSERIFWIBUUIDMIZRR/BEFUUID , K EisMultiinstanceV & :

<tfroot>

# curl -s -k -X "CGET" 'https://192.0.2.1./api/fnc_config/vl/ donmain/84cc4af e-02bc-b80a-4b09- 00000000000¢

"name": "ftd_clusterl"

"isMultilnstance": true

FCM UI

ERIFFTDXAIHERE  FRESBRFPARKEXHELENE. WREFHZE , WFTDER
BRERX BT

Overview Interfaces BEALILEINSEINILEY Security Engine  Platform Settings

Logical Device List (1 Container instamce) 57% (26 of 48) Cores Awvaiable
ftdl_chusterl Clustiarad Status:ok
Application Version Resource Profile Management IF Gateway Management Port Status
4 o 7.1.0.90 P20 10,62.148,108 10,62, 148,129 Etfematl 1 ® oiinc @& N cis

BRBLTSRIBIFFXOS CLIEWFTDSEfl P2 A -
1. B S FER 4 & HSSHIERE,

2. Yl Blscope ssa , HiE1Tshow app-instance % , AERBEBEENIMAFREISEFTDM
Deploy Type?% :

<#root>
firepower #

Scope ssa



firepower /ssa #

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Depl oy Type

Turbo Mode Profile Name Cluster State Cluster Role

ftd clusterl

Enabled Online 7.1.0.90 7.1.0.90

Cont ai ner

No RP20 In Cluster Master

FXOS REST API

REBUTZREITFXOS REST-APIERKIEFTDRHIEBEA, FHAREST-APIEF K. A4F|+E
Ai=curl :

1. BEREMBIETHE

<ffroot>

# curl -k -X POST -H 'USERNAME: admin' -H ' PASSWORD: Ciscol23" 'https://10.62.148.88/api/login

{
"refreshPeriod": "0",
Iltokenll: m

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2. EENBRPHSIE. @EID, HKEdeployTypefI{E :

<#froot>
#

curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdfb850c204b306a138cde9659ha997da4453c

"smAppInstance": [



"adminState": "enabled",

"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",

"clearLogData": "available",
"clusterOperationalState": "not-applicable",
"clusterRole": "none",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

FXOS#l58show-tech 3 4

BRBUTSRIBIFFXOSHFEshow-tech XX RIFTDRA A IBER -

1. W FFXOSHRA2.7REBJRZA , 57 <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® 3T 7 X #Fsam_techsupportinfo

X F RHEMA |, 3TFFFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar #9 3 #
sam_techsupportinfo.

2. e &show slot expand detailZf 2 A E K 45 E G FE IR IREF -

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show sl ot expand detail’
Slot:

Slot ID 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

AppTlication Instance:
App Name: ftd

ldentifier: ftd_clusterl



Admin State: Enabled

Oper State: OnTine
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

Depl oy Type: Cont ai ner

BUFASATE =E

ASAXFFRBRENZBEREN., FIDAXFZHREREN,
AEALTIEBBIEERRH

 ASA CLI
* ASA show-tech

ASA CLI
BRIBUTSRILUEASA CLIEBASATERER !
1. REFEFEMEPBERX , EHLTIETARASA CLI

- BE#EEidtelnet/SSHiL A Firepower 1000/3100J:E’JASA$H1§E%$§'?TE’JFirepower 2100

- \NFE#EX THFirepower 2100 EBIFXOSEFI A CLIF 1TIHR , A/F B connect asafn &
EZFIASA

« MFXOS CLI&X a5 (Firepower 4100/9300)# 1717 7] :

connect module <x> [console|telnet] , I x2HEMEID , A EREasa
o NFEHLASA , BEEBISSHIFMASA , EMNELY EEEFFIUIBTES &G

2. #£CLI EiZ{Tshow mode® i+ :

<tfroot>

ASA#

show node

Security context mode:

mul tiple

ASA#

show node

Security context mode:



singl e

ASA show-tech3 {4

BRBUT SR IFASA show-techXFFHASAE=ER -

1. B &Eshow-techXX #H #Ishow context detailZfn, EXFHERT , BEEARZBEERX , EX
EEZMESR -

<ffroot>

Cont ext "systent

, is a systemresource

Config URL: startup-config

Real |nterfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/13, Ethernet1/14, Ethernet1/15,
Et hernet 1/ 16, Ethernetl1/2, Ethernetl/3, Ethernetl/4, Ethernetl/5,
Et hernet 1/ 6, Ethernetl/7, Ethernetl/8, Ethernetl/9, Ethernet?2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-Data0O/1, Internal-Datal/l,
Managerent 1/ 1

Cl ass: default, Flags: 0x00000819, ID: O

Cont ext "adm n"

, has been created
Config URL: disk0:/adm n.cfg
Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenment1/1
Real |PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000813, ID 1

Context "null", is a systemresource
Config URL: ... null
Real |nterfaces:
Mapped | nterfaces:
Real |PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

{FEFAASARK I Firepower 21008 =,

#HASARYFirepower 2100 ] AELA FHER 2 —HIE1T -

« PERX-EFXOSHEBEARFESHMEAEORE, SEREVFEEOEERSENR,



EtherChannelfti&. NTP., M{EEIEZE, FCM WebREKFXOS CLIA B FFXOSHE

o RREX (BN RREXATFAFPEEASAHHFIERE, FXOS CLUURERGT

A LA i BA T 3k T8 K A ASARYFirepower 21008 =

 ASA CLI
« FXOS CLI
* FXOS show-tech

ASA CLI

BB T S BRIEASA CLI EEAASARK IFFirepower 210042 3, :
1. fi£ FAtelnet/SSHA [AIFirepower 2100 L BYASA,

2. #ECLI L i=4Tshow fxos modedi$ :

<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to plaftorm

WEEL
<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to appliance

N orE EZBEERT . show fxos mode HAERAHEEESHTA,

FXOS CLI

BB T ZERIEFXOS CLILEHASARK LEFirepower 210048 5
1. fi£ Ftelnet/SSHIA A Firepower 2100 L BYASA,

2. 1 {Tconnect fxosti$ :

B
PN

o



<#root>
ciscoasa/admin(config)#

connect fxos

Configuring session.
Connecting to FXOS.

Connected to FX0S. Escape character sequence is 'CTRL-AX'.

N iE - ESESERT | connect fosB SEREESHTA,

3. I=4Tshow fxos-mode#r $ :

<#root>
firepower-2140#

show f xos node

Mode is currently set to plaftorm

REER

<#root>

firepower-2140#

show fxos node
Mode is currently set to appliance

FXOS show-tech3 4
BB LT ZRIEFXOSHL Fshow-tech XA FHASAR IEFirepower 210048 5
1. #£<name>_FPRM.tar.gz/<name>_FPRM.tar# T FFtech_support_brief 3 #

2. & “show fxos-mode”Zp 4" :

<{froot>
# pwd

/var/tmp/fp2k-1_FPRM/



# cat tech_support_brief

“show f xos- node’

Mode is currently set to platform

WEEL

<tfroot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_brief

“show f xos-node”

Mode is currently set to appliance

& & R) &

ERREID CSCwb94424



https://tools.cisco.com/bugsearch/bug/CSCwb94424

ENH : % INCLISH& 5 LARUEFMC HAEL B

B RKEID CSCvn31622


https://tools.cisco.com/bugsearch/bug/CSCvn31622

ENH : 7 IFXOS SNMP OID L% )38 1% 2 F B A 2B fiL &

B RFEID CSCwb97767



https://tools.cisco.com/bugsearch/bug/CSCwb97767

ENH : ZINOIDEARIEFTD3RBIERE S B

B RREID CSCwb97772



https://tools.cisco.com/bugsearch/bug/CSCwb97772

ENH : #£Firepower 2100 L BIASAKIshow-tech® & &“show fxos mode”#Y i

B RFEID CSCwb97751



https://tools.cisco.com/bugsearch/bug/CSCwb97751

OID 1.3.6.1.4.1.9.9.491.1.6 1. 1A T ERAH X EERBIEAR AT A

HAXxEER
RLPNIEER D OREST APHRIEA [JIERT | MRA<7.1

fEFirepower NGFWig & LAt ESNMP
B RlFirepower BB HREST APIEES

- Cisco FXOS REST API1Z#

Cisco ASA¥E A
Firepower 1000/2100%1 % 4 B X #3100 ASAFIFXOSHHLE TR A

Firepower X #F4 B FE HEBR 5 IR
Cisco Firepower 2100 A [ 16



/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
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