FEFirepower FDM_E B & SNMP H 3 H 3t 17 8 FE HE
B&

B =%

SORE M

SNMP v3

SNMP v2¢

SNMPE & il B
¥ir
SNMP v33 i

SNMP v2c¥ iE

AR B E AREST APIFE6. 7R B Firepoweri® % B2 L /5 A #22 M EZ EE ML (SNMP),
FoRFM
=R

Cisco BB THUTES :

« FirepowerE BB EI(FTD) , H6.7REYFirepoweri% & E & (FDM)E &
« REST APIAIR
« SNMPZAIR

SERANAEN
FirepowerE B BH#H(FTD) , HFirepoweri& & & (FDM)EE |, RA6.7,

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZRNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHBELE,



BRER

6.7HY T IhAE

IJI||I

FTDIR&REST APIX#FSNMPRRSS 2R, AP, EHMENANRENEE, BEFP 6.74HHSNMP
FTDIR&ZREST APIZ#F :

« AP TLUBEFTDI®ZREST APIE ESNMPRE I W 4%
« SNMPERE88. AP M EV/ENAFLUERFTD Device REST APIRI/EFH R EIE,

XHHSESHNREIER TFDM APIERE BTN EES B,
N 5t MFTDEFIRAG.7HMFDMEES | RSB IREST APIE BSNMP

IheeMtiR — SNMP FTDIR & REST APIXZ %

I ThEE R N4E E FSNMPHRYETFDM URL i,

o XLEFWAPIT AT R EAMEMEBESNMPLLLE RS,

- BXAPI(Firepoweri& & L EEE B EMIB))#TSNMPE B G , /IS # 1T
NMS/SNMPZ F i - 19 F8 BB &1

SNMP API/URL i

URL PP Eithe)
/devicesettings/default/snmpservers GET SNMPRR% 28
/devicesettings/default/snmpservers/{objld}  |[PUT., GET SNMPR %85
/object/snmphosts POST , 3REX SNMPHost
/object/snmphosts/{objld} Zlé:rr DELETE, SNMPHost
/object/snmpusergroups POST , 3REX SNMPUserGroup
/object/snmpusergroups/{objld} Zléi DELETE. SNMPUserGroup
/object/snmpusers POST , 3REX SNMPUser




PUT. DELETE,

GET SNMPUser

/object/snmpusers/{objld}

BLiE
» SNMPEH B3N EERA
- SNMP V1
- SNMP V2C
- SNMP V3

- Hrh@gMETERE $5E W “securityConfiguration"#& X .
« XFVIRIV2C : EBE®ERXFRABNREZE , ZRFBREEERANVIFEV2C,
« XIFSNMP V3 : EBEERHISNMP VIAF MrREE A VI KB FE,

SNMP v3

1.355BFDM API'& R EEee

EMFDM GUIARIFDM REST APIRREES , BEERE=AR , AREFAPIRREESR, IE
. S ZEURL https://FDM _|P/#/api-explorer:

ol Firepower Device Manager i o == ] ( ) .e C:) [::) e admin
cisco S S Manitoring Policies Objects Device: FP1120-1 Administrator
Device Summary {:‘ APl Explorer
Interfaces

2. MEXNREE

ASNMPENBIEFMAMEITR : EFDM APIBREESR £ , X EFE NetworkObjectfIPOST
/object/networks:

e - _ = i ) == ==
Firepower Device Manager . eyl ; ;
CISCO Monitaring Policies Objects Device: FP1120-1
NetworkObject
5| /object/networks

Lm fobject/networks I

Jobject/networks/{objld}

Error Catalog

SNMPZEAHJSONE I T, [FULLIJSONF M EbodyEB o H E i “value” £ RYIPHE 31t LA FLEESNMP E 41
IPih3t


https://FDM_IP/#/api-explorer:

{

"version": "null",

"name": "snmpHost",

"description": "SNMP Server Host",
"subType": "HOST",

"value": "192.168.203.61",
"isSystemDefined": false,
"dnsResolution": "IPV4_ONLY",
"type": "networkobject"

}

i) = ==
aliln Firepower Device Manager = o : -
CISCO Monitoring Policies Dhiects Device: FP1120=1
FTD REST API Response Content Type | apolication/json v |
Parameters
Parameter Walue Descrption
beddy {

“varsden®s “nell®,

“namg”: “pnspHopt®,

“dapcription®; “3NHP Sarver Hosi®,
“rubType™: “HOET",

“valua®s “192.16E. 200.681%, =
“ipfystesDafingd™i false, £

Parameter coment type: | appheabonson w

@ ® O e

Paramiter Type  Data Type

bady

Model Example Value

{

“wersion™: “streing®,

“name”: “string”,
“desirlption™: “stelng™,
“subType™s “HOST,

“valee™: “strieg®,
“Issystembefined™: true,
“draferoletlon™: “IFvE_Omy",
“8d%: “strlng”,

“typt™ “metwerkobiect”

B TR FHIEERTRY IT OUT | IR LHITAPIAR . HRIVAYE AR E R {55200,

TRY IT QUTI

FISONBHTENBMNENEFFIZER, B , EREEEERGXSNMPENHER.




https: /10,62, 148, 231/ api/ fdn/v6/object /netwarks
FTD REST APl

Response Body
AP| Explorer

{

"wersicn”: “bshalbhghulw®™,

Error Catalog

“mamp=: “snmpHost™,
“description”: "SNHP Server Host",
“subType™: “HOST",
“walue™: =192.168.203.51",
"isSystemDefined": false,
“dnsBesolution™: “IFVE_OHLY",
=§d": "1d1lPce6d-49de-11leb- 2432 -3 20cd56d508",
“type™: “networkobject™,
“links™: {
"self";: "https: /S 18,62 148, 231 api /fdafvbfobject 'networks /1didcebd - d0de-11eb-ad 32 - e32Bc dS6d5a "
}
¥

Response Code

288

3. BIEFAISNMPV3F

EFDM API'RREE S L , fXEFESNMPHIPOST/object/snmpusers

1] [T1] [T S o = ==
Firepower Device Manager _ = _ _
CISCO hbanitoring Policies Obgects Device: FP1120-1

SNMP

FTD REST API
m [devicesettings/default/snmpseners

bnd o E Idevicesettings/default/snmpservers/{obijld}

Eror Catalog m /devicesettings/default/snmpservers/{objld}

E Jobject/snmpusers
Im fobject/snmpusers I

L JSONBIEE HIZI BB AR HE WERRBNBHIER 2 ( HlI0 , “authenticationPassword”,
“encryptionPassword”s &% )

"version": null,

"name": "snmpUser",

"description": "SNMP User",
"securitylLevel": "PRIV",
"authenticationAlgorithm": "SHA",
"authenticationPassword": "ciscol23",
"encryptionAlgorithm": "AES128",
"encryptionPassword": "ciscol23",
"id": nulT,

"type": "snmpuser"

}




N s RECEENTBAETEREN. TEFRED | EREEHRSRD

FHE R A JSONERIE & HI 2 IEXXH 7

Gseo. Device M - . - o= ORCNONON : M
Firepaower Device Manager
CI5Co : Monitoring Policies Objects Device: FP1120-1 = Achministrator
FTD REST API Regponge Content Type | appleationjson «
Parameters
API Explorer Parameinr Walue Dascription Parameter Type  Data Type
Error Catalog by { = .

"weraisn®: null,

"name"1 “snsplier”,
“description™) “SNMP User™,
“pecuritylevel™: “PRIV", {
“suthenticationdlgorithe™: “SHA", >

"suthenticationPadgward™: “siaeslld, : Trarslon™: TinelngT,

e Tsteing,

“description™: “string™,
“ppcerliylivel”: TAUTHT,
“authmncicatlosdlgoritha™: “SHA™,
“athanticatlonPasoword™: “string”,
“encryptlontlgerithe™: “aEsi2e”,
“angryptlonPagswond™: “strinsg™,

Modl Examph Vakue

Parameter content type: | apphicalion/son

“id7: "steiag=,
“type™: “srepuser”

B TR FHEFTRY IT OUTHERAAMITAPIE M. BZhRY I8 AR EIIE S #5200, RFJSONZLHEM
MY EXEFFZER, FE , EREEEEEXRSNMPAFHER.

e o i o = ==m
Firepower DS‘JICI:‘ r\ﬂ'q}'."U'Sl .
cisco. e anay Monitoring Policies Objects Device: FP1120-1 (

Request URL
FTD REST API

https://10.62.148.231/api/fdm/ve/object/snmpusers

API Explorer Response Body

Error Catalog

{
"version™: "bmwzwdiwFphp7"”,
"name": “snmpUser",
"description™: "SNMP User”,
"securitylevel™: "PRIV",
"authenticationAlgorithm": "SHA",
"authenticationPassword": "eciscol23",
"encryptionAlgorithm": "AES128",
"eneryptionPascword": “"ciscol23",
"id": "65dabc58-49df-1leb-ad32-e7823944dabc",
“type": “snmpuser”,
"links": {

"self": “"https://18.62.148.231/api/fdm/v6/object/snmpusers/65da6c50-49df-11eb-2432-e7823944dabc”

}

}

Response Code

280

4FREEOEFER

EFDM API'BRREIERS F | kX ikFEInterfaceMGET/devices/default/interfaces. EEEMIEZZ|
SNMPARS 25V O W EE B,



11 - i il
il Firepower Device Manage = ﬂ
Monitoring Policies

E fdevices/default/interfaces

B TRz HIEFRETRY IT OUTHREA LA ITAPIEA . R I8 AR B M 5753200, RJSONEIHEM
MM EXEHIEER, B, CEEEEASXIZIEONEE.

https: /10,62, 148, 231 fapi ffde/ve/devices fdefault finterfaces

FTD REST API
Response Body

AP Explorer "wersion®: “kkpkibjluGgre®™,
“name®: “inszide",
Error Catalog “description”: null,
"hardwareMame”: “"Ethernetlf2",
“"monitorInterface”: true,
“ipwd®: {
“ipType™: “STATIC®,
“defaul tRoutelsingDHCP®: false,
“dhcpRouteMetric”: null,
"ipAddress™: {
“ipAddress": "1%2.168.203.71%,
“metmask™: "2656,155,255.8%,
“standbyIphddress™: null,
“type”: “haipvdaddress”
P
"dhep™: false,
"addressiull”: false,
“type™: “interfaceipwd®
¥s
g 1-1

“enabled®: false,

Response Code

208

12 FJSONBUIEH K O “version”, “name”, “id"F“type”, K B A EBHE O K JSONSRIERAI

<#root>

{

"version": "kkpkibjluéqro",
"name": "inside",

"description": null,
"hardwareName": "Ethernetl/2",
"monitorInterface": true,
"ipvd": {

"ipType": "STATIC",
"defaultRouteUsingDHCP": false,



"dhcpRouteMetric": null,
"ipAddress": {

"ipAddress": "192.168.203.71",
"netmask": "255.255.255.0",
"standbyIpAddress": null,
"type": "haipv4address"

1,

"dhcp": false,
"addressNull": false,
"type": "interfaceipv4"

1,

"ipve": {

"enabled": false,
"autoConfig": false,
"dhcpForManagedConfig": false,
"dhcpForOtherConfig": false,
"enableRA": false,
"dadAttempts": 1,
"linkLocalAddress": {
"ipAddress": "",
"standbyIpAddress": "",
"type": "haipv6address"

1,

"ipAddresses": [

{

"ipAddress": "",
"standbyIpAddress": "",
"type": "haipv6address"

}

1,

"prefixes": null,

"type": "interfaceipv6"

1,

"managementOnly": false,
"managementInterface": false,
"mode": "ROUTED",
"TinkState": "UP",

"mtu": 1500,

"enabled": true,
"macAddress": nulT,
"standbyMacAddress": null,
"pppoe": null,

"speedType": "AUTO",
"duplexType": "AUTO",
"present": true,
"tenGigabitInterface": false,
"gigabitInterface": false,

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",

"type": "physicalinterface",

"Tinks": {

"self": "https://10.62.148.231/api/fdm/v6/devices/default/interfaces/fc3d07d4-49d2-11eb-85a8-65aec636a0
}

1,



MJISONETEF |, B LLEEE O inside"8 2 FES5SNMPARS 88 X BRIV B

« "RRZR":"kkpkibjluégro"

. u% *;J—\u:upq %Bu’

+ "id":"fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
. uskjéﬂu:u%IE% D u’

5.8 ZFHISNMPV3EH]

EFDM API'RREESR L , %EFESNMP , RIFESNMP T 1E£ZFPOST/object/snmphosts/s

o], e s e [ s s i -
r :. -"_'I-|' II..:. :. '.'I LA W ik ﬁl-\_“—' - .
CI5CO | i Monitoring

/object/snmphosts |

FTD REST API \

E A LLJSONEN AR, F2 ol S RANBIEEHFEWRERD , TR :

{

"version": null,

"name": "snmpv3-host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpHost",

"id": "1d10ce6d-49de-11leb-a432-e320cd56d5af",
"type": "networkobject"

}!

"poll1Enabled": true,

"trapEnabled": true,

"securityConfiguration”: {

"authentication": {

"version": "bmwzw4iw7php7",

"name": "snmpUser",

"id": "65da6c50-49df-11eb-a432-e7823944dabc",
"type": "snmpuser"

}!

"type": "snmpv3securityconfiguration”

}!

"interface": {

"version": "kkpkibjlu6qro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

}!

"id": null,

"type": "snmphost"

}



BAMNS B 1R E BB #managerAddress id, type. versionFlnamed K {E
FANSBR2ERNEEEREARIIPIE
FEANSRIBZEWNBTFERSREOPNE

I FSNMP2 |, &8 MR , 222 Jysnmpv2csecurityconfiguration , T2
snmpv3securityconfiguration

FHE KHYJSONZRHE & | B IE L EB 70

il e nower Device Manager = o : e
CISCoO Monitoring Policies Objects Device: FP1120-1
FTD REST API Response Content Type | applicationjson w |

Parameters
API Explorer Parameter Value Description
bady { a

Error Catalog

“wersdon”: null,

"name™: "snmpv3-host",

“description™: null,

“managerfddress”: {

"wersion": "bshalbhghudwmk”, =
"name": "snmpHost™, o

Parameter content type: | applicalion/json w

B TRz HIEFRETRY IT OUTHRA LA ITAPIEA . AR A AR [E e R74X55200,



Request URL

FTD REST API
https: ff18.62.148. 231 api/fda/vE/object/ snmphost s
API Explorer
- Response Body
Ermor Catalog
{
"version": "gneswdaddiisp”,

name": "snmpv3-host®™,
“deseription®: null,
"managerdddress™: {
“ywersion®: "bshaibhghu3vm”™,
“mame" : “snmpHost",
“id": "1dlfcebd-4%de-11leb-ad32-edldcdSédSat"”,
“type”: “networkobject”
b
"udpPort": 162,
"pollEnabled™: true,
"trapEnabled®: true,
"gecurityConfiguration™: {
“authentication™: {
“wagrsion™: “bmwzwdiwlphp?",
"namg" : “snmplser”,
"id™: "65dabc50-49df-1leb-a432-27823%44dabe”,
“type": “snmpuser”

b

Response Code

288

SMEIFDM GUIA BEE R, BB EI RIS SNMPEE !



Pending Changes

& Last Deployment Completed Successfully

M. See Deployment History

Deployed Version (29 Dec 2020 02:32 PM) Pending Version O LEGEND

a Network Object Added: snmpHost :

- subType: Host

= valwe: 192.168.293.61

- isSystembDefined: false

- dnsReselution: IPVA_ONLY

- dagcription: SHMP Server Host

= name |l snEphost

) snmphost Added: snmpv3-host

= udpPort: 162
- pollEmabled: trus
- trapEnsbled: True

- namei snepvi-host

snmpInterface:

= inside

managerdddress:

- snmpHost

securitylonfiguration. authentication:

- Snmplliser et
MORE ACTIONS v CAMNCEL DEPLOY MO bl

SNMP v2c

NTFv2e , EAFECQERF  BENEE

1. QIEMETNREE ( SSNMPV3E AR AEE )
2. 3REUENEE ( 5ESNMPV3E o AR AERE )
3. BIZEFHISNMPV2cEHLX R

BT R BIZESNMPv2c3t Y JSON T R B

{

"version": null,

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpv4hostgrp",

"id": "1d10ce6d-49de-11eb-a432-e320cd56d5af",
"type": "networkobject"

}!

"poll1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {
"community": "ciscol23",

"type": "snmpv2csecurityconfiguration"



}!

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

}!

"id": null,

"type": "snmphost"

}

EFPOST A A B BISONAE :

i o = s
Monitoring Policies Objects Device: FP1120-1

NI
CISCO

[ v a e B ket i il = o
Firepower Device Manager

Response Content Type | applicationjson ~

FTD REST API
Parameters
AP Explorer Parameter Value Description
body { -

"wersion™: null,

"name”: “snmpvi-Host",

"description™: null,

"managerAddress": {

"wergdeon™: "bahadbhghudumk®, *
"name”: “snmpvdhestgrp”, -

Error Catalog

Parameter content type: | application/json |

B TR HERTRY IT OUT ! IRALBITAPIEA . K IhAYE AR @ 0E R E5200,

Request URL
FTD REST API
https: /18, 62.148. 231 apl/ fda/vE object/snephosts

AP Explorer
Response Body

Error Catalog i
“uwdpPart™: 162,
"pellEnabled™: trus,
“trapEnabled”: trus;
“securitylonfiguration™: {
'wﬂlﬂl‘-itr"= ----------- A
“type”: “snapvicsegurityconfiguration”
] ¥
“interface™:
"werslon™: “kkpkibjlubqro®,
“namg”: “inglde”™,
“hardwarehame™: “Ethernetl/ 2™,
"EAT TFCIRVdA-49dl - 1l ek-80ad-BhaechIbatfeT,
“type”: “physicalinterface”
}J
“1d®: "1bfbd1¥@-dack-1leb-ad32-o76cd3TEbcal",
“type™: “snmphost®,
“Iimks™: {
"self": Thttps:/ 10.62.148. 231/ apd/Fda/vh/object finmphosts /b fbdl FO-dach-11ek- 2432 -e7bcd3Tobeal™
}
H

Response Code

200




SNMPE & il &
SEBR1:

FRERSNMP E 1S B (SNMP > /object/snmphosts):

st ]n, il

Firepower Device Manager il
CISCO Manitoring

| <13 | fobject/snmphosts

FTD REST API €«

B TRF HIEFRETRY IT OUT ! IR LBITAPHEAA. IV E AR E G R 4E5200,
BRIRB— I RIIFK, 12T EMBREAIsnmphostX KHVid:

<#root>

{

"items": [

{

"version": "ofaasthu26ulx",

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vm",

"name": "snmpHost",

"id": "1d10ce6d-49de-1leb-a432-e320cd56d5af",
"type": "networkobject"

3,

"udpPort": 162,

"pol1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {
"community': ekl

"type": "snmpv2csecurityconfiguration™
3,

"interface": {

"version": "kkpkibjluéqro",-

"name": "inside",

"hardwareName": "Ethernetl/2",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

3,

ll_id": "
1bf bd1f 0- 4ac6- 11eb- a432- e76cd376bca7

"type": "snmphost",

"Tinks": {

"self": "https://10.62.148.231/api/fdm/v6/object/snmphosts/1lbfbd1f0-4ac6-11eb-a432-e76cd376bca7"
}



b,

EZH

FESNMP >/object/snmphosts{objld}FIEFDELETEIE T, #MLREE1L P UREMID:

/object/snmphosts/{obijld}

FTD REST API
API Explorer Implementation Notes
This AP call is not allowed on the standby unit in an HA pair.
Error Catalog Parameters
Parameter Value
objld

1bfbd1f0-4acé-11eb-ad32-e76cd3IT6beaT|

[ TR HIEFETRY IT OUT ! LHBATAPIRA R, %8 IR E W@ R 1EH8400,

Response Code

200
Response Headers

{
“accept-ranges”: “bytes”,
“cache-control”: "no-cache, no-store”,
"eonnection™: “close”,
"content-type”: "application/json;charset=UTF-8",
"date": "Wed, 30 Dec 2020 1B:80:41 GMT",
“expires”: "8,
“pragma®: “"no-cache",
"server™: "Apache”,
“strict-transport-security”: “max-age=63072000; includeSubdomains; prelcad, max-age=31536080 ; includeSubDomains",
“transfer-encoding”: “chunked™,
“x-content-type-options™: “nesniff”,
“w-frame-options™: "SAMEORIGIN, SAMEORIGIN®,
"s-xss-protection®: "1; mode=block™

EB=5:
BBEX :



Pending Changes

Deployment is in progress...

Deployed Version (30 Dec 2020 06:42 FM)

D snmphost Removed: snmpvs-Host

rasurityConfiguration. commanity masked: false
acurityConTiguration . commanity -ancrypteditring: =
udpPere: 152

pollEnabled: true

trapEnabled! true

name; Srepyvl-Hoit

enmplnterface:

inside

ssnsgerAddreas:

cnmpliost

HESHERENESR

<#root>
FP1120-1#
show run snnp-server

snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth
snmp-server location null
snmp-server contact null
snmp-server community ¥%%%=

v2cysnmpwalk & 1 :

<#root>
root@kali2:~#

snnmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

Timeout: No Response from 192.168.203.71

XHFv3 , R LI BR A SR
1. SNMPE#] ( B ZIRIRER 55204 )

Deployment Histony t

Pending Version



2. SNMPAF ( BZIHYREKEE 79204 )
MRZ R RBOIFFR RN R , MRS TER

<{froot>

{

"error": {
"severity": "ERROR",
"key": "Validation",
"messages": [

{

"description": "You cannot delete the object because it contains SNMPHost: snmpv3-host2, SNMPHost: snmp

You nust renove the object fromall parts of the configuration before you can delete it.",

"code": "deleteObjWithRel",

"Tocation": ""

3

1

3

3

& Uk

SNMP v3I&iE

HERE , SMEFTD CLIAKIESNMPELE, EEE , enginelDER B3I ERK,

<{froot>
FP1120-1#

connect ftd

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

FP1120-1>

enabl e

Password:
FP1120-1#

show run all snnp-server



snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth

snnp-server user

snmpUser PRIV v3

engineID 80000009febdf0129a799ef469aba2d5fcflbfd7e86135a1f8

encrypted auth sha ca: 1b: 18:13:62: bl: 63: 7e: 92: 34: 92: b3: cf:54:86:19:8e:2a:4c:fd priv aes 128 ca: 1lb: 18:f:

snnp-server |isten-port 161

snnp- server host

i nside 192.168. 203. 61 versi on 3 snnmpUser udp-port 162

snmp-server Tlocation null
snmp-server contact null
snmp-server community
snmp-server enable traps snmp authentication Tinkup Tinkdown coldstart warmstart
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
snmp-server enable oid mempool

no
no
no
no
no
no
no
no
no
no
no
no
no

snmp-server enable

shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server

snmpwalkl iz

<#froot>

root@kali2:~#

snmpwal k -v3 -1

iso.
iso.
iso.
iso.
iso.
iso.
iso.

w w w wwww
R N N - =
RPRRRRR R
NNNNN NN
RPRRRRR R
e e
Nounswn R
coocoocooo

Tedednd

traps syslog

traps ipsec start stop

traps entity config-change fru-insert fru-remove fan-failure power-supply power-s
traps memory-threshold

traps interface-threshold

traps remote-access session-threshold-exceeded
traps connection-Timit-reached

traps cpu threshold rising

traps ikev2 start stop

traps nat packet-discard

traps config

traps failover-state

traps cluster-state

authPriv -u snmpUser -a SHA -A ciscol23 -x AES -X ciscol23 192. 168.203. 71

STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
0ID: is0.3.6.1.4.1.9.1.2663

Timeticks: (1616700) 4:29:27.00

STRING: "null"

STRING: "FP1120-1"

STRING: "null"

INTEGER: 4



SNMP v2ckiF

<tfroot>
FP1120-1#

show run snnp-server

snnp-server host inside 192.168.203. 61 community ***** version 2c

snmp-server Tlocation null
snmp-server contact null
snmp-server community ¥¥¥%%

v2cHIsnmpwalk:

<#root>
root@kali2:~#

snmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
150.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.9.1.2663

150.3.6.1.2.1.1.3.0 = Timeticks: (10482200) 1 day, 5:07:02.00

150.3.6.1.2.1.1.4.0 = STRING: "null"

150.3.6.1.2.1.1.5.0 = STRING: "FP1120-1"

150.3.6.1.2.1.1.6.0 = STRING: "null"

150.3.6.1.2.1.1.7.0 = INTEGER: 4
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<tfroot>
FP1120-1#

capture CAPlI trace interface inside match udp any any eq snnp

FEAsnmpwalk LEHRIIEEFTUEINHRES -

<tfroot>



FP1120-1#

show capture

capture CAPI type raw-data trace interface inside

[Capturing - 3137 bytes]

match udp any any eq snmp

BRAR :

<{froot>
FP1120-1#

show capture CAPI

154 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.161: udp 39
2: 17:04:16.722252 192.168.203.71.161 > 192.168.203.61.51308: udp 119
3: 17:04:16.722679 192.168.203.61.51308 > 192.168.203.71.161: udp 42
4: 17:04:16.756400 192.168.203.71.161 > 192.168.203.61.51308: udp 51
5: 17:04:16.756918 192.168.203.61.51308 > 192.168.203.71.161: udp 42
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<ttroot>
FP1120-1#

show snnp-server statistics

62 SNWP packets i nput

0 Bad SNMP version errors

0 Unknown community name

0 ITlegal operation for community name supplied
0 Encoding errors

58 Nunber of requested variables

0 Number of altered variables
0 Get-request PDUs

58 Get-next PDUs



0 Get-bulk PDUs
0 Set-request PDUs (Not supported)

58 SNWP packets out put

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

58 Response PDUs

0 Trap PDUs

RERAOBEZ, BIEITBELUN-NATRIEZIRNENLPED

<#froot>
FP1120-1#

show capture CAPlI packet-nunber 1 trace

30 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.
161

: udp 39

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3
Type: UN- NAT

Subtype: static
Result: ALLOW



Config:
Additional Information:
NAT divert to egress interface nlp_int_tap(vrfid:0)

Untransl ate 192.168.203.71/161 to 169. 254.1.3/4161

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: rpf-check
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1078, packet dispatched to next module

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)



Phase: 11

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

Config:

Additional Information:

Found adjacency entry for Next-hop 169.254.1.3 on interface nlp_int_tap
Adjacency :Active

MAC address 3208.e2f2.b5f9 hits 0 reference 1

Result:
input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:O0)

output-status: up
output-line-status: up

Action: allow
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<tfroot>

FP1120-1#

show nat

Manual NAT Policies (Section 1)
1 (nTp_int_tap) to (inside) source dynamic nlp_client_0_192.168.203.61_1intf4 interface destination stat
translate_hits = 0, untranslate_hits = 0

Auto NAT Policies (Section 2)

2 (nlp_int_tap) to (inside) source static nlp_server_0_snnp_intf4 interface service udp 4161 snnp

translate_hits = 0, untranslate_hits = 2

£ f5 ik ik OUDP 4161 I SNMPR £ :



<tfroot>
>

expert

admin@FP1120-1:~$

sudo netstat -an | grep 4161

Password:
udp 0 0 169.254.1.3:4161 0.0.0.0:*
udp6 0 0 fd00:0:0:1::3:4161 :::*

EREFTEBH/TTENERT , 2EF AOSNMPEIES , RN ZBUN-NATH B

<ffroot>
FP1120-1#

show cap CAPI packet-number 1 trace

6 packets captured

1: 18:36:35.868485 192.168.203.61.50105 > 192.168.203.71.
161

: udp 42

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.

Found next-hop 192.168.203. 71 using egress ifc identity(vrfid:0)



Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: ACCESS- LI ST

Subtype:

Resul t: DROP

Config:
Implicit Rule
Additional Information:

Result:

input-interface: inside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x0000557415b6347d f| ow
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<tfroot>
FP1120-1#

show log | include 161

Dec 30 2020 18:36:38: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
Dec 30 2020 18:36:39: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
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https://tools.cisco.com/bugsearch/bug/CSCvu48012
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