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- B anyconnect HFBRA RN KWEREBRVPNEHABEAFMOR KR E , Bk, R
ldPEAHT TP i&cookie RIRER B FIRFS , M A - BIREYLMEF 1T H BRI,

. T:I_:ZF‘WJ ':F' , Force Re-Authentication 'LQE Configuration > Remote Access VPN > Clientless SSL VPN Access >
Advanced > Single Sign On Servers S('J' AnyConnect E',E ﬂJSAML%ﬁBﬁiL

LEAL R ARV EER N B T ESRHFWSAML,

https://www.cisco.com/c/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-
config/webvpn-confiqgure-users.html#reference 55BA48B37D6443BEASD2F42EC21075B5

LA T BR#3E Fl FASARIFTD: "Guidelines and Limitations for SAML 2.0"
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Objects AMP Intelligence

Device Management QoS

NAT Platform Settings

FlexConfig

VPN Certificates

Site To Site

Remote Access

Troubleshooting

W28 & aAdd EERESEMBIBIEPBHIFTD, fECert EnrollmentT , S NE+5
BNER Add Cert Enroliment #8%0 , A EEBHENIIPIEBAIFRE, K Manual.
#F ca only M skip check A FCAMREFER,

Hillh basesa #EXIdP CAIEH,

R save ARG Add.

Add Cert Enroliment [+

Mame*
SAML_IdP

Dwescription

CA Information Certificate Parameters Key Revocation
N

Enraliment Type: Manual *

CA Only
Check this oplion if you do nol require an identily centificate fo be
created from this CA

CA Certificate: 4Rw+ 2nGRzzBBor001 8/zEsfo
ZAFERSDOBSXhSUbEIyHo 2z
GlxbvSriEdjeCqul
sDYHim. It T6rEiOas3BoAR
MyseqzzBud WMFuz1SvPo/kfe
ZvhhKPefpaloxXvr
EgNMEVSqUIGPWLSPICVDF
TEEITmMSind XANaNTUONDWGE
Y IyuESnKOpGy
DIMIY s40K FSURPi

Skip Check for CA flag in basic consiraints of the CA Certificate

Cancel

ﬁ#&ﬂ*ﬂESAMLHE%%%&EO E’r’ﬁi Objects > Object Management > AAA Servers > Single Sign-on Server.%




B ) 1E#E Add Single Sign-on Server.

. Firepower Management Center

cifen [0 Analyiis Palicaas Db Obnets AMP Finteigancs Q
Single Sign-on Server ()

Single Sign-on Server containes paramaters for SAML based authentication. These Single Sign-on Servers are used to authenticate users logging in through Remote Access VPN connections.

5%45? metadata.xml jdq: ) %EEE New Single Sign-on Server.

SAML Provider Entity ID entitylD from netadata. xni

SSO URL: Singl eSi gnOnServi ce from net adat a. xm .

Logout URL: Singl eLogout Service from nmetadata. xm .

BASE URL: FCQDN of your FTD SSL ID Certificate.

Identity Provider Certificate: 1dP Signing Certificate.
Service Provider Certificate: FTD Signing Certificate.



MNew Single Sign-on Server o

MName*
| SAML_IdP |

Identity Provider Entity ID*

| http://samil.lab.local/adfs/services, |

SSO URL*
| https://saml.lab.local:444/ /adfs/Is/ |

Logout URL
| https://saml.lab.local:444 adfs/Is/ |

Base URL
| https://ftd.lab.local |

Identity Provider Certificate®
| SAML_IdP v |+

Service Provider Certificate
| SSL_Wildcard.lab.local v |+

Request Signature

| --MNo Signature-- v |

Request Timeout

| Use the timeout set by the provide |

seconds (1-7200)

| Cancel | Save

5*5&@ Connection Profile B Lt B IRUEF %, S Z Devices > Remote Access SR JE 4w EE L BIHY

VPN Remote Access HLIE.




bl Firepower Manqggmenttenler Cverdow  Ansysls  Polcies Otjects  AMP  ialigence

FTD_RemoteAccess

S R H NS +HBRIME — connection Profile.

FTD_RemoteAccess

e et S

SSIRT.QIEITHY connection Profile FENINE Y AIVPN |

Add Connection Profile

Lozt Modifed

I 1110 19:40:20
Meleesfoped By “acirmin™

PoolB{DHCP RS 25

Connection Profile:* | SAML_TG

Group Policy:* | SAML_GP

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the ‘Client Address Assignment Policy’ in the Advanced tab to define the

assignment criteria.

Address Pools:
Name IP Address Range
VPMN_Pool 10.1.1.1-10.1.1.100

DHCP Servers:

Name DHCP Server IP Address

DHCPServer 192.168.1.41

SIMBIERAAAEITF, 7E Authentication Method JEIT |, %E#ESAML,

1E Authentication Server 3£ |, IR R TEFE4T FRIEHSAMLIT R,

+

VPN_Pool

DHCPServer

Cancel Save



Connection Profile:* | SAML_TG |

Group Policy:* | SAML_GP v |+

Edit Group Policy

Client Address Assignment Aliases

Authentication

Authentication Method: | SAML v |

Authentication Server: | SAML_IdP (SSO) |v

Authorization

Authorization Server: | - |

|| Allow connection only if user exists in authorization database
Accounting

Accounting Server: | v |

559@13@@5“% J’Xﬁﬁﬁﬂﬂg‘fﬂlﬁtgﬂ Connection Profile.ﬁ%ﬁﬁ)ﬂﬂy\ﬁ AnyConnect ﬁ1¢—|:.&r"i§$o

BREZRE , RHOKHRFETEN SAML Authentication VPN BLE.



Connection Profile:* | SAML_TG |

Group Policy:* | SAML_GP v | -+

Edit Group Policy

Client Address Assignment AAA

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

+
Name Status

Add Alias Name (- ]

Alias Name:
URL Alias:
Configure the list of URL alie §®3 Enabled 1sers choose the
following URLs, system will ;

+

Cance | m
URL —_—

HB10. 5 M= Deploy > Deployment FHIEFE L HIFTD SAML Authentication VPN B i
FBR11 B EFTD metadataxm! FFIXHERMEIAP , AMEFFTDRMAN ZEFIRS.
EFTD CLIE , IZ1TA S show saml metadata SAML_TG ELASAML_TG=E Connection Profile 8228 A :

X2 S

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of avail abl e commands.

firepower> en

Passwor d:

firepower# show saml metadata SAML_TG

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<EntityDescriptor entitylD="https://ftd.|ab.|ocal/sam /sp/ metadata/ SAM._TG'

xm ns="urn: oasi s: nanes: tc: SAM.: 2. 0: net adat a" >

<SPSSODescri pt or Aut hnRequest sSi gned="f al se" WAnt Asserti onsSi gned="true"

pr ot ocol Support Enuner ati on="ur n: oasi s: names: t c: SAM.: 2. 0: prot ocol ">

<KeyDescri ptor use="signi ng">

<ds: Keyl nfo xm ns:ds="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certifi cate>M | F1zCCBL+gAW BAgl TYAAAABNGdX+HO0c OF YWAAAAAAEZ ANBgk ghki GOWOBAGE F
ADBAMRUWEWYKCZI mi ZPy LGOBGRYFb ) YWw Ez ARBgoJki aJk/ | SZAEZFgNs YW x



Ej AQBgNVBAMICULTM AxM 1DQTAe FwOy MDAOMTEWMT Qy MTI aFwOy M AOMTEWMTQy
MTT aMCVk Cz AJ BgNVBAYTAK NSMRQWEQ YDVQQDDAs qLnxhYi 5sb2NhbDCCASI wDQYJ
KoZl hvc NAQEBBQADg g EPADCCAQo CggEBAKf RbCf Vk+V1f +Y1 sl E4hy Y6+(Qr 1yKf
g1wEqLOFHt GYMBr e/ WiFuD+4sCy ULVkoi Jhf 2+X8t G7x2WI'pKKt ZMBN7bHpb70Pc
uz8N4Gabf Al w287s0LM621h6ZM) 1bWEQOV X XR+xt CAyqz6JJdKOCN NEdEk YcaG3
PFr FUy31UPnCgQnEy+GYZi pEr r WipWMF7FW 5u7ef hTt mdR6Y8vj AZgFddi gXMy
EY4F8sdi c7bt | QQPK&JI awhy9RvHBnLgj Opx2i 5Rp5k1J1 ECDOkHG 44061 BEcv
OFY6ecAPv4CkZB6d of t aHj UGTSeVeBAv XBK24Ci 9e/ ynl UNJ/ CvMBpc CAWEAAaCC
AuUwggLhMBYGALUd EQQPMA2CCy oubGFi Lmxv Y2 Fs MBOGAL Ud Dg QNBBROK T I hXT/
Ej kMipc4aMBsPTnyKPz Af BgNVHSMEGDAW)BTEPQVWHI Hgxd11VI RYSCSCuHTa4TCB
zQYDVROf Bl HFM HCM G ol GBol GEho&2bGRhcDovLy9DTj 1NUz | wiMTl t QOES Q049
VOI CLTVBMESHNDK x QURCLENOPUNEUCX DTj 1QdWIsaWM M BLZXkl M BTZXJ2aWN
cyxDTj 1TZXJ2aWNl cyxDTj 1Db25maWd1cnmF0aV@uLERDPWhYi XxEQz 1sb2NnbD9j
ZXJ0aWZpY2F0ZVJ1 dmBj YXRpb25MaXNOP2Jhc2U/ b2JgZWNOQ@xhc3MBY1IMRG z
dHIpYnV0aWuU® pbnQagbk GCCs GAQUFBWEBBI GsM GpM GrBggr BgEFBQcwAoaB
MM K YXABLY8vQ049TVMy MDEy LUNBLENOPUFJ QSxDTj 1QdWsaWv M BLZXkI M BT
ZXJ2aWNl cyxDTj 1TZXJ2aWNl cyxDTj 1Db25maWilcnF0aWDuLERDPWkhYi xEQz 1s
b2NhbD9j QUNI cnRpZm j YXRI P2Jhc2U b2JgZWNO@xhc3MDY2Vydd maVWhdd v
bkF1dGhvcm 0e TAOBgNVH@BBAf 8 EBAMCBa AWPQYJ KwYBBAGCNx UHBDAWL g YKwYB
BAGCNxUI gYKsboLeOU6B4ZUt hLbxToWry FI Lh4i aWyXgp QUCAWQCAQMASWYDVROI
BEQAMQ Y KwYBBQUHAWEGCCs GAQUFBwWIVHBggr BgEFBQc DBg Yl KwYBBQUI Agl GCCs G
AQUFBWMFBggr Bg EFBQc DAg YEVROI ADBf Bgkr BgEEAYI 3FQoEU] BQVA0GCCs GAQUF
BwivVBMAO GCCs GAQUFBwiVHMAO GCCs GAQUFBWVGVA0 GCCs GAQUFCAI CVA0 GCCs GAQUF
BwiVFMA0 GCCs GAQUFBWIVCIVAYGBFUd J QAWDQYJ KoZI hvc NAQEL BQADggEBAKQnqcaU
f Z3kdeoE8v2Qz+3Us8t XxXaXvhS3L5hei wr 11 yUgsZm +RLJIL/ zGE3Apr Ei | TW2V
Lng04X1lgoaAs6obHr YFt St t z/ 9XI TAe1KbZ0d RVg9Lbl Pi F17kZAxALj LIH CTG
5EQSCL1YqS31sTuar MiWPDIy Mshc6hl UpswnCok GRMVgpx2GrDgv4Zf 8SzJJONI 4y
DgMbz uCbowk NUXuHbi LuoXwb2Whml1lysi dpl +V9kplRYanyj FUo+agx0E+L1zp8C
i OYEWYKXgKk3CZdwdf nYQUCW mapYwl LGt 5S59Unegwr 06As UXY335+Z0r Y/ kuLF
t zR3/ S90j Dg6dgk=

</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ KeyDescri pt or >

<AssertionConsuner Servi ce i ndex="0" isDefault="true"

Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ftd.lab.|ocal /+CSCOE+/ sam / sp/ acs?t gname=SAM__TG' />
<Si ngl eLogout Ser vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://ftd.lab.local /+CSCOE+/ sam / sp/ | ogout "/ ><Si ngl eLogout Ser vi ce
Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"

Locati on="https://ftd.lab. | ocal /+CSCOE+/ san / sp/ | ogout "/ ></ SPSSCDescr i pt or >
</ EntityDescriptor>

1£ metadataxml MFTDIRIELEIAP , EEAZEFEIRE , ATUARITVPNEZE TN,

WriE

I®UF vPN AnyConnect SEFISAMLEEIN ERE | ERBHRIERE , W TR :

firepower# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

Usernane : xxxx Index : 4

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256 DTLS- Tunnel: (1) AES- GCM 256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1) SHA384
Bytes Tx : 12772 Bytes Rx : O

Pkts Tx : 10 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : SAML_GP Tunnel Goup : SAM_TG



Login Time : 18:19:13 UTC Tue Nov 10 2020

Duration : Oh:03m 12s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : c0a80109000040005f aad9al

Security G p : none Tunnel Zone : O
AnyConnect - Parent Tunnels: 1

SSL- Tunnel Tunnels: 1

DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 4.1

Public IP : 192.168.1.104

Encryption : none Hashing : none

TCP Src Port : 55130 TCP Dst Port : 443

Auth Mode : SAML

Idle Tine Qut: 30 Mnutes Idle TO Left : 26 Mnutes
Client OS : linux-64

Client OS Ver: Ubuntu 20.04.1 LTS (Focal Fossa)
Client Type : AnyConnect

Client Ver : G sco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : O

Pkts Tx : 5 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL- Tunnel :

Tunnel ID: 4.2

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM 256 Hashing : SHA384

Ci phersuite : ECDHE- RSA- AES256- GCCM SHA384

Encapsul ation: TLSv1l.2 TCP Src Port : 55156

TCP Dst Port : 443 Auth Mbdde : SAML

Idle Tine Qut: 30 Mnutes Idle TO Left : 28 Mnutes
Client OS : Linux_64

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : O

Pkts Tx : 5 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS- Tunnel :

Tunnel ID: 4.3

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM 256 Hashing : SHA384

Ci phersuite : ECDHE- ECDSA- AES256- GCCM SHA384
Encapsul ation: DTLSv1l.2 UDP Src Port : 40868

UDP Dst Port : 443 Auth Mode : SAML

Idle Tine Qut: 30 Mnutes Idle TO Left : 28 Mnutes
Client OS : Linux_64

Client Type : DILS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : O Bytes Rx : O

Pkts Tx : 0 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

TP B BR

FTD CLIL W E 185 A B T HEBRSAMLA] Remote Access VPN NFES PR RAYIESRE :

firepower# show run webvpn
firepower# show run tunnel-group
firepower# show crypto ca certificate
firepower# debug webvpn saml 25
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