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Cisco BB THLUTEE :

» Firepower Management Center (FMC)

» Firepower Chassis Manager (FCM)

» Firepower eXtensible Operating System (FXOS)
» Firepower Threat Defense (FTD)

» EtherChannel (EC)
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Firepower 8% £# FTD i O@EH FXOS KIBEE, £ FPR4100/FPR9300 £ , Ali@d
Firepower Chassis Manager SE X L& :

I QMdPortchannetl Filter..,

Interface Type Admin Speed  Operational Speed  Application  Admin Duplex  Auto Negotiation tion State

| Admin State
MGMT Management m_\)
4 W port-channeils  data  1gbps  1gbps e &
Ethernet1/2
Ethernetl/3 p
% Port-channeldd cluster 10gbps indeterminate Full Duplex no admin-down @ ] &8

Ethernet1/1 mgmk 1gbps 1gbps FTD Full Duplex no up &
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Edit Port Channel - Part-channells

Available Interface
| a4 Search
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Interfaces QES(i=INerY

Metwork Modile 1 Natwork Module 3

Hetwaork Module 2 : Empty . 3 5
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&3 Add Port Channel

interface Type Admin Speed  Operational Speed  Application  Admin Duplex  Auto Negotiation  Operation State  Admin State
MGMT Managemant &0
4 Jla!m.:hanneus data 1gbps 1gbps I Full Duples L] failed &0 & 8
Ethernet1,/2 data 1gbps Full Duplex L] dawn
Ethernet1/3 data igbps Full Ceuplex na down
53 port-channetas cluster 10gbps indeterminate Full Duplex nao admin-down » | 78
Ethernetl/1 mgmi igbps 1gbps FTD Fulll Duples na up &0 &
Ethernetl/4 data 10gbps 10gbps Full Duplex fia failed 9 0] &
Ethernet1/s data 10gbps 10gbps Full Druplex na sfp-not-present = &
Ethermetl/& data 1lgbps 10gbps FTD Full Bruples na afip-not-present :m &
@ Ethermetl/7 data 10ghbps 10gbps Full Duplex na sfp-not-present (_n &
@ Ethermeti/& data 10gbps 10gbps Full Buplex na sfp-not-present m &
[ﬁ Ethermet3/1 data 10gbps 10gbps Full Buplex na admin-down »: o] &
@ Etharmetd/ 2 data 10gbps 10gbps Full Duplex na admin-dowmn :_n F
Ethernet3/3 data 10gbps 10gbps Full Duplax no admin-down 9 5] p-
Ethermet3/ 4 data 10gbps 10gbps Full Buplex na admin-down :_‘ e
Ethernet3/S data 10gbps 10gbps Full Cuplex no admin-down _ &
Etherniet3/6 data 10gbps 109bps Full Duplex na admin-down 9.5 p:
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Provisioning - mzafeiro_FTD Save Cancel
Standalone | Cisco Firepower Threat Defense | 6.2.0.363
Data Ports -
Ethematl/4
Ethemetl/S
Ethemetl/6
Ethematl/7?
Ethemet1/8
Ethemet3/1 = e
Ethemat3/2 =
Ethemetd/a = @
= FTD - 6.2.0.363
Ethemets/4 = Ethemeti/1
EthaatlE o Part- Click to conflgura
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Metwork Modosle 1
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Security Engine Platform Settings

Nabwork Module 3
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Matwiork Module 2 : Empty

sl Add Port Charinel

Interface Type Admin Speed Dperational Speed application Admin Duplex  Aute Negotistion  Operation State  Admin State
MGMT Managemant .-7'; )
o ; | —
4 W port-channel15 data igbps 1gbps FTD Fidl Duplax f?'L
@ Ethernetl/2
E Ethernetl/3
ﬁ Port-channelds clustar idghps Full Dup i 3
@ Ethemetl/1 mgmi ighps igbps FTD Full Duplax &L
ER
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<#root>
Switch(config)#
interface range g1/0/2 - 3
Switch(config-if-range)#
shut down
Switch(config-if-range)#
swi tchport trunk encapsul ati on dot 1q

Switch(config-if-range)#



switchport node trunk
Switch(config-if-range)#
channel -group 5 node active
Switch(config-if-range)#

no shut down

IR BRASAXBRNESEEEEND THESHAES.
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<#root>
FP4110-7-A#

Scope ssa

FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:
Name Description Slot ID Mode Oper State TempTlate Name

mzafeiro_FTD 1 Standalone 0Ok ftd

FP4110-7-A /ssa #
scope | ogical -devi ce nrzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show ext ernal - port-1ink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd

ETH  REYAEEDO

<#root>
FP4110-7-A#
scope et h-uplink

FP4110-7-A /eth-uplink #



scope fabric a
FP4110-7-A /eth-uplink/fabric #

show i nterface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Disabled Admin Down Administratively down
Ethernetl/3 Data Disabled Admin Down Administratively down
Ethernetl/4 Data Disabled Failed SFP checksum error
Ethernetl/5 Data Disabled Sfp Not Present Unknown
Ethernetl/6 Data Disabled Sfp Not Present Unknown
Ethernetl/7 Data Disabled Sfp Not Present Unknown
Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet3/1 Data Disabled Admin Down Administratively down
Ethernet3/2 Data Disabled Admin Down Administratively down
Ethernet3/3 Data Disabled Admin Down Administratively down
Ethernet3/4 Data Disabled Admin Down Administratively down
Ethernet3/5 Data Disabled Admin Down Administratively down
Ethernet3/6 Data Disabled Admin Down Administratively down

FP4110-7-A /eth-uplink/fabric #

show port - channe

Port Channel:
Port Channel Id Name Port Type Admin State Oper State State Reason

48 Port-channel48 Cluster Disabled Admin Down Administratively dow

$£ =% : 81EPort-Channel

<#root>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
create menber-port Ethernetl/5

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/6



bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port*
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

conmi t - buffer

BT FEOSEAFTDEER

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogi cal -devi ce nezafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5 ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #
commi t - buf fer

FP4110-7-A /ssa/logical-device/external-port-Tlink #

;1IN

<{froot>
FP4110-7-A#
Scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nezafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-Ilink



External-Port Link:

Description

Admin State

Oper State

State Reason

Enabled
DisabTed

State Reason

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd

<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name Port Type
15 Port-channell5 Data
48 Port-channel48 Cluster

<#root>

FP4110-7-A /eth-uplink/fabric #

enter port-channel 15

FP4110-7-A /eth-uplink/fabric/port-channel #

show nemnber - port

Member Port:
Port Name Membership Oper State
Ethernetl/2 Up Up
Ethernetl/3 Up Up

Eid FXOS CLI il Bik 0 858 (FPR4100/FPR9300)

<{froot>
FP4110-7-A#

scope et h-uplink

Up
Admin Down

Administratively dow



FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

commi t - buf fer
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Overview Analysis Policies SIS0 Objects = AMP Intelligence @ System Helpv admin ¥

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD2100 oo (O concal |

Cisco Firepower 2110 Threat Defense

Device Routing Inline Sets DHCP  SNMP

2 | %) Add Interfaces -
. 2 © sub Interface
@ Ether Channel Interface

0 (B ethernet1/1 Physical

(s] Ethernetlfz Physical V4

8] Ethernet1/3 Physical ‘,/"

Add Ether Channel Interface 7%
Marme: INSIDE

Security fone: w

Description:

MMMHWI—HMEW

MTU: (64 -
1500 9198)
Ether Channel 1D *: m (1-48)
Available Interfaces & Selected Interfaces

=

4, Search 5
Etherneti/13 - Ethernet1/2 [
Ethernet1/14
Ethernet1/15
Ethernet1/16

Ethernetl/3
m i L

0] 4 Cancel

BESFERNFEEER (LACP'EF"HFRE") :



Add Ether Channel Interface T

Mame: INSIDE * Enabled
security Zone: »
Description:

Gemeral IPvd  IPwb BLNEL G Hardware Configuration

IO gnEuagm ARP and MAC  Security Configuration

LACP Mode: ..ﬂu:ti'n.re Pl
Active Mac Address: Active
On

Standby Mac Address:

DMNS Lookup:

BEEAREEENFEE NI M EERE

Add Ether Channel Interface

Name: INSIDE * Enabled
Security Zone: .
Description:

General IPvd  IPwE  Advenced EGETGETETGRET TS

Duplex: Full W
E@Efﬂ: [gbps W
Auta-negotiation:

AEE  EFPR2100L |, BRIEFASAHEZ BIRE , BN FTEMFXOS CLISIEimOEE, £ ASA
90.13.x ZIEWMRAR K REEEEBATF2HIXTE R, “®EFEIX (11xx/21xx) T&F
FCM , FRE# O E#EE ASA CLI HEE,

<#root>
Fp2110 /eth-uplink/fabric* #
create port-channel 16

Fp2110 /eth-uplink/fabric/port-channel* #



create menber-port

Et hernet 1/ 10

Fp2110 /eth-uplink/fabric/port-channel/member-port* #

exit

Fp2110 /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/11

Fp2110 /eth-uplink/fabric/port-channel/member-port* #

exit

Fp2110 /eth-uplink/fabric/port-channel* #

comm t - buf fer

Error: Changes not allowed. use:

MRYEBEAXA , ERAZEQ , B

<#root>
firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:
Port Name

Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16

firepower-2110 /eth-uplink/fabric #

Port Type

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

enter interface Ethernetl/4

WTRFRRERLE

Admin State Oper

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

firepower-2110 /eth-uplink/fabric/interface #

show

Up

Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link

'connect ftd' to make changes.

State

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

State Reason



Interface:
Port Name Port Type Admin State Oper State State Reason

Ethernetl/4 Data Disabled Link Down Down
firepower-2110 /eth-uplink/fabric/interface #

enabl e
firepower-2110 /eth-uplink/fabric/interface* #
conmi t - buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/4 Data Enabled Link Down Down

firepower-2110 /eth-uplink/fabric/interface #

FDM Eti&
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Add EtherChannel Interface

Mame Mode EtherChannel 1D Status

=m0 (@]

Description

EtherChannal Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

Active b

EtherChannel Members
&=

(4] unnamed (Ethernet1/3)

@ unnamed (Ethemet/2)

AIFED



Add EtherChannel Subinterface

Parent Interface

unnamed {Port-channel1) oo

Subinterface Name Mode Status
Description

VLAM ID Subinterface 1D

IPv4 Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask

192.168.201.112 f 24

& QF 16R 5 15517 5 192 16R. 5 15 g o

=

AR

Interfaces Bridge Groups EtherChannels

1 EtherChannel Q, Search + v

LOGICAL NAME O MOMITOR FOR HA

Port-channell EtnarChannel m Routed Enabled

ETHERCHAMNEL MEMEERS

* Ethernetif2 Physical Interfoce
* Ethernetif3 Physical Interface

SUBINTERFACES

& Port-channel1.201 ingide Subinterface 192,168,201.112 Enabled

& Port-channel1.202 ingide202 Subinterface 192.168.202.112 Enabled
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<ffroot>

>

system support diagnostic-cl

firepower#
show interface ip brief

Interface
Internal-Data0/0
Internal-Data0O/1
Internal-Data0/2
Port-channell5

IP-Address
unassigned
unassigned
169.254.1.1
unassigned

OK?
YES
YES
YES
YES

Method
unset
unset
unset
unset

Status
up
up
up
up

Protocol
up
up
up
up



firepower# show nameif

Interface Name Security
Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0
<#root>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped
minute input rate 4 pkts/sec, 375 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 4 pkts/sec
minute input rate 4 pkts/sec, 401 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 4 pkts/sec
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

I I e

EREiRmOBERERANRE , EEME FXOS &R :

<ttroot>

FP4110-7-A#

connect fxos
FP4110-7-A(fxos)#

show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Pol5(SU) Eth LACP Ethl/2(P) Ethl/3(P)

48 Po48(SD) Eth NONE --
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<#root>
FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, 0 ports up
Age of the port-channel 1is 5d:06h:35m:27s

ERERmOBEEORAZHNREDH

<#root>
FP4110-7-A(fxos)#
show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

LACP *BE¥iE

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State



32768

Partner's information

Partner
Port System ID
Ethl/3 32768,28-6f-7f-ec-59-800x104

LACP Partner
Port Priority
32768

Partner Oper Key 0x5 = 3R HELE 7 ¥% @& ID 5

R L

<ffroot>
Switch#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode

Channel group 5 neighbors

Partner's information:

LACP port
Port Flags Priority Dev ID
Gil/0/2 FA 32768

Gil/0/3 FA 32768

Port Number

2c33.118e.07b3
2c33.118e.07b3

Age
2221

Admin
key
0x0
0x0

Oper
Key
OxE
OxE

0x3f

Partner
Flags
FA

Partner
Port State
0x3f

P - Device 1is 1in Passive mode

Port Port
Number State
0x42 0x3F
0x43 0x3F

BEEE , BARAFXOS BE TiwOEE ID 15 , BFEMELBR YL L , Partner Oper Key {527 OxE

(14)

Wireshark F /Y LACP ¥iEaHIK:



LACP switch capture - SLOW - FX0S FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wieless Took Help

AR 2@ LOREQ*e»EFE _([E[QaQaaTl

N |iacp

No. I'ﬁme [Snume Inesﬁaalinn Protocol |nglh |SwrnePort
480 2817-10-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

= Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing
,,,,,,, 1 = [ACF Activity: Active
...... 1. = LACP Timeout: Short Timeout f
«ae. «1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
..1 .... = Collecting: Enabled |
= Distributing: Enabled
L . = Defaulted: No 3
L — = Expired: No
[Partner State Flags: **DCSGSA]
Reserved: 9008080
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
Reserved: G08000008000000000000000

EENIRAS
wa lens lesy |esz  |ewe @5 ST LACP #LACP
) SEZ
ME |0 0 1 1 1 1 1 1
+5
sl | f

IUF FPR21xx/FPR1xxx £/ im O @B
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FEFFEEESEFEEEEE
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im O BREE AR
<tfroot>
>

connect fxos

FP2110-2#

connect | ocal - ngnt
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

w0
1

Group Port- Type Protocol Member Ports
Channel

11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)



H A r :

<#root>

FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name Port Type

Admin State Oper State

State Reason

11 Port-channelll Data

RifwOBEFAEER :

<#root>
FP2110-2 /eth-uplink/fabric #

show port-channel detai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
Inline Pair Admin State: Enabled
InTine Pair Peer Port Name:

Wil Q@B R FAER

<tfroot>

Enabled



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #
scope port-channel 11
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

<#root>
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai

Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:

LACP ¥



<#root>
FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

TE . EFPR21xx/FPRIxxx Lt , BRIALACPEXR N EEHTLEE XN

D
/.

LACP it #=5

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters



LACPDUs
Port Sent Recv

Channel group: 11

Ethl/1 4435 3532
Ethl/2 4566 3532
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11
Ethl/1 4436 3532

Marker Marker Response LACPDUs

Sent Recv Sent Recv Pkts Err
0 0 0 0 0
0 0 0 0 0

Marker Marker Response LACPDUs
Sent Recv Sent Recv Pkts Err
0 0 0 0 0
0 0 0 0 0

Ethl/2 4567 3532

FPR2100 £ R KiE

YIIEE O S FPR2100 REBSIMALAIXT RIKR R

e FPR2110/FPR2120 L&/ |[FPR2130/FPR2140 L&/
e e
E1/1 1 ]
E1/2 0 0
E1/3 3 3
E1/4 2 5
E1/5 5 5
E1/6 4 4
E1/7 7 .
E1/8 6 5




E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50
E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64

BIEEERS




<#root>
FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

alTowed_vlan[0]: 1011

YIER O T EER

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent 1 682
Excessive Collision : 0

MC Packets Sent 1 682
BRDC Packets Sent : 0
Unrecognized MAC Received : 0

FC Sent : 0
Good FC Received : 0
Drop Events : 0
Undersize Packets : 0
Fragments Packets : 0
Oversize Packets : 0



Jabber Packets

MAC RX Error Packets Received
Bad CRC

ColTisions

o O OO

FPR2100 WP 3l MAC &, iEER , 01:80:C2:00:00:02 = LACP

<#root>
FP2110-2(local-mgmt)#
show portnanager switch nac-filters

port 1ix MAC mask

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:
043 01:80:C2:00:00:02 FF:FF:FF:FF:
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:
045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d0 00:00:00:00:00:00 01:00:00:00:
3e8 01:00:00:00:00:00 01:00:00:00:

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:
040 01:80:C2:00:00:02 FF:FF:FF:FF:
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:
042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3dl1 00:00:00:00:00:00 01:00:00:00:
3e9 01:00:00:00:00:00 01:00:00:00:

02 03c 70:DF:2F:18:D8:07 FF:FF:FF:FF:
049 01:80:C2:00:00:02 FF:FF:FF:FF:
04a 70:DF:2F:18:D8:6D FF:FF:FF:FF:
04b FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d2 00:00:00:00:00:00 01:00:00:00:
3ea 01:00:00:00:00:00 01:00:00:00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

action

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

WO E1/1 M E1/2 XA ERR AL LAY 0/0 F 0/1

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager switch status

Dev/Port Mode Link  Speed Duplex

0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSCMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Down 1G Half None
0/7 QSGMII Down 1G Half None

packets

687

5501
2101
7946

687
22351

2215
11886

Loopback Mode

bytes

87936

385360
141426
1524820

87936
1451504

154542
1006067



0/8

0/9

0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

QSCMII Down 1G Half None

QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
KR Up 10G Full None
KR Up 10G Full None
KR Down 10G Full None
KR Up 10G Full None

HUEHEER

LACP #i

LACPEL :

|EEE #5# (802.3ad) 85 R A4 (LACP) 2R Fi O BEDEHNE 2 BHiL

LACP /A B # MAC 0180.c200.0002 FlA AR E 0x8809,

Firepower IR & X X ¥ LACP f“FF 3" ( T LACP ) ( XH 2.4.x FXOS hRAHY
FP4100/FP9300 R ERMN“FF B #EX ) »

LACP AJLABR B N ARAE (“E3"RN W3 ) PHEE —Fh, FXOS BEER 3" EX,
LACP WEE B2 bis O BB B iR

NHR LACP PC IE-%J:ﬁ' WOBEZEORAZTEEGHRINEE/NIIRE, £ FXOS H

, AR iR OB ERARERE,

LACP B ¥ = :4:11@&%

LACP &1E{kf# = 2R %

FHIERHE -1 LACP R£ ID , EE2VLFEHN MAC #tiiit, LACP 4% ID BEEA LACP
BaXE,

S/ LACP BEZH KPNAR 110 5,

LACP Zi“Hiz 81K ( EE ) "ER, FXOS BRIAEA“MRIE" ( 1xxx/21xx BRI\ |, A& R 18
)  BtaiERNIER, KHEVIEHN LACP EXEURATAEANIRIE SN, H
m, B 15.2(4)E FF & , Cat3750 ERT X FE@F"MIRRE", BXFMAEE , BSRARRYLEEIA
B

ELACPR N ERE , TILACPERZR I | LACPHA®B 1MW ARE—X, BRAEORE , LACP &
LN LACP ﬁdai EENE R,



LACP Keepalivefy £ =

LACP REFEZEZEZEOTBEEIEEMLTEITRE (RRMNBIEENE ) HIFEEERH. X
AR EF/L2ABELEBRPFERLRE (FlW, IPS) FARFKRNZ hﬁiﬂ%ﬁil‘ﬁo LACP
KeepaliveFI 3 SRR BRI Hix 3, a1 , MRERNERREIWAE—R , WHREIWHERK
EILACPEIED , MR ZZFLFHEENFRE XM, EE@EHERT , ZIKin SRETFORWERE

BiEfEX E4 A,

Wireshark # LACP BB 2B FBRU T R:

[Aiec

Wo. = Source Destinater, protocol | Length | Source Port | Info

156 2017-18-12 18:13:01.348473 Cisco_ec:59:8f Slow-Protocols LACP 124 Link Aggregation Control Protocol Version 1. Actor Port = 272 Partner Port = 2116

% [Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface @
% Ethernet II, Src: Cisco_ec:59:8f (28:6F:7F:ec:59:8F), Dst: Slow-Protocols (01:88:c2:00:00:02)
# Slow Protocols
Link Aggregation Control Protocol
LACK Version Numsber: Ox@1
Actor Information: 8x91
Actor Information Length: @xld
Actor System Priority: 32768
Actor System: Cisco_ec:59:80 (28:6f:7f:ec:59:80)
Actor Key: 16
Actor Port Priority: 32768
Actor Port;: 272
= Actor State: 0x85, LACP Activity, Aggregation, Expired
= LACP Activity: Actiwe
= LACP Timeout: Long Timeout
= Aggregation: Aggregatable
= Synchronization: Out of Sync
= Collecting: Disabled
= Distributing: Disabled
. Defaulted: Mo
= Expired: Yes
[Actor State Flags: E**""G*A]
Reserved: 200000
Partner Information: Gw@2

Partner Information Length: @xld
Partner System Priority: 32768
Partner System: 22:00:88:c3:%9¢:ec (a2:00:88:¢3:0e:ec)
Partner Key: 9
Partner Port Priority: 32768
Partner Port: 2116
2 Partner State: Ox36, LACP Timeout, Agprepgation, Collecting, Distributing
@ = LACP Activity: Passive
LACP Timeout: Short Tiseout
. = Aggregation: Aggregatable
= Synchronization: Out of Sync
Collecting: Enabled
.. = Distributing: Enabled
« = Defaulted: Pio
= Expired: No
Ei‘artrer State Flags: **DC*G5"]
Reserved: S00GG0
Collector Information: Oxdd
Collector Information Length: @xl@
Collector Max Delay: 32768
Reserved: D00000000000000000000D00
Terminator Information: @xéd
Terminator Length: Ox0@
Reserved:

AR EFTDEL LR OBER , FXOSHIRT 2 E RLACPEIEE ( AOSEO )

LACP“{RIE" 51238 1Y X 3l

%/RT BRI ERRIE” (4100/9300 LB FXOS BRIAEA“RIE” ; FPR2100 £ LACP
ERBERINFBIE" ) o “BIR'LACP AR S I% D BERBEE,

FXOS Bt &R &R FXOS Bt & R “tRiR”




RIRALIFE R N 18 IE” RIRALFER N B E

FXOS iFR N “181E" FXOS i#3R 7 “RE”
RRHEE S 18R RHHE 30 WARIE 1R |RBRHIBYRE 1K

LACP LACP

FXOS 8 30 MA&Jx 1 )X |FXOS & 30 ®Kix 1]

LACP LACP

RIHLFER N RIE” RERALIFE R 7 “RIE”

FXOS iFR N “18&E" FXOS i#3R 7 “RIE”
R HLE B RER” R|HE 0 WRIE1R | RBRIEBVERE 1R

LACP LACP

FXOS #¥A&iE 11X FXOS ¥ XRix 1%

LACP LACP

E7£ FXOS (41xx/93xx) LB & LACP &= :

<#root>
KSEC-FPR4100-1#

scope org
KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:
Name LACP rate
default Fast
KSEC-FPR4100-1 /org # scope lacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set lacp-rate
fast Tacp rate fast
normal Tlacp rate normal

3 FPR4100/FPR9300 /Y% O @& 1T i fEHERR

) 45



FPR4100 1 FPR9300 #lf 2 &is Q@& i NI, BT AIBREYLS Nexus 5K FELL
, A FXOS XX # LACP , HItNEBR AL E Nexus 5K BIHBESBEBR 5 3% B LE B AL,

KE 1 - BifwBEERE

<#root>
FP4110-7-A(fxos)#

show port-channel sumrary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SU) Eth LACP Eth1l/2(P) Ethl/3(P)

KiUF FXOS # AR ¢

<tfroot>

FP4110-7-A(fxos)#



show i nterface brief

Ethernet VLAN  Type Mode Status Reason Speed
Interface
Ethl/1 1 eth 1qgtunl up none 1000(D)
Ethl/2 1 eth 1qgtunl up none 1000(D)
Ethl/3 1 eth 1qgtunl up none 1000(D)
Ethl/4 1 eth 1qgtunl down SFP not 1inserted 10G(D)
Ethl/5 1 eth 1qgtunl down Administratively down 1000(D)
Ethl/6 1 eth 1qgtunl down Administratively down 1000(D)
Ethl/7 1 eth 1qgtunl down Administratively down 10G(D)
Ethl/8 1 eth 1qgtunl down SFP not 1inserted 10G(D)
Ethl/9 1 eth wvntag up none 40G(D)
Eth1l/10 1 eth access down Administratively down 40G(D)
Ethl/11 1 eth access down Administratively down 1000(D)
Ethl/12 1 eth access down Administratively down 1000(D)
KE 2 - W FXOS BAKENZEW LACP ( ZRETEDT)
<#root>
FP4110-7-A(fxos)#
show | acp counters interface port-channel 15
LACPDUs Marker Marker Response LACPDUs

Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 0 0 0 0 0
Ethernetl/3 296532 207744 0 0 0 0 0
BIF R BE ZIEMEW LACP :
<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 627 596 0 0 0 0 0
Gil/0/3 623 593 0 0 0 0 0

KiFH /™ FXOS #0O/M LACP ¥ 44

l:IE:



<#root>
FP4110-7-A(fxos)#
show [ acp interface ethernet 1/2

Interface Ethernetl/2 is up
Channel group is 15 port channel 1is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0
Markers rcvd: 0
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
ITlegal packets rcvd: 0

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] 1]

Operational as aggregated link since Tue Oct 31 19:14:57 2017

o O O

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

KE 3 - RIEAR#FZZEIRZR LACP ID

<#froot>
FP4110-7-A(fxo0s)#

show | acp port-channel interface port-channel 15

port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0xe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=1
Member Port List=

BE4 (L) - WEHE ( T4t Cisco TAC £/ )

<#root>
FP4110-7-A(fxos)#

show | acp internal event-history errors



1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) Tacp_mcec_typel_upd_sent

KE5-REHIEIBAVEER O LACP FSM ¥, JEEHIBRFETR

<{froot>
FP4110-7-A(fxo0s)#

show [ acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 logged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]
Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with ‘Synchronizatio
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]

207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with ‘Synchroniza
Next state: [FSM_ST_NO_CHANGE]

REG6-RERABEEHALIEH ( Al Cisco TAC £ )

<#root>
FP4110-7-A(fxos)#
show port-channel internal event-history al

Low Priority Pending queue: Ten(0), max len(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1



3+ FPR21xx/FPR1xxx By O @ EHh T EHERR

B

FP RZ 100

E1/1¢ Pnllj E1/2

G1/0/13 {Po22> G1/0/14

Catalyst 3750-X

®EH1, MRFHALACP , BRIFLACPIT 2
BLR DM ( TIRHLA FXOS ) #MERIEFNEW LACP :

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0



B—FIF A E

<{froot>

FP2110-2(local-mgmt)#

show pktngr counters

Ports

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Ethl/10
Ethl/11
Ethl/12
Ethl/13
Ethl/14
Ethl/15
Ethl/16

Rx

Forwards

3537 < LACP PDUs forwarded inter
3537 < LACP PDUs forwarded inter
0

[eNeNeolNeNolNoloNoNe oo loNe]

Tx Tx Tx Rx Rx Rx
Packets Drops Bytes Packets Drops Bytes
4575 0 567300 3537 0 452736
4706 0 583544 3537 0 452736
0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

Misc.

RE2, RE ERIEVIRS

<ttroot>

FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags:

S - Device 1is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device 1is in Active mode

Channel group: 11

Partner (internal) information:

Port
Ethl/1

Partner Partner
System ID Port Number
32768,286f.7fec.5980 0x10e

LACP Partner Partner
Port Priority Oper Key
32768 0x16

Port State Flags Decode:
Activity: Timeout:

Aggregation:

Partner

Age Flags

9 s FA
Partner

Port State

0x3f

Synchronization:

n/a

P - Device 1is 1in Passive mode



Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 24 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributed: Defaulted: Expired:
Yes Yes No No

EE : R Collected and Distributed T =“Yes” , MDefaulted2“No” , MILACPAR W &L,

KE3, REARBLACPREIDEE N0

<#root>
FP2110-2(local-mgmt)#
show [ acp sys-id

32768, 70df.2f18.d813

HttiFEHeeR ( FRE Y AEA )

KE 1

BRWE (BAENRRY ) EACEENRE (flW, FEME , mOBEEXERE )

KRE 2
KE FX0S REREME, ERUMNBERAFSREUNREAL TR THCLIATIRE

<#froot>

FPR4100#



show faul t

Severity Code Last Transition Time ID Description
Major F0479 2020-03-19T11:50:44.322 543322 Virtual interface 781 1link state is down
Major F0373 2020-03-19T10:55:13.778 34178 Fan 1 in Fan Module 1-5 under chassis 1 operabilit
Minor F0480 2020-03-19T10:55:13.777 34177 Fan module 1-5 in chassis 1 operability: degraded
Major F1767 2020-03-19T10:54:04.162 531228 The password encryption key has not been set.
Major FO0727 2020-03-19T09:50:02.891 522921 Tan Member 1/5 of Port-Channel 10 on fabric interc
Major F0282 2020-03-19T09:49:31.462 522922 Tan port-channel 10 on fabric interconnect A oper
Major F0277 2020-03-19T09:49:31.437 522929 ether port 1/5 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:45.472 300958 ether port 1/7 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:37.941 300903 ether port 1/6 on fabric interconnect A oper state
Minor F1437 2020-01-16T10:11:39.675 291723 Config backup may be outdated
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FPR2100
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] BEE AR
Firepower i Q@& , tHE#HLI LACP :

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-1links not met

Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Ethl/1(D) Ethl/2(D)

FEFXOSE |, LACPRIXITEEBREIONEE , BEBITHERR !

<#root>




FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 11356 3762 0 0 0 0 0
Ethl/2 11393 3761 0 0 0 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11

Ethl/1 11357 3762 0 0 0 0 0
Ethl/2 11394 3761 0 0 0 0 0
BARR

R ENROBEERER , BROWHEL

<#froot>
Switch#

show et her channel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e e e e e e e e
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

R w OEBIERTIX—K

<#root>
Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast

channel-group 22 mode on

end

Switch#

show run int gl1/0/14



interface GigabitEthernetl/0/14
Tacp rate fast

channel-group 22 mode on

end

RRF R

X FPR2Ixx REMES , FTEFRMAIRENBRAR :
1. FREAIHP IR D BEERXNFF B ERXRLACP” (“E3"RHzh"9m ) .
2.9 FTD inMis OB EEXMNLACP ERRF B,

EXMERT  BNERTEMBERAE (FFTDRABEREXNRENTTRE") :

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed
u
M

- Up (port-channel)
- Not in use. Min-1inks not met

Group Port- Type Protocol Member Ports
Channel
11 Pol1(U) Eth ON Ethl/1(P) Ethl/2(P)
LACP it #BETHEETR :
<#root>

FP2110-2(Tocal-mgmt)#
show | acp counters

FP2110-2(Tocal-mgmt)#

Sl 2 4R B5 BB R

[A] BUAE IR

<#froot>

FP4110-7-A(fxos)#



show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

FXOS LACP it #2810 :

<#root>
FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0
FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

BRARE
show lacp neighbor Ky % tH 45 R 2R B3 Fim O AV S4B REE ID RF

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode
port-channell5 neighbors
Partner's information
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 419611 FA



LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x5 0x3d

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,4-62-73-d2-65-0 O0Ox12f 419610 SA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 Oxd

ERRBATUERERTRA

Cat 3750-X Cat 3750-X

RRTT B

F 2960 , FER E#k (FlexStack).

XFF 3750-X/3850 & , FEHE HHk (StackWise Plus).
3t F 4500, 6500, 6800 , EEFEAELBMEAL (VSS).
« X FNexus 5K, 7KEOK , IEEFEFE itlix O @B (VPC).
- EHMAERT , EEN FXOS EZZIR — B RE.
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[B) BUEE IR
£ FXOS % , im O@E R G4 FHERIRE
<#froot>

FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SD) Eth LACP Ethl/2(s) Ethl/3(s)
48 Po48(SD) Eth NONE --
12 ST ALK R AN -
<#root>

Switch#



show et herchannel 5 sunmary

Group Port-channel Protocol Ports
—————— e e et et
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)

FXOS LACPI ¥ E RAEMBURHERES -

<#root>
FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 O 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 O 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0

ERRG , LACPIHSRESERE RS ERERNBIES

<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5

Gil/0/2 452539 420223 O 0 0 0 0
Gil/0/3 447232 415274 O 0 0 0 0
Switch#

show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 452540 420223 O 0 0 0 0



Gil/0/3 447233 415274 O 0 0 0 0

BAREREE
EARFIH | [EFAETF FXOS i OBEARDELIBEIRS (FTD MA )

Overview QROIGHETC=CE | ogical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
- - Network Module 2 : Empty 1 3 5
- 1 3 s 7 [ Lo |
console MeMT  USB - - n _— - m m
2 4 3 B 2 4 &
FUROTES P Hardware Bypass |
{
Q add
Interface Type Admin Speed Operational Speed Application Admin Duplex Auto Negotiation Operation State Admin State
MGMT Management @
* B port-channel1s data 1gbps 1gbps D Full Duplex ne failed &0
Ethernetl/2 data 1gbps Full Duplex no suspended
Ethernetl/3 data lgbps Full Duplex no suspended

ARG R
OB SERABERE
=4l 4. FXxPort-Channelf¥iz TR B 1Rk R BRI RIBIER

®E (FTD) B 5 AHAE—XREED (EEEBMALTETRES ) WEIWEOREFE. MRE
F—rtEERERRRKBHEFEEZ , M FMCUI R4S RUTHEE :

( 12 total ) 1 waming 11 critical

@ Interface Status Interface Port-chanmeld. 50’ i1s not receiving any packets
Interface Port-channel10.14° is not receiving any packets

BUURE
MFTD CLI¥ &show trafficii H H E 2 F50 8 m ARE | Hla

Interface Port-channell0.14

INSIDE:
received (in 237938.740 secs):
2 packets 84 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 237938.740 secs):
5 packets 140 bytes
0 pkts/sec 0 bytes/sec

1 minute input rate 0 pkts/sec, 0 bytes/sec



1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

=4l 5.FMCEHE TR ER . EBUEXRKIR D BER M NER

BITRREIRIRA : “Interface with physical-name: "Port-Channel" disassociated.”s{ " Interface
with physical-name: \"name_if\"E MM, "

BURME

Cisco Bug ID CSCvbER BRIt B FIRY S [F] B 15074

Im O BB EE
RITEEEIM
5l 1. SR AR MFTD/ASAT K

BREFEXF, RREXRIGNREOBEEESER , SHZARZT LNRERE, NESH
EM SN TEE ASA B FTD BY , F X#FlbiR1t.

_FRP4100 ___ FTDor ASAinHA _ FPR4100

Incorrect Port-Channel design

BD WS EREIRPAER (STAK)

»
>

o

EETAMMNEOBERITHOT ;


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074

P FTD or ASAin HA _ _FPR410

T BT
L

VSS

Correct Port-Channel design

2=

o EEINHMIZER LM EtherChannel
. NFEEEEN EtherChannel

RO 2. E£FFHIFTD/ASA

S KBRS O BB A BRI B ( Firepower FA XM —HR ) . MRIHAE
RE , ETHRA , EOBIRIEO TR OB T — Mg 0B,

Bign | X$F FP9300 (2 MILFE. 6 MNkF ) |, BIEHREAATRMTAXERE :


/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
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S Data Port-Channel
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FP9300 FP3200

Unit-1 Unit-2

R

B
blade-3

i

[ — =
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Data Port-Channel

@& Fol (vPC1)
® Poz (vPC2)

® rol10
Poll

F—FH , SHEHSEECCLHEAE M ABEEN , REKEXRKR , TRLACESNKAN
RABE. A, T Nexus , BNmABEEE T TR vPCo

FP2300 FP9300
Unit-1 Unit-2

blade-3

® Pol11 (vPCl0)
® Po12(vPC20)
® Po4s

B, XTF FP41xx :



® Po1 (vPC1)

® Po2 (vPC2)
® Po10
Po11

CCL :



® Pol1(vPC10)
® Po12(vPC20)

® FPo4s

2245l 3.Port-ChannelfEFXOS L& 1t

i @B FXOS #48 LimiE, HRITHRAIT

FPR9300

G1/0/23 SW?2

O =
Pol6  Poll| |FG)

G1/0/24

=P 4. BIFXOSH im0 BE

Ui AEEE T FXOSHIAE. HRITHRAILT




INSIDE1 FP R9300 OUTSIDEL
SW1 i el1/4 el/7 617023 SW2
Inline Pair 1 T

*- ==
sl -(Q)P‘ﬁ Inline Set Po11( | IFPS
v 3%

c1/o/ el/6 el/8 G1/0/24
INSIDE2 FTD ouTtsipe2

EE  EE=NMFED | Firepoweri& & £ AR H B ix O EE,

“Im O BB E FXOS Lim#E" 5 im DBIEZFE FXOS /Y X 3l

Ihag £x
% OEEE FXOS HlE L% |, .
# (MIO) EHATF FX0S 2.1.1 R ERRA
« 5EAT FX0S 2.1.1.58 LA TR
% O & BT FXOSHLEE « FEFXO0S >=2.1.1.58%1< 2.3.1.3 L Fi2EH
(MIO) (FAFCisco Bug ID CSCva00405)
« FAT FX0S 2.3.1.3 A LA
Hir=ZEm
LACP Fialkss

FEERRE (ASA S FTD ) A, ZILTE Nexus L8 F“LACP FiaUss”,

F I RB#EE (FAQ)
| : SSPimABERYIPEREELREEEN ?

FXOS FEAMMEIIZT M. XABMEZ T Nexus 7000/9000 L X F M BN EERT 2 HIER
EEMEHIID  MRERAERE , PHRAHERRNRHEEDERCAIIHEHR I E. RE
EH RN YIRS ERBITRIINE , HREaN Rt T 2IRFREL. R mEport-
channelSRECMPART , BFIE LR B0 R EMBITMEER , EF2BEMA a6,


https://tools.cisco.com/bugsearch/bug/CSCva00405

[ : MREEESIPort-Channel I ¥ ALiw O M , X £ AR ? FTDR STV IR 8 5% 2 s O
BiE ?

MEFFAEROBEZEORAFHMA , KO BEHLLXA, KOBERERDSERIEE, M FTD
WAEXE , ROBEETAXMA. Z—FHHE , ZEANG , HE—NFI5 - SRIGRYLER KR,
£/ LACP Bt , R4 ID A AR LR MAC itk ; IR ERABRIKLEZE( , Il LACP
RE ID b2 ZRET, R LACP R4 ID R4EZEL , MEA EtherChannel 34123 , F B HI
STP E#Utsh. fF M stack-mac persistent timeran 1% &l £ A R IRV B E LR G HEBMACH I R ER
B,

| . FEME A S port-channel min-bundle 2" , L& &1 R port-channel ) —MNMEEE T , Mport-
channellfi 7 , B K IE#HITHREHE,
BIETFE FXOS L LR TH, EMREEE , FRAUBEENERRI LEE lacp min-links 55

o

5 : AAHKLACPEIRS ?
B 1.5 DBEE B B8 % (FTD/ASA) E4& 1E

o U5 BB KER EEAFER S (FXOS) dwik,
o TEENFBERH (FXOS) MNARFLR S (FTD/ASA) 3Rk LACP B8 ( ARSHER ),

6| 2 BEFTDM K AEE — FTDEAIHE N NERE

inline-set setl
short fail-open down
interface-pair INSIDE OUTSIDE
1
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
1
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfd6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000



=4 3@ IFTDW G Q@8 — FTDIEZEOZE N MFHEE

interface Ethernetl/2
bridge-group 1
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
|
interface Ethernetl/3
bridge-group 1
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
|
interface BVI1
ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown

i@ : N BN O 3E# EPort-Channel?

HTEFELPED (MW), BEFRAM, NN EOIBIWOBEER , MEEZEMNMEOM
INBEEB2EZ2BUEXREK, tIBROBER , EENEEEREEENSHMEER KO BEXE , 4
INAT. B8H. VPNZE, XYF FTD , X% 1F N34 .

BLi& EtherChannel

JF ASA RE , HXRBIFN X

A PR O RN TR EtherChannel #0

@] : A FTDE A A 4% (HA) 8588 E 8 Port-Channel?
WEFEFELPEOD (MW), BEERAM, STHE HA XHTEHERE, EFHN HAXNSF | &


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889 
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889 
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889 

s O@EEERN HA 855, MHXITH -
£ Firepower 8% LFE FTD S A/ A

[@] : FirepowerSASA—EE Rin O BETF, ¥WEEORSKA

X 5Cisco Bug ID CSCvp033544H%

B : AFMC LM OBEBIDERMATLEER ? REXNERRYLIGH A TE 2

T, XHTEE, AL OFTAREEREARwOEE D,

B EROBESSLETFET , EEEENEH/FZRRAMACRITEMIRE?

MRITRERBAES (XY ) TEAROBEEAFEASTAYE (HA)RE , BAUBRNWEEFA/E
B MAC, LEWHRHX EfhigOEE , BEHTEM HA’E,

i8] : fESHELEPort-Channel {93 0 5 R RV ER 2

BRI(FXOS 2.13.x) , "X #FLINEE. BXEZHMAEE , BEEFEKHI FXOS BLEHEM.

Al : BERERFXOSis A BENBEEE?

BBI(FX0S 2.13x) , AX#FILIhEE, BXREZSHMEER , BEBTHN FXOS BEEEE.

Ml REALUEEROABETKRAEONSNRE (&R ) |, UMEMKOBERRNEHSRES
?

BREI(FXOS 2.13.x) , T"X#F L IheE, BXREZFMER , BEFHKW FXOS BEIEM.
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https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp03354
https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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