Ax
R

Bt B & TFTDTI IS8R5

TS I =61

CLI (LINA)$ iF

M)

AR B Firepower BB B 4 (FTD) T3 78 25 5% B8 A Bt B RN IR 1E,

TERFAF

=R

RXEHEBEMEFENER,

AL

AP ERETUTREMEHRE

. JZE{TFTDAE6.1.0-195MASA5506X
. $E176.1.0-195H FireSIGHT & Fa.L\(FMC)
. JE1T15.2BR K9P &43925 Cisco [0SO S

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
wh(RIA) BE. MRENMELTEIRS , FERRETHRAERSHBERWE,

db B2 /=
B 5{15 Ex

T JE 2R R BE 2 6. 1RSI AN —TEE , TEBF=THE :



1. RIBFRERIR L FAAZBIR K LEL R E
2. R REHIA AR, AF KRBT LEISnort5|
3. BEMNBENZ2IRR(ASA)EB T ET B/ RIEH|% B (ACE)H SR,

BE

TS e 2R SR B& fE A =R H11
OIS 5I8 25 5% W AT LAGE A S VFFTDARSE A ED A/ S ANERIPHR K BRE R B # TR B EM R E, £
BANE , BERERE :

- BAKBHFE (GRE)
s |P-in-IP

* |Pv6-in-IP

+ Teredo im0 3544

Z B AE P R GREBRIE,

Firewall
192.168.75.x/24 192.168.76.x/24 R
.39 .39 %
| GRE tunnel 20
10.0.0.0/24

HIREAGRERZEMR ping R28Y , RESBEI M AME , BT,

12016-05-31 02:15:15.10.0.0.1 10.0.0.2 138 Echo (ping) reqguest 1d=0x0013, seqg=0/0,
2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICMP 138 Echo (ping) reply 1d=0x0013, seq=0/0

® Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
w Ethernet II, Src: CiscoInc_8d:49:8]1 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9
.168. /5. .168. /5. 39), Dst: L1G8. 6. .108. /6.

% Generic Routing Encapsulation (IP)

= Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inne
= INCETTIEL LONLIoT Message Prococol

R KIEERASARE , ESRENIIPIRX , B R.

L2 Outer IP GRE Inner IP
Header| Header Header @ Header L7
src=192.168.75.39 sre=10.0.0.1
dst=192.168.76.39 dst=10.0.0.2
<#root>
ASA#

show conn



GRE QUTSI DE 192.168.76.39: 0 INSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags

MR X RFirePOWERR & , ESRERBFIPHKL , MBI,

L2

Header

Quter IP GRE Inner IP
Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7

dst=192.168.76.39

dst=10.0.0.2

ERTULIRAR R , FTDIR& Al AR B R B4R K AN IRK LB R &

ER

RE& xR

ASA SNEBIP

Snort R ERIP

ETD HANED ( FLIRAR ) +PEBIP (5 R 22 I 2R g

(ACP))

TR JiE B R B 52 FA SR 112
TS 78 2% SR T LUGE AR AT IR R ARG 3 A VR R £ 588 Snont 3| MW TS BB MN KR |, M

FiRo

Fast Path

neee Fast Path |

£551. B UEBIA T JE B8R SR B

Yos Yas Y
i g e e el
”iu * No Mo
DROP DROP®

* k
DROP




ESEXR

U0 i BRIA TR IR 2R SR

R R

HSRSMERM>HRRG>TILER. RURLRERMERE , NER.

Overview Analysis JGITSELE Devices Objects  AMP felp ¥ mikis v

Access Control * Prefilter Network Discovery Application Detectors Correlation Actions ¥

Object Management Access Control

& New Palicy
Default Profilter Policy clebal 2016-04-22 21:43:25 P
Default Prefilter Polcy with default action to allow all tunnels Madified by “admn® &

B AREAUEERKIRE , BT,

Overview Analysis JGGUISER Devices Objects AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

You cannot add rules to the default Prefilter policy. You can change only default action options.

Hon-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

B=% TSR R M NE U5 AR HIREE , MBI,




Overview Analysis =TT Devices Objects AMP

Access Control *» Access Control Network Discovery Application C

ACP_5506-1

Prefilter F"-l:rli{;'.r; |Er"|:§5g|5 Prﬁl"nl;gr Pohcy

Rules  Secunty Inteligence  HTTP Responses

Prefilter Policy Settings r

Prefilter Policy used before access control Dafault Prehiter Pohcy

CLI (LINA)RIE

TSR AR A A N FEACLTRER

<#root>
firepower#

show access- i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1ist CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3

access-1list CSM_FW_ACL_ 1ine 1 remark rule-id 9998:

PREFI LTER POLI CY!

Default Tunnel and Priority Policy

access-1list CSM_FW_ACL_ Tine 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM_FW_ACL_ Tine 3 advanced permit ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-1list CSM_FW_ACL_ Tine 4 advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-1list CSM_FW_ACL_ Tine 5 advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
access-1ist CSM_FW_ACL_ Tine 6 advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) 0xcf6309bc

F52. ERARCELERBERE
ESER



FB - GRERSIE BT BR B & Y ICMP R .
fRERTT R

SR MRBAIXLACP , &0 LLE BlinternetiZ 58 EH(ICMP)RESFELE , TiILTRBEBEN
GREPR2E ( AR ) -

Prefiver Palicy: Delsmf Prefifer Polcy S5 Polioy Bons sty Policy Bions

2] scounty inteligence  HTTP Responses  Advanced
B Fiter by Do D Asd Categery | ) Ao Bl

o ‘B
<#root>
R1#

ping 192. 168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

EXHERT , SO AMERATLERRBERAEESTER, EEZEBUT :

1. FREHEEGREF W ATERIES
2. BIB EFRICH R 2 IR L FR L ICMPRY 13 1R 42 1 SR B

MEBAERE , BIFELInux NAelly (LINA) TSR N ERIES , RS SnortFad 8 255 1
ACP , &/ESnorti§ RLINAZH ., F— I BEEBEIFTDIRE.

SEB1:ENBRERENIRIC,
SR EIREE>TH R FEI>TULIESS , AR QNEFNFIISEERE, HicdE , RIATUTIEBERET I 4R



B, WEMR.

New Pobcy

MEmE!
Cagisrpln :

EFLIRER RIS |, EXFARREHMN

1. REEA N
2. T im AR A

AR AN RN A E TS R AR R P BB T TR I8,
NTFWAES , HHEXREEAN , ME R

Add Tunnel Rule T

n Tunnel rules paform aarly handhing of non-encrypbed encapsulated traffic, using outer [P hesders. Fastpathed traffic bypasses acoess contral and QaS.

Name Tag Tunneled traffic [ Enabled Insert  balow rule |1

Acton 1 = Assign Tunnel Tagll| Inside_the_GRE |

Interface Objects  Networks  VLAN Tags Comment  Logging
e
I 1pain-1p

I 1pve-in-1p

™ Teredo Port (3544)

RTRE

BR1E iR

Py ELINAZSG , Snort5| ZELRERE, WE , WUANBERE D BERERIC,

FH 1k TALINARE L, EREIATBHRL




PRI B AR ZRIEMNALINALE | TEMFEHSnorts| 2,

B ENECHICRERN TR EIR g,

BRBUTEEREEN S RREIRIT | 1815 F2 S EEAN T GRERE AR, S
EHE>HERE | REOE— N HFEARELEICMPRMAN | EFR.
e T 7]

Access Comtred » Accewy Comirad hHatwork Decovery Apphc ataon Dt scione Cormelabon MR v

ACP_5506-1

N rorrery p— F——

m Seoarky itelgercs  HTTF Respardes  ddeanosd
B Fine by Dwec O dedd Caagory ) i Reude

w Dolash - AOF_5586-1 (-]

T -

N EE  FHOTI B R DBV R

A
ELINAFICLISH LB A3

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#root>
>
capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:



MR1 |, i pingiz F2GREPZIE £ i

<{froot>
R1#

ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

o PINgIRIERM :

CLISHIERE TR , £— M EIRERZLTIFTD , BMZEWPE L :

<{froot>

Options: -n
18:21:07.759939 IP

18:21:07.759939 I P

18:21:09.759939 IP
18:21:11.759939 IP
18:21:13.759939 IP
18:21:15.759939 IP

LINAIR AT #1AIX

<tfroot>

>
show capture CAPI |

102:
107:
111:
115:
120:
>
>

show capt ure CAPO |

93: 18:21:07.768133

94:

18:21:07.767523
18:21:09.763739
18:21:11.763769
18:21:13.763784
18:21:15.763830

192.168.

192. 168.

192.
192.
192.
192.

168.
168.
168.
168.

— 5 -

AN .

i ncl ude ip-proto-47

192.
192
192.
192.
192.

i ncl ude ip-proto-47

75.39

76. 39

75.
75.
75.
75.

39
39
39
39

168.75

.39
.168.75.

168.75.

168.75

.39

168.75.

192.

192.

192.
192.
192.
192.

39

>

>
39 >
>
>

39

168.
168.

168.
168.
168.
168.

192.
192.
192.
192.
192.

192.168.75.39 > 192.

18:21: 07. 768438 192.168.76.39 > 192

76.39:

75. 39:

76.39:
76.39:
76.39:
76.39:

168.
168.
168.
168.
168.

76

76

168.

168.

76.
76.

76.

76.

75.

GREvVO, Tlength 104:

GREVO,

GREvVO, Tlength 104:
GREvVO, Tlength 104:
GREvVO, Tlength 104:
GREvVO, Tlength 104:

.39: dp-proto-47,
39: 1ip-proto-47,
39: 1ip-proto-47,
.39: dp-proto-47,
39: 1ip-proto-47,
39: 1ip-proto-47,
39: ip-proto-47

| ength 104:

IP 10.0.0.1 > 10.0.0.2:

IP 10.0.0.2

IP 10.
IP 10.
IP 10.
IP 10.

Tength
Tength
Tength
Tength
Tength

Tength

I ength

O O OO

104
104
104
104
104

104

104

O O OO

i

>

V V V V
=

10.0.0. 1:

el el

O O OO

O O OO

o O OO

NN NN

ICMP echo

| CMP echo 1

: ICMP echo
: ICMP echo
: ICMP echo
: ICMP echo



/& FACLISH firewall-engine-debug , SEBRLINA ASPEF it HEE H N THEBERMIR, CLISHERE R
, Xy FEcho-Request , & E LEFHTIEEFMN , ¥ FEcho-Reply , NERACPHN :

<#root>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
icnpType 8, icnmpCode 0O

pending rule order 3, 'Block ICMP', AppId

o o
R
a7
R
H H
o o

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
i cnpType 0, icnmpCode 0O

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

match rule order 3, 'Block ICW', action Block

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 deny action

ASPEFRHASnontEFHF THIES :

<tfroot>
>

show asp drop

Frame drop:

No route to host (nho-route) 366

Reverse-path verify failed (rpf-violated) 2

Flow is denied by configured rule (acl-drop) 2
Snort requested to drop the franme (snort-drop) 5

TEConnection Events® |, & A LLE R CE TSRS FAN |, LI FIRo



Contaxt Explorer  Conmwctions » Ewents  [nbrusions  Files v Hosts®  Upers»  Vulnerablties »  Comslation®  Custome  Lockup  Search

Bz Th

Connectmn Events witch warkfic

ih Areder

® Sgarch Coratraints (Ede Sepnch)

Jumpis.. ¥

3 JCHP Ty

§ [ 0us-02-21 18:2%:54 Block A0.0.0.1 plaK Rl BiEchs Becusat) Jisme RLime Bl So0-1 ek JOHE
4 03 1406 Beck A0 lang Bifchs Reauestl) mmo G4 EmE SLE SEEL Diack JOME
& T Gd-08.01 14:235:53 Block 10.0.0.1 Wond B {Echs Beouent) fisma S icme BLE S504-1 ok |CHE
4 O 080 14107 Bleck ALOLOL LR Siichs Reauestl mma G D SRE Bl Do JOME
b T 2006-05.01 13:37:04 Plock 10.0.0.1 Wond & {Echs Beayest) / isma S icmg 2P 55081 Sock |CHE
40 0801120438 Bleck ALOEL L iEcts Becusst) ficmo QL icma AR Rl Do JOME
& [ 2006-05.01 13:85:08 Plock 10.0.0.4 1Wo03 & [Eches Beavest) ! isma @S iKmg S0P 55051 Sock |CHE
£

CPega 1 of 133 Dupleying rows 1=7 of 7 rows

1553 AR R TN 8 M N 5233 Snort 5| 2

M&E

192.168.76.x/24 R2

s
outside

R1 192.168.75.x/24
inside

EFEXR

1. T BR =5 T B9 U 1] 428 361 SR A U 77 D BEL L P78 57 B Y T ) 422 B SR AL o
2. AR E192.168.75.0/24 M & 1y 7 B EL B 5533 Snort 5| B A T 2 28 REEHL I o

RRFR
SR FEIEFRE R E A 5 B 45 i 5K B 2N @ PR R o

Tg Inhertance Settings | [F] Policy Assignmerts (1)
Security Inteligence  HTTP Responses  Advanced

#8 Filter by Device dmcmwy i Add Ruls | Search Rules

w» Mandatory - ACP_S5506-1 [-)

Add Rule or Add Category

Add Ruwle or Add Calegory

Default Action

FEH  AM—ADFIIEEEHN | FfFastpathtE IR £192.168.75.0/249 14 , IEFI R,



Add Prefilter Rule T X

n Prafiltar rules parfarm aarly handbng of traffic bazad on simpls nebwark charactenstics, Fastpathad trafhic bypassas socass control and Qas.
Name Fastpath_src_192.168.75.0/24 ¥ Enabled
Ackion ¥ Fastpath -
interface Objects [[[EURIUT VLANTags  Ports Comment  Logging
Available Networks & '+ ] G Moty : Destination Networks (0)
[ L, Search by name ar value ] j
B any -
:ﬁ_ IFwa-Frivate-All-RFC1I918 Add o
= any-ipvd ! Source
2= any-ipve -"-'-E!d to
B Pvd-Benchmark-Tests (sOastination,
2B IPva-Link-Local
B 1Pva-Multicast
-E If\--fflvateiflnu{}‘fi . | Enter an P addrass ! Add J |Enter an 1P address | Add |

%EZ’F . %%ﬂﬂﬁﬁﬂ'—\o

s IEEUSTE Devices  Objects
Network Discovery  Apphcation Detedtors

Prefilter_Palicyl © concxl

Access Control * Prefilter Coaralation Ateme ¥

i Add Terewl Rula

Fastpath_prc_ 192,165 Prafiltar 1168, 750024

Ron-lunneled traffic is

EmE  RENRE.
EMANFTDE A £ B RERAVIHIR

<#root>

firepower#

capture CAPI int inside trace match icnp any any
firepower#

capture CAPO int outsid trace match icnp any any

B FTDMR1 (192.168.75.39) ping R2 (192.168.76.39), PingkM :

<#froot>
R1#

pi ng 192. 168. 76. 39



Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

NERER ENVHRE R

<#root>
firepower#

show capture CAPI

5 packets captured

23:35:07.281738 192.168.
23:35:09.278641  192.168.
23:35:11.279251  192.168.
23:35:13.278778 192.168.

5: 23:35:15.279282 192.168.
5 packets shown

N WN R

FE—MBIE S (echo-requesh WIRIRER (EERNBAREET)

Spoiler ( ZRHEE RIAERBER )

75.
75.
75.
75.
75.

39
39
39
39
39

> 192.
> 192.
> 192.
> 192.
> 192.

168.76.39:
168.76.39:
168.76.39:
168.76.39:
168.76.39:

firepower# show capture CAPI packet-number 1 trace

IR HIE S

icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo

request
request
request
request
request

1:23:35:07.281738 192.168.75.39 > 192.168.76.39 : icmp : EIRiER

B Ex : 1

RE B3I
FRHE .

GR R
Config :
HEEFR
MACT7 7] 51| &
BTEx : 2

A . ACCESS-LIST



MAC 7 8] 5l &
MER : 3
A - ROUTE-LOOKUP

FRE : g#rdnEn

KI T —1k192.168.76.39F F & Oifc outside
MER : 4

ZH . ACCESS-LIST

FEB . BE
g8 A%
Config :

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 : PREFILTER POLICY : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448 : RULE : Fastpath_src_192.168.75.0/24
HEER:

BYER : 5

A : CONN-SETTINGS

FIA



g8 AN
Config :
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
HEefFR !
BrER : 6
KA NAT

TR FRE

Config :
HEER :
BYER : 7
KA : IPIEIN

MER : 8
KA - INSPECT

FEH : np-inspect

Config :

class-map inspection_default



match default-inspection-traffic

policy-map global_policy

class inspection_default
inspect icmp

service-policy global_policy global
HEEER:

BAER : 9

ZA : INSPECT

FEA : np-inspect

2R A%

Config :

HEeEFER

BYER : 10

ZEH . NAT

FRE . §LF

Config :
HEER :
BYER - 11
EKH PRI
FRE

R AN
Config :
HEFR
BYER - 12
KR RUE

FIA



FRID 528IBF R , HHFEED RE T —MER
MER : 13
KA - ACCESS-LIST

FRH - BE

Config :
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 : PREFILTER POLICY : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448 : RULE : Fastpath_src_192.168.75.0/24
HEER :

BYER : 14

A : CONN-SETTINGS

FIA .

Config :
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global

HeEER



MER : 15
HE : NAT

FHE : B2

FER : 16
HH - PR

ZH . ROUTE-LOOKUP

FRE : @ OEn

BT —192.168.76.394 F H Oifc outside
BYER : 18

A . ADJACENCY-LOOKUP
FRE . T —BEMLRE

“£8 AW

Config :

HEEFER :

SEBh 4R

T —Bkmacit1£0004.deab.681b@r 1 140372416161507



Config :

HEEER:

MAC7 & 51 5k

g8

MAED S8
input-status : up
input-line-status : up
output-interface : &P
RS up
output-line-status : up
BYE AT
ETRINMBEZ
firepower#

firepower# show capture CAPI packet-number 1 trace 5S##IREIBIEE1 : 23:35:07.281738
192.168.75.39 > 192.168.76.39 : icmp : EIRERM R : 1358 : CAPTUREFHRE : 48 : A%
BE : HMEE : MACIHRIZIRMER : 22K A : ACCESS-LISTFER : &8 : A WERE : BXHAN
HELE : MACTH R FIRM B : 3XAROUTE-LOOKUPFRE : @i OEOLR . AFEE

C HMER - AT —86192.168.76.39fF A tH Oifc AP ER : 43K F . ACCESS-LISTFE : A&
#£R . RAFEE : access-group CSM_FW_ACL_global access-list CSM_FW_ACL_ advanced trust
ip 192.168.75.0 255.255.255 .0 any rule-id 268434448 event-log both access-list CSM_FW_ACL _
remark rule-id 268434448 : PREFILTER POLICY : Prefilter_Policy1 access-list CSM_FW_ACL_
remark rule-id 268434448 : RULE : Fastpath_src_192.168.75.0/24HEM{E 8 : B ER : 53K H .
CONN-SETTINGS ¥ H : £ 8 : ALLOWELE : class-map class-default match any policy-map
global_policy class-default set advanced-options UM_STATIC_TCP_MAP -policy global_policy%
BEMER : MTER : 638 : NATF3EA : per-sessionE R : RFEE : MR : 7R : IP-
OPTIONSFHE : £ R : AFEE : HMEE : MR : 8XHE . REFEH : np-inspectER : it
WHEE : class-map inspection_default match default-inspection-traffic policy-map global_policy2&
inspection_default inspect icmp service-policy global_policy2 REMER : MR : 9XH - KEF
KA : np-inspect& R : fifconfig : HMWER : BER : 10XKE : NATFXE . SLFELER . AT
B HMES B 112£E . IP-OPTIONSFEE : £] . AFEE : HittfER : B : 12%£H



: FLOW-CREATIONF2HE : £ ] : AFEE : HMEE : £HID 52012HR , FEEaRET
T—NERBER - 133K B : ACCESS-LISTFHRE : HELER : AWEE : A
CSM_FW_ACL_#£ R/ R 5IZ%RCSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any
rule-id 268434448 event-log both access-list CSM_FW_ACL_ remark rule-id 268434448
PREFILTER POLICY : Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id 268434448 :
RULE : Fastpath_src_192.168.75.0/24E 8 : 1M XM EAME S - 4% : CONN-SETTINGSF
KR £ R AFBE : class-map class-default match any policy-map global_policy class-default
set connection advanced-options UM_STATIC_TCP_MAP service-policy global_policy global&
B BB : 153KE  NATFEE SoF4E4R  ATEE  HES : BrEt . 16K£E : IP-
OPTIONSFZE : £R : AFEE : HEE : BB : 172328 : ROUTE-LOOKUPFH : fig#47
HOEOER  ATERE : HMER : HET—86192.168.76.39fF A tH Oifc /AR ER © 183KEA .
ADJACENCY-LOOKUPF2E : T—BkMBEER : AVFEE : HttEE  SBEEH T —Bkmacit
1E0004.deab.681bd H1140372416161507F ER : 193K A : IR : FHE . £ 8 . AWEE : Hit
§8 : MACIHFRIFIRE R : input-interface : outside input-status : up input-line-status : up output-
interface : outside output-status : up output-line-status : upR{E : RIF1NMEIEE E Rfirepower#

AN ENVBRETR

<#root>
firepower#

show capt ure CAPO

10 packets captured

1: 23:35:07.282044 192.168.75.39 > 192.168.76.39: 1icmp: echo request
2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
3: 23:35:09.278717 192.168.75.39 > 192.168.76.39: +icmp: echo request
4: 23:35:09.278962 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
5: 23:35:11.279343  192.168.75.39 > 192.168.76.39: icmp: echo request
6: 23:35:11.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply
7: 23:35:13.278870 192.168.75.39 > 192.168.76.39: icmp: echo request
8: 23:35:13.279023 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
9: 23:35:15.279373  192.168.75.39 > 192.168.76.39: icmp: echo request
10: 23:35:15.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply

10 packets shown

NEEHEIHREE R , ZBESEHRR(52)E , EWACLELE :

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

10 packets captured

2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply



Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flowwith id 52, uses current flow

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

FBHD . RIREREFRMS —NFLIESFAN ., £RUOBFIR.



Prefilter_Policyl

Acoess Confrol = Prefiiter Metwork Desooeery Applcabon Detectons Conmelation Adtigens ¥

Hon-lunncied traffic is allowed

NERREZEINEREHES (EEFEEREETR)
Spoiler ( 38 HE R )

firepower# show capture CAPO packet-number 2 trace

R0

2 : 00:01:38.873123 192.168.76.39 > 192.168.75.39 : icmp : NZ&F

FYER : 1
HKA . IR

Config :

HEEFR:

MACT5 B 5l %

BYER : 2

A . ACCESS-LIST
FRE

Config :
(%= w0
HEFEE:
MACTj A5l &
Breg : 3



KA - FLOW-LOOKUP

FEA .

Config :

HEEER :

KEIDA62RVR , AR

BYER - 4

A . ACCESS-LIST

FRE . BF

2 W

Config :

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434450 : PREFILTER POLICY : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434450 : RULE : Fastpath_dst_192.168.75.0/24
HEER

BYER : 5

KA : CONN-SETTINGS

FRAE .

Config :

class-map class-default
match any

policy-map global_policy
class class-default

set connection advanced-options UM_STATIC_TCP_MAP



service-policy global_policy global
HEEFEER

BYER : 6

A NAT

FRE . §LF

MER : 7

KR . IPEI

Config :

HERFE:

BAER : 8

A : ROUTE-LOOKUP
FRE : EHfTHAEO

R AT

Config :

HyEER

RI T —1192.168.75.39FE N EFfE A i Oifc
BYER : 9

A : ADJACENCY-LOOKUP

FRE  T—BhMBEE



SEB AR

T —Bkmacit: it c84¢.758d.498185 1 140376711128802
BYER : 10

EKH IR

input-interface : AI&B
input-status : up
input-line-status : up
output-interface : PIEp
RS - up
output-line-status : up
BE AT

firepower# show capture CAPO packet-number 2 trace 10 packets captured 2 : 00:01:38.873123
192.168.76.39 > 192.168.75.39 : icmp : echo reply phase : 1 Type : CAPTURE Subtype :
Result : ALLOW Config : EffS8 : MAC Access List Phase : 2 Type : ACCESS-LIST
Subtype : &R : ALLOW Config : BREXMNEHAME S : MAC Access List Phase Type : FLOW-
LOOKUPF3HE : £ 8 : AFEE : HES : REIMWIDAG2MVR , A LB ER : 43R

: ACCESS-LIST¥KE : HEL R : AFEIE : access-group CSM_FW_ACL_global access-list
CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450 event-log
both access-list CSM_FW acl_remark rule-id 268434450 : PREFILTER POLICY :
Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id 268434450 : RULE :
Fastpath_dst_192.168.75.0/24 S8 : BYER : 535 : CONN-SETTINGSFHHE : £ 8 : /iF
Bt £ : class-map class-default match any policy-map global_policy class-default set connection
advanced-options UM_STATIC_TCP_MAP RS -policy global_policy HfttfE 2 : BBt : 6FKHE .
NATER . S2EER  ATERE : HtER R : 73R8 . IPEMFRE L8 ATEE: H
bS5 : BYER : 83H . ROUTE-LOOKUPFHE : T OBOLER : ATEE : HER : &I
BT —8k192.168.75.39fF A i Qifc A ZPRT EX : 925 E! : ADJACENCY-LOOKUPFZEE! : T — B4R
BER  ATRE : HttFEEREE  BEEZ T —Bkmacith 1tc84¢.758d.49814m
140376711128802/1 B¢ : 103K E : CAPTUREFRE : £R : AFEE : HMER : MACIHRIFIX



£ 8 . HAED : inside input-status : up input-line-status : up output-interface : inside output-
status : up output-line-status : upi®#E : oiF

5 UE

EAARE D ARIAREREIER

A

i

o

&
EEBENESH PHRRETRIETRE,
HPEBERR
HEDX EREH R E B SE TR TR,
MxER

o TLATE AL R BIFFE ARASHY B8 Firepower BE /0 (FMC) Bl B H5m:
BRI 4B NS R B SRS

o BR2RBEARZFHRMTAC)BIUEF L ATMILIERE , LT # A XCisco Firepower F —{ &£
ERORAZEERAR , SEEAXFRIVAE :
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