T BFTDRY SRR ATH R
B =%

I

{FAZEH| — Lina Traceback
FAZEH| — SnortEHIK A

EEE@ _ﬁzﬁ;zu E“E&S";

FARH| — MIO-Hearbeat#(f& ( BE4HIEE )
HXER
s AN
Gl

AN R QAT IR R 22 4 By K 8B LR By 8 (FTD) £ BV B R AT RS H B o

TORFAMF
=R

Cisco BB THUTER :

+ Cisco Secure FTDE & 7] At (HA)IZ B
o BRI AIBEEROFMC)HNERT A

E AV A L

AXEPNEEETUTRENESRAE

« BRIFMCv7.25
« Cisco Firepower 9300%& %lv7.2.5

AXRANEENRETREZREREFNREREN. AP ERANEEESNERAR
(BN ) BE. NELHRELTEDRS , BHERETHAEGSHNEERA,

=|ﬁt’g{l:l %\



HUE TRz 1T IR S 2R

FIDIRFEZBARFNEBEAZTRRNEOESTRR. FIDRATUE , AERFERFZFETRLE
ENZEOERERESSREZNAS. HATHEHANPEARZBRSHMIX KK , SR BEY)
MEH,

HE SR AH B

fEF RG] — BIREERRUTTT , TR

HEFTD HAERE RO SR | R HIBIREREE , RS RBETRES | BN RRIT
EOfETRREZENR,

LR GHR MR RERER  ETARHERBER.

Analysis Policies Devices Objects Integration Deploy 2 60 £+ @ adminv gl

5 all notifications

lormal (2) Deployment Pending (1) ® Upgrade (0) @ Interface Status - 10.82.141.171 -4
Interface "Ethemet /3’ |s not receiving any packets
Imerface ‘Ethemet1/3 has no link

Madeal Version Chassis Licenses Access Control Policy Auto RollBack

Firepawer 9300 with FTD 7.25 =] Q'Pfl'r;.fm;;l',;" 1 L M4 Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 = SL\{';U_“: Mudui& o i Essentials, IPS (2 more...)

HEBR R P B R

gg_tlﬁﬂﬁﬁ&%m'{kzuﬂ]b‘zu iﬁﬁﬁﬁ J’j\—Fﬁi% .
. §mwfakwa'——-4LZK¥§;E4§’TV5%%§$HE§E]BjEkFEﬁUﬁE{ka$BGﬁ§5§o

Monitored Interfaces 1 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Waiting)

Interface INSIDE (172.16.10.1): No Link (Not-Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)



Interface DMZ (192.168.10.2): Normal (Waiting)
Interface INSIDE (172.16.10.2): Normal (Waiting)
Interface OUTSIDE (192.168.20.2): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

HEFOMRS R ‘Waiting’st , XEKEZOLTERRS , BEERBEIRENFRE LMENZEON
helloZ#E 2.

5—% M| , JRE“No Link(Not-Monitored)" K& ZiZ AW IRER EXA , BREIREERTH
HATHEE,

AT RGN, BAENERAERRED LEAEOETRR SRR EMNAZ AP,
EEFEED%.}’:? ) "Lﬁg’rﬂﬁf:Device> Device Management > High Availability > Monitored Interfaces.

Lt ® & 7RMonitored Interfacesi I :

Muonitored Interfaces

L ~ Ay

ERIIFZHEEEONZAIPHUARE , FETHUTHS
* show failover — B RBXRFMREFNEONBEVRIRSHE LR,

Monitored Interfaces 3 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Monitored)

Interface INSIDE (172.16.10.1): No Link (Monitored)

Interface OUTSIDE (192.168.20.1): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Monitored)

Interface INSIDE (172.16.10.2): Normal (Monitored)

Interface OUTSIDE (192.168.20.2): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

ERARA — EOFTRRKE
MRREEZWIRED EREFhelloHB15% , FAMR—ARENEONREAK , BES—AR



#LEE1T , MIARZEORERE,

MRZFFENBEROAHBEBENNERE , ARTHRFNREEZEOS TEARE , WaREREY
8

gﬂ%&% H @ﬁ ) BES M ZE Devices> Device Management > High Availability > Failover Trigger Criteria.

I R 4 38 32 O MU BR B AR BV B 4R

Analysis Policies Devices Objects Integration Deploy O &D £+ @ adminv lue
notimcations
Mormal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A Cluster/Failover Status - 10.82.141.169

SECONDARY (FLM1946BCEX)
FAILOVER_STATE_STANDEY_FAILED (nterface
check)
SECONDARY (FLM
FAILOVER_STATE_STANDEY (Interface check)
SECONDARY (FLM1948BCEX)
FAILOVER_STATE_ACTIVE (Other unit wants me

Model Version Chassis Licenses Access Contr|

@ Interface Status - 10.82.141.171 X

Interface "Ethernet1/4° has no link

A Cluster/Failover Status - 10.82.141.171 X
SECONDARY (FLM1946BCEX)

W4 Eecantials, IPS (2 mare...) FTD HA FAILOVER_STATE_STANDEY (Check peer event

for reason)

SECONDARY (FLM1346BCEX)

FAILOVER_STATE_ST# BY (Check peer event

for reason)

PRIMARY (FLM19389L0R)

Firepower 9300 with FTD 725 B |.t-',;l" i

Firepower 9300 with FTD 7.28 Essentials, IPS (2 more...)

=] Security Module = 1

HE B OC ] B Y B PR A IR B4
ERIRERRE , BEAUTHS
* show fallover state — Jttﬁi‘%i/T‘W‘j/l\lﬁﬁ'E@MBﬁ@ﬁﬂﬁﬁ*ﬂt)ﬂ?ﬁ%%ﬂﬁﬁmﬁEE]o

<#root>
firepower#

show failover state

This host - Primary

Active Ifc Failure 19:14:54 UTC Sep 26 2023
Other host - Secondary
Failed Ifc Failure 19:31:35 UTC Sep 26 2023

OUTSIDE: No Link

* show failover history —iﬁﬁ&l‘ﬁﬂ]ﬁ)ﬁilﬂio Mﬁﬁtﬂﬁ}ﬁiﬂi&ﬁﬁiﬂ’ﬂﬁ&l‘ﬁtﬂiﬁﬂﬁ?‘éﬁﬂi
URRASELRNRE,

<tfroot>

firepower#



show fail over history

From State To State Reason

19:31:35 UTC Sep 26 2023

Active Failed Interface check
This host:1
single_vf: OUTSIDE
Other host:0

EARS — SHAERR
MREMRE WA T HBE0%EH , IMEREEBEME,
SRS HR R A BRI E R ER -

Analysis Policies Devices Objects Integration Deploy @, ﬁo it @ adminv  dnh s
¥ Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A\ ClusterfFailover Status - 10.82.141.169 X
PRIMARY (FLM19389LOR)
FAILOVER_STATE_STANDBY (Check peer evant

for r

SECONDARY (FLM19468CEX)

Soce b Cliasss S fAEESS Conti FAILOVER_STATE_ACTIVE {Inspection engine in
other unit has falled(My failed services=, Peer
failed services-diskstatus))

A Cluster/Failover Status - 10.82.141.171 X
PRIMARY (FLM19389LOR)
FAILOVER_STATE_STANDEY (Other unit wants me
Star
PRIMARY (FLM19389LOR)
FAILOVER_STATE_STANDEY_FAILED (Detect
Firepower 9300 with FTD 7.2.5 B S'e;_'" i'.':Mo:dL:Iu- = L " Essentials, IPS (2 more...) Inspection engine fallure(My falled senvices

diskstatus. Peer failed senices-))

© Disk Usage - 10.82.141.171 A

F ser 9300 \ T 5 i : (3 S e— i .
Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...) Inghw using 98%: 186G (4.8G Avall) of 191G

El Security Module - 1

i PR 3 47 SO )
ERIEMERR  BEAUTHS

* show failover history — ERHMEYRAERIER, WEVRAFERE RYE EZNBETIRRSEXR
BRIRSE RN ERER,

<#root>
firepower#

show fail over history

From State To State Reason

20:17:11 UTC Sep 26 2023
Active Standby Ready Other unit wants me Standby
Inspection engine in other unit ha



20:17:11 UTC Sep 26 2023. Standby Ready
Active

* show failover ——-5@ﬁ§*§9€§§f?ﬁ&%%E@ﬁ&ﬁitﬂﬁﬁqﬁ%§ﬂgﬁgﬁéo

<#root>
firepower#

show failover | include host|disk

This host: Primary - Failed

slot 2: diskstatus rev (1.0) status (down)
Other host: Secondary - Active

slot 2: diskstatus rev (1.0) status (up)

o &f-h — ETFIEEERNHERENEXRER , @FEEXN B

o

<#root>
admin@firepower:/ngfw/Volume/home$

df -h /ngfw

Filesystem Size Used Avail Use% Mounted on
/dev/sda6 191G 186G 4.8G 98% /ngfw

£ FA 245 — Lina Traceback

MR AlinaBl¥ , TR AL METREH,
B B4R Elina traceback{E )i T &£ RV EIR :

Failed Detect Inspection engine fa
due to disk failure

AzZE, FREIEMRER



Analysis Policies Devices Objects
lormal (2) Deployment Pending (0)

Model Version

Firepower 9300 with FTD 7.25

Firepower 9300 with FTD 725

f Alina tracebacki#t 1T HFE ] #

ERITFHERE

® Upgrade (0)

Integration

H Security Module = 1

B security Module - 1

, BEALTHT

Eszsentials, IPS {2 more...)

© Essentials, IPS (2 more...)

Deploy

A @ & @ adminv i ¢

A Cluster/Failover Status - 10.82.141.171 X
PRIVARY (FLM19389LOR)
FAILOVER_STATE_ACTIVE (HELLO nat heard fram
peer)

© Interface Status - 10.82.141.171 X

Imerface "Ethemetl/ 1" is not receiving any packets
" Is not recel any packets
' is naL Fecel
Ja' Is not reced

Inerace Ethe
Inerface "Ethe

© Appliance Heartbeat - F241.24.04- x
FMC4E00
Appllance 10.82.141,169 Is not sending
heanbeats.

Ay Process Status - 10.82.141.169 >

lina exited 2 time(s)

* show failover history —i%ﬁkﬁﬁfmﬁéﬁiﬁio ESZFE’G)J?&J%EEE%&%H%H’\JE&I‘E’GB}M?{%&EE&

BERBSERNERER,

<#root>
firepower#

show fail over history

From State To State Reason
8:36:02 UTC Sep 27 2023
Standby Ready Just Active HELLO not

18:36:02 UTC Sep 27 2023
Just Active

18:36:02 UTC Sep 27 2023
Active Drain

18:36:02 UTC Sep 27 2023
Active Applying Config

18:36:02 UTC Sep 27 2023
Active Config Applied

Active Drain

Active Applying Config

Active Config Applied

Active

R Rlina traceback , HEEAU T RTERZOXH :

<ffroot>

(failover
HELLO not

(failover

HELLO not
(failover

HELLO not
(failover

HELLO not
(failover

heard from peer
Tink up, no response

heard from peer

Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

from

from

from

from

from

pee

pee

pee

pee

pee



root@firepower:/opt/cisco/csp/applications#

cd /var/datalcores

root@firepower:/var/data/cores#

Is -1

total 29016

-rw------- 1 root root 29656250 Sep 27 18:40 core.lina.11.13995.1695839747.9z
MAFEAlnaBl M |, EABWKEREBR XY, SHZOXGHEKRERTAC,
185 FA 225 — Snort3= 45l 5% 7]

MRERREZ LEI50%HISnort3 KBl R EWMEE |, N 2ftR HFELDHR,
IHE AR B H 528 = snort & TR AT 4 ARV B 4R

Analysis Policies Devices Objects Integration Deploy Q @ #* @ adminv Il sp
—
iss all notifications

dormal (0) Deployment Pending (0) ® Lipgrade (0) ® Snort 3 (2) A ClusterfFailover Status - 10.82.141.169 <
SECOMDARY (FLM1946BCEX)
FAILOVER_STATE_STANDEY (Other unit wants me
Standly)
SECOMDARY (FLM1946ECEX)

Model W N ct Licenses A Cont

FAILOVER_STATE_STANDEY_FAILED (Detect
Inspection engine failure(My failed services-snort.
Peer failed services-])

€ Process Status - 10.82.141.169 *
The Primary Detection Enging process tarminated
unexpectedly 1 time(s),

Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...) FTD HA

3 F241-24-04-FPROK-1 cisco.com:44
=4 Security Madule - 1

FPRIK-2.cisco.c0

Firepower 9300 with FTD 7.25 = :Sggl.lfii\;’.;".oé.t:ibt ; Essentials, IPS (2 more...) FTD HA

5 F snort B 3t 17 T BE ) i
RNT RIEHERRE , BEAUTSGS :

* show failover history — L REEYIHR A L 18R, BENHRALIEFRE RET ENHENHRREBTEX
URRSERNRER,

<#root>
firepower#

show fail over history

From State To State Reason

21:22:03 UTC Sep 26 2023



Standby Ready Just Active

21:22:03 UTC Sep 26 2023
Just Active

21:22:03 UTC Sep 26 2023
Active Drain

21:22:03 UTC Sep 26 2023
Active

* show failover ——-Eiﬁi$§9€tQ€§HQﬁ&E§tU£ﬁﬂﬁ%§E@ﬁ%ﬁéo

<#root>
firepower#

show fail over | include host|snort

This host: Secondart - Active

slot 1: snort rev (1.0) status (up)
Other host: Primary - Failed

sTlot 1: snort rev (1.0) status (down)
Firepower-modulel#

Inspection engine in other unit has failed
due to snort failure

Active Drain Inspection engine in other unit
due to snort failure

Active Applying Config Inspection engine in o
due to snort failure

Applying Config Active Config Applied Inspect
due to snort failure

R FsnortE ¥ |, EEA TS EHKcrashinfoslcore X4 :

<tfroot>

For snort3:
root@firepower#

cd / ngfw var/ | og/ crashinfo/

root@firepower:/ngfw/var/log/crashinfo#

ls -1

total 4
-rw-r--r-- 1 root root 1052 Sep 27 17:37 snhort3-crashinfo.

For snort2:
root@firepower#

cd/ var/ dat a/ cores

root@firepower:/var/data/cores#

s -al

1695836265.851283



total 256912
-rw-r--r-- 1 root root 46087443 Apr 9 13:04 core.snort.24638.1586437471.9z

Xt FsnortE# , BEAEBWNEREIR M., FHEOXH , FRRBBTAC,
EARS — B BRAE

FTDIRZEIEAheloE R EEHEEBERRKBES —RFNBITRR. HRFERERER
ERKEELEM =5hellodH R , FEZEEEQ EANIRXKME |, WTRELARBELIRENS,

BEBRER ST R R A& IR P A A AR B4R

Analysis Policies Devices Objects Integration Deploy Q €2 ¥+ @ adminv el o

notifications

Normal (2) Deployment Pending (0) ® Upgrade (0) @ Snort 3 (2) © Interface Status - 10.82.141.171 X
Interface "Ethernet1/1" has no link
Interface "Ethernet1/2" has no link

Madel Version Chassis Licenses Access Cqr A Cluster[Failover Status - 10.82.141.171 b4

CLUSTER_STATE_GEMNERAL _FAILURE (Fallover
Stateful link down)
CLUSTER_STATE_GENERAL_FAILURE (Failover
LAN link down)
PRIMARY (FLM19389L0R)
FAILOVER_STATE_ACTIVE (HELLO not heard from
peer)

Firepower 9300 with FTD 7.25 =] ‘ue[urllyl\-'ludule : " Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...)

B Securty Module - 1
R A R R PR A A R PE D R
RNT BEHERRE , BEAUTSGS :

* show failover history —ii’\ﬁﬁﬁﬂ]ﬁﬁilﬂio '&kﬁﬁﬂ]?ﬁ&)ﬁilﬂiiﬁﬁiﬂ’ﬂﬁﬂlﬁﬁﬂ]?ﬁ&ﬂﬁﬁﬁﬂ&
URRASERNRE,

<#root>
firepower#

show fail over history

From State To State Reason

22:14:42 UTC Sep 26 2023

Standby Ready Just Active HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Just Active Active Drain HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023



Active Drain Active Applying Config HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Applying Config Active Config Applied HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Active Config Applied Active HELLO not heard from peer
(failover 1ink down)

* show fallover state — Jttﬁf‘%ﬂ/T_\W‘j/l\lﬁﬁ'E"JHﬁﬁfﬂﬁlﬂ(?&ﬂlt)ﬂ?ﬁ%ﬂgmﬁﬁfﬂﬁﬁE_E]o

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Failed Comm Failure 22:14:42 UTC Sep 26 2023

F =6 — MIO-Hearbeatif{fE ( B4R % )
BARFRGIERHREELELHRES. HRKEOEMAR , et SEREYS,
NT WIEHERRA , EEANLTHS -

* show failover history —i%ﬁkﬁﬁtﬂ}ﬁﬁiiﬂio ESZFE’G)J?&J%EEE%&%H%E’\JE&I‘E’GD}&%%&EE&
BEIRSE RN REE,

<#root>
firepower#

show fail over history

From State To State Reason

02:35:08 UTC Sep 26 2023
Active Failed MIO-blade heartbeat failure

02:35:12 UTC Sep 26 2023
Failed Negotiation MIO-blade heartbeat recovered

02:37:02 UTC Sep 26 2023
Sync File System Bulk Sync Detected an Active mate



02:37:14 UTC Sep 26 2023
Bulk Sync Standby Ready Detected an Active mate

HMIO-hearbeat i B AT , 58 VB WINEBEHR M , ERFXOSWEARBE , A 5EH
TACEX R,

X+ FFirepower 4100/9300 , &Y EEshow tech-support chassisFlshow tech-support module,

3 FFPR1000/2100F1 %2 £ Bh K #3100/4200 , & W EEshow tech-supportFR 1%

MXER

FTDEY & Al A 14

 ¥£ Firepower 8 ¥ FH&E FTD S A4
BEBRFirepower U 4 AT 12 B S

I — t{AIEFXOS k4 FShow Tech-Support X #F
AR MY - Cisco Systems



/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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