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Thu Jul 11 16:05:28 2019 Info: MD 40 DLP violation. Severity: CRITICAL (Ri sk Factor: 96). DLP
policy match: 'US H PAA and H TECH .

Thu Jul 11 16:41:50 2019 Info: MD 46 DLP violation. Severity: LOWN (R sk Factor: 24). DLP policy
match: 'US State Regul ations (Indiana HB 1101)'.
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Mon Jan 20 12:59:01 2020 Info: M D 26245883 DLP no viol ation

BRI R

THRHANZLEDLPHIR D RFFH AW/ ERFNAIUERNELIE

A EXFRE—NMERIIK. MREBEFEEFNANS , EHRRIABTAC,
HIADLP3| SR A

BMIABERT , DLPEIZEEH TR AZH , FIHEREITH R RA 2 IEE & 1858 2 se SR 5
EYREXREE,

BRLLSMEIGUIA 2 RS TR B IEE X , LWEIASRISIZBRAAERERE R TANERH. M
REMUA , NWATLLR T M AIER LINITER

File Type Last Update Current Version Mew Update

DLF Engine Mon Apr 20 15:41:29 2020 1.0.18.d704601 Mo updates available,

Mo updates in progress. |:|
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Data Loss Prevention Settings

Data Loss Prevention: | Enabled
Matched Content Logging: | Enablied

Edit, Selings... |
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Processing Details

Summary DLP Matched Content

MESSAGE ID 2054 MATCHED DLP POLICY: Credit Card Numbers
Viclation Severity: | LOW [Risk Factor: 22)
Message: Credit Card Numbers

» credit card information.
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Attachment Type Mappings

AU Mapping...

Fingerprint / MIME
MIME Type
MIME Type
MIME Type
Fingerprint

Fingerprint

Export List... I

Type
audio™
wikhea, ™
mage ™
Media

Image

Impart List... i
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Global Settings

Action for attachments with MIME types / fingerprints in table above:
Maximum depth of attachment recursion to scan:

Maxirnunm attachment size to scan:

Attachment Metadata scan:

Attachment SCanning tmeaut:

Assurme attachment matches pattern if not scanned for any reason;
Assume zip file to be unscannable If files in the archive cannot be read?

Action when meéssage cannot bé dedonstrudted o remove specified
attachrments.

Bypass all filters in case of a content or message filter error:
Encoding o use when none is specified:
Convert opaque-signed messages to clear-signed [S/MIME unpacking):

Safe Print setings

Actions for Unscannabile Messages due [0 decoding enrors found during URL
Filtering Actions:

Action wheén a message is unscannable due 1o extraction failures:

ACTION When a message is unscannabie due o RFC violations:
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Severity Scale:

Skip
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Diediver

Yes

US-as5CIT

Disabled
Maximam File Size
Maximam Page Count

Document Quality

Disabled

Dediver As 15

Disabled
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Edit Global Settings...
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= Filter Senders and Reciplents:
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Only apply to a message if it | Is w | sent to one of the following recipient(s):

Separate multiple entries with a line break or comma, (Example: user@example.com, userng,

Grexarmple. com, @.exampe, com)
Only apply to a message if It | Is » | sent from one of the following sender(s):

testemail@mail.com

Separate multiple entries with a line break or comma. (Example: user@example.com, useng,
EEXATE. Lo, @.example, o)
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
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