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ASYNCOS 11,0, me— . AsyncOS 11.0.x | Cmnsn.s_x
GMymDE 1255 m—® peinc()S 12.5%

FRFMH

1. EEEREENESFRRHE

2. MEEINBEMNFES LIZTHASyncOSHA : Cx70 ( HMBEHES ) XRINBLEF
ESA, |Cx95 ( R HMEHREF ) (XRESAEMREFESA, | F&, : CLI, BT TRA
Ul, SImERE>REFE

3. EATHERMYEZSIRZNER
4 BENEEGREEEEFHETD ECLI |, BTt Hclusterconfige Ul , S EGEHE">YER" 0
RIZEZ|“Mode - Cluster:cluster_name’ , REZEHEBREFEIT

5. THEREBHEZEELIZEZ(VESA): ELHCXx70XFHMRA , HT#11.0.0-274:
https://software.cisco.com/download/home/284900944/type/282975113/release/11.0.0

6. B LA THih A £ 2 —3REWVESARF AT : Al iE EEEMA5 KIS eT ZR4A M F AT EIREEE
SR A EAHIXML

BB 4(Cx70) H & B B FAsyncOS

A FERACXTOERNEERNERER, FBECX7T0ESEAsyncOS 11.0.xE#HBES, HT
APASYyNncOSIR A Z B EAEEE , REENNEHRETBEIVESA , REFAZVESATERER S
FFREZ

ERNAREIBIFES , HFHREARIRENREIHAsyncOSHEM EFE (GD) S 4 & F (MD)h
o

FIRABCX70HWFH 4 211.0.3-238(MD)

R Z 218 AsyncOS 11.0MA AR |, FEAUTHAARMBHLZEIRE

1. RFRBOXMLECE X f+.

2. MRFEALREFIRMIEFIRINE , FRLREFIRMAELEFIRBIEENRE S
3. HEFREMTRERF.

4. FEHEAFINZE,

5. NREEERIFH , BERGEAR


https://www.cisco.com/c/zh_cn/products/hw/tsd_products_support_end-of-sale_and_end-of-life_products_list.html
https://software.cisco.com/download/home/284900944/type/282975113/release/11.0.0
https://www.cisco.com/c/zh_cn/products/collateral/security/email-security-appliance/eos-eol-notice-c51-730832.html
https://www.cisco.com/c/dam/global/zh_cn/td/docs/security/esa/esa11-0/ESA_11-0-3_Release_Notes.pdf

6. % & “Available Upgrades” ( TAAE ) RERF , EP I T HMNAsyncOSHF A F &,
7. B §“Begin Upgrade(FFI AR )" =4 , BHOARGFE. ERFHIANEZ, ARERE , &
Fi“Reboot Now (I EDEF B3 IZHAEFH B3R E
8. MEFFBEMWRER.
BEfEAE , BRIEETHASYyncOSHRZA :

. CLI , BT S hRA&

UL, SRMELES-REER
EE  MREREBREETESMEE , WA T -85,
BIERFE (EHRBCXTOHWLE)

PIEEHTHZINERE, BAXFARSHTETEENGR , 2R (AFER) . #H
clusterconfig > Create a new clusteris © , KL FLUTHS :

C170. 1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

Enter the nane of the new cluster.
[1> migration.!local

Shoul d all machines in the cluster comunicate with each other by hostname or by |IP address?
1. Communicate by | P address.

2. Communi cate by host nane.

[2]> 1

What | P address shoul d other machi nes use to conmuni cate with Machi ne C170. 1 ocal ?
1. 10.10.10.56 port 22 (SSH on interface Management)

2. Enter an | P address manual ly

[1>1

O her machines will comunicate with Machi ne C170.1ocal using | P address 10.10.10.56 port 22.
You can change this by using the COMUNI CATI ON subconmmand of the clusterconfig comrand.

New cl uster conmitted: Sat Jun 08 07:47:59 2019 GMI

Creating a cluster takes effect immediately, there is no need to conmit.

Cluster migration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nmachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

[1>


https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0101000.html

(Cluster migration.local)

£ FAVESARHEC [ #7382 ¥ ¥ 4-(Cx95)

A FERACXTOERNEERNERIERZ, FACX7T0E SEAsyncOS 11.0.x E#HES, HT
YR AMASYNcOSIR AR Z B EEEE , #FEEZFNBEREIREIVESA , RAEFHZVESAREER S
IR %

ERBVESA

MBETRZ A TRVESABRGHRE (BRANBRREEMNRBREER) HITHE,

AEXE  ZEEFERHEXDHCPHEOER)NEES , EEM TN LIREERIAMX(setgateway) , 1N
BEMRZFWANEX . FRREEERRERDRNEE.

HRIZHVESALLITEICX70

EBEBVESAfE , WIEETHASyncOSHRZA :

- CLI , 21T W hRAS

Ul SMELESREERE
L IRJFCx70MIAsyncOShR A 4 £11.0.3-2380F , A FE EFEVESAZ TS Z £ AsyncOSHR
AERE Y TECMRAS, (BD11.0.3-238:11.0.3-238 , A~ =211.0.0-274:11.0.3-238, )

1. NREBEE I+ , B REAR
2. B #H“Available Upgrades” ( TAAE ) RERF , HP I & AMNAsyncOSHH A F &,
3. B #i“Begin Upgrade(FFI AR )= , ARG FE. ERBHIANEZ, ARERE , &
Fi“Reboot Now (I EDEF B3 IZHAEFH B3R %
EfEE , RILETHASYyncOSRRA :

. CLI , BT hRA
Ul , SInZEKIE>REEE

FERIVESAIN A SRIESASEE

MVESAHBICLI® | =7Tclusterconfig > Join an existing... fFVESARINEI LR+ | TR

VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster

3. Join an existing cluster over SSH

4. Join an existing cluster over CCS.

[

Wiile joining a cluster, you will need to validate the SSH host key of the renpbte nachine to
which you are joining. To get the public host key fingerprint of the renmote host, connect to
the cluster and run: logconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw || inherit the values set at the group


https://www.cisco.com/c/zh_cn/products/hw/tsd_products_support_end-of-sale_and_end-of-life_products_list.html
https://www.cisco.com/c/dam/global/zh_cn/td/docs/security/content_security/virtual_appliances/Cisco_Content_Security_Virtual_Appliance_Install_Guide.pdf

or cluster node for the non-network settings. Ensure that the cluster settings are conpatible
with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe
cluster. These settings on this machine will remain intact.

Do you want to enable the Custer Conmunication Service on ironport.exanple.con? [N > n

Enter the I P address of a machine in the cluster.
[1> 10.10.10.56

Enter the renote port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Would you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the name of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:22:44:aa:cc:55:ff:ff:11:66:77:ee:66:77:77: aa
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to conmit.
Cluster migration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

(1>

(Cluster migration.local)>

teat , BHVESARIE AR BB CX7TO/HWIETHEINEE.

iE{Tclustercheck@as S ARIEE S | HRIFMABVESASCX5Z2 AIRBFEEEMFT—B, (BHXiF
HER , BSHEHET . )

EXE . BHVESARLEERE, NTREE , BLITRVESAEATANMXFINEIDNSIZRH |, =
BIEEESANNE IR LB Tt

MESASEH F il BRVESA

MVESA EBICLI , #&i=Tclusterconfig , F{F FAremovemachineiR EMEE B Il BRIZ =R -

(Cluster migration.local)> clusterconfig



Cluster migration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

[1> removenachi ne

Choose the machine to renpove fromthe cluster.
1. C170.1ocal (group Min_G oup)
2. VESA.local (group M n_G oup)

[1]1> 2

VMr ni ng:

- You are renoving the machine you are currently connected to, and you will no |longer be able to
access the cluster.

- This change will happen immediately wi thout a commt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nay take a mnute...
Machi ne vESA. | ocal renpved fromthe cluster.

FEVESATICx95H 4 B12.5.x

et EREETBS , BEEAHRVESALEE FHW/CXxOSHEITIR, ASXRAPRHRIZEMER
Cx951E N B#ACXx7TOMV IR R -

CX95RE 4 BERZ1TAsyncOS 11.5.xo BRIEBIUM11.5xARE12.5.x,

VESAE Bz 1748 B /9 L B KR A< B9 BB 4 22 £ AsyncOS. (E112.5.0-059:12.5.0-059 , TR 211.0.3-
238:12.5.0-059, )

EAERzE , BEEEFRVESALHHSENRE. BEBRNTAFEXEM : HVESAMACX708
;i Eﬁilﬁﬁ HWE #7712 7 19 B¥ £ B & (update-manifests.ironport.com 443), A | EFEK
VESA , EENHEHIERAVMEFEF. ]

EERULERE  EMCLIETUT@® T

1. updateconfig
2. dynamichost ( *IX 2R EEME B L SR BRFEG S
3. W ALLTFHZA : update-manifests.sco.cisco.com 443
4. & —IXEnterfIRE ECLIRR T
5. TR URFEEE X,

EAHRVESAFICx95:

1. M“%\/)L EE”ﬁIﬁ‘F':F' 1&1’*“%\,;.,9%&”
2. ¥ H“Available Upgrades” ( TAAER ) REMF , KhIEAHBAsyncOSHE AR,
3. B #“Begin Upgrade(FFIAAR ) =M , BHARFEH KR, ERBHAMNELZ, ARTRE , £



$i“Reboot Now(IZBDEH B3 IR EFH B 3% %
BEfEAE , BRIEETHASYyncOSHRZA :

. CLI , BT HRA
UL, BMERESREER

52 A B B i B B HTHW/Cx95

3 F ALY &Mﬁxiﬁﬁa ZIZW, HRL%E, HEHTRTHEHS ( BICx95 ) WEARMEE B,
ﬁ?@CxQSE’Jli?HHnm 25 (BER B FIHRLIREC195, C395, C695FIC695F Al 1IER)

o

BIEE TR (EVESAL )

MRFLEHEAMRNESEEY , BEACKTOBRETNHERBEE IR, =E 6 £AMEE
EHORFRE, XESNSRNES  JEEVESAL :

VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. J0| n an existing cluster over CCS.

[

11>

Enter the nanme of the new cluster.
[1> newcluster. | ocal

Shoul d all machines in the cluster comunicate with each other by hostname or by |IP address?
1. Conmunicate by | P address.

2. Communi cate by hostnane.

[2]> 1

What | P address shoul d ot her nachi nes use to conmuni cate with Machi ne C170. 1 ocal ?
1. 10.10.10.58 port 22 (SSH on interface Managenent)

2. Enter an | P address manual ly

[1>1

O her machines will conmuni cate with Machi ne C195.1ocal using |IP address 10.10.10.58 port 22.
You can change this by using the COMMUNI CATI ON subcomrand of the clusterconfig comrand.

New cl uster conmitted: Sat Jun 08 11:45:33 2019 GMI

Creating a cluster takes effect imuediately, there is no need to conmit.

Cl uster newcluster.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nmenber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpbve a cluster group.

- REMOVEMACHI NE - Renpve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between nmachines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes conmuni cate within the cluster.
- DI SCONNECT - Tenporarily detach nachines fromthe cluster.


https://www.cisco.com/c/dam/global/zh_cn/td/docs/security/content_security/hardware/x95_series/Cx95_GSG.pdf

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

(1>

(Custer newcluster.local)>

FHEHCX5 A IRHIESATE 2

FECx95KICLI= | i=EfTclusterconfig > Join an existing... HCx95 X NEIVESA L Fl BV LR+ |,
TR :

C195. 1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

VWhile joining a cluster, you will need to validate the SSH host key of the rempte machine to
whi ch you are joining. To get the public host key fingerprint of the renpte host, connect to
the cluster and run: logconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw |l inherit the values set at the group
or cluster node for the non-network settings. Ensure that the cluster settings are conpatible
with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe
cluster. These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on ironport.exanple.con? [N > n

Enter the I P address of a machine in the cluster.
[1> 10.10.10.58

Enter the renote port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Would you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the name of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:11:33: aa: bb: 44: ee: ee: 22: 77:88: ff: 77: 88: 88: bb
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to conmt.
Cluster newcluster.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nmenber of.
- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.



- CONNSTATUS - Show the status of connections between machines in the cluster.

- COMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

[]>

(Custer newcluster.local)>

BEEMNERE , FEMBCXSMABWEE,
LR |, EHICX95SMEE B EMABCXx70/HWHIVESAZTHHEINE &

iZ{Tclustercheckin T A RIEREE , HRIMFMBVESASCXSZ AIRBFEEAFT—H. (BXiF
HMER , FZHAEHETFT . )

EvESAE’J%—"‘B YRS EREL , BEENupdateconfig IREBE NIEEHWEHEF. ZEEKULIE
¥, BMCLIEITUTHS :

1. updateconfig

2. dynamichost ( *IX 2 EE BB L SRR G
3. W ALLTFHZA : update-manifests.ironport.com 443

4. & —IXEnterfIRE ECLIRR R

5. TR URFEEE X,

T8 RBEE MR

Cx70 > Cx95

et , BEEMHXACKT0RE BIRUSRHIEIPH U MREREH B ETBHICX5MIREK., FEUR
RAEEKNTE 2 -

. Ul: Network > IP Interface (B B /NEZIZEONS R , UR S EABMNEONEMXEKENA]
- CLI : setgatewaysethostname

Cxo0oVv

B FERENMMLLEFERAEUESA. EiBTZ1Tclusterconfig > removemachine NI £ 8+
BREET , HERBENEBTRIBRNELIRZNES

(Custer newcluster.local)> clusterconfig
Cluster cluster
Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nmenber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renove a cluster group.

- REMOVEMACHI NE - Renpve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between nmachines in the cluster.



- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

[1> removenachi ne

Choose the machine to renpve fromthe cluster.
1. vESA. local (group Min_G oup)
2. Cl195.1ocal (group M n_G oup)

[1]1> 1

VMr ni ng:

- This is the last machine in the cluster. Removing it fromthe cluster will destroy the
cluster.

- This change will happen immediately wi thout a commt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nay take a mnute...
Machi ne vESA. | ocal renpved fromthe cluster.
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AsyncOS for Cx708YEoShR A
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FEE|IAsyncOS 12.xf5 , MREZFA TEHFHEX BEE TDLP , N ACLIZ Tclustercheckds % A

, DLPIREFRHF—BHESHI,

BEREREAS—HEE , FRNBNMNERERASEHPTEMEMAITENNDLPEE, FRANTRR How



do you want to resolve this inconsistency ? ” #Eclustercheckis T H , T T RABIFTR

(Cluster)> clustercheck

Checki ng DLP settings...

I nconsi stency found!

DLP settings at Cluster test:

nai | 1. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI by 'adnmin' on
nai | 2. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI by 'adnmin' on
do you want to resolve this inconsistency?

1. Force the entire cluster to use the nmail 1. exanpl e. com version
2. Force the entire cluster to use the mail 2. exanpl e. com versi on

3. lgnore.
[3]>

BRI IEESA LIE1THIAsyncOSHRAS Y iR A< 3 BB o

Hiths# . ESAEBERERE

mai | 2. exanpl e. com
mai | 2. exanpl e. com How


https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200885-ESA-Cluster-Requirements-and-Setup.html
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