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(edit) wor 2 execute (execute) x or 1
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Per m ssion Action chrmod option
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Hostkeyconfig

iz {775 Flogconfig > hostkeyconfig, &M% 7R “SSH DSS'BLE S HHN KRG B ERFFEEIFRE
ERENXERLTERENRHNEZA.

nyesa. |l ocal > logconfig
[1> hostkeyconfig

Currently installed host keys:
1. 172.16.1.100 ssh-dss AAAAB3NzaClkc3MAAACBAMUgUBGzt OOT. . . Qut Uns+DY=

RERE

RERFREEUT : BIER. ERLRZWAIIHER, DNSIRAEEMER commitas TR B AR
ARAF. REBENERHERENETRSEERAN,

1= {Ttailin S system_logs ACLIFIR I BN REB A RSERA,

& 1] LAt 3£ R CLITE SrollovernowFiE 2 4 5 < B3t HE X, BRBEFI H EXHSCPEIRNE
system_logsty R4t H ERS 8 -

nyesa.local > tail systeml ogs

Press CGrl-C to stop.
Thu Jan 5 11:26: 02 2017 Info: Push success for subscription nail_logs: Log
nmai | _| ogs. nyesa. |l ocal . @0170105T112502. s pushed via SCP to renmpbte host 172.16.1.100: 22

=R EHERR

MREEEEZNBREN RN RS BERSEE , N ENMEASSH |, HE17“SSH
testuser@hostname - VIR ETREKEXHWAFHE, XAEEE RHBIF HIEHEBRSSHIEZET K I
Mt 7,

$ ssh testuser@?72.16.1.100 -v

penSSH 7. 3pl, LibreSsL 2.4.1

debugl: Reading configuration data /Users/testuser/.ssh/config
debugl: /Users/testuser/.ssh/config line 16: Applying options for *
debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config |ine 20: Applying options for *
debugl: Connecting to 172.16.1.100 [172.16.1.100] port 22.
debugl: Connection established.

debugl: identity file /Users/testuser/.ssh/id_rsa type 1
debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_rsa-cert type -1
debugl: identity file /Users/testuser/.ssh/id_dsa type 2


//www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:

key | oad_public: No such file or directory

identity file /Users/testuser/.ssh/id_dsa-cert type -1

key | oad_public: No such file or directory

identity file /Users/testuser/.ssh/id_ecdsa type -1

key | oad_public: No such file or directory

identity file /Users/testuser/.ssh/id_ecdsa-cert type -1

key | oad_public: No such file or directory

identity file /Users/testuser/.ssh/id_ed25519 type -1

key | oad_public: No such file or directory

identity file /Users/testuser/.ssh/id_ed25519-cert type -1

Enabl ing conpatibility nmode for protocol 2.0

Local version string SSH 2. 0-OpenSSH 7.3

Renmot e protocol version 2.0, renpte software version OpenSSH 6. 6. 1p1 Ubunt u- 2ubunt u2. 8
mat ch: OpenSSH_6. 6. 1p1 Ubunt u- 2ubunt u2. 8 pat OpenSSH 6. 6. 1* conpat 0x04000000

Aut henticating to 172.16.1.100:22 as 'testuser’

SSH2_MSG KEXI NI T sent

SSH2_MSG KEXINI'T recei ved

kex: algorithm curve25519-sha256@i bssh. org

kex: host key algorithm ssh-dss

kex: server->client cipher: chacha20-pol y1305@penssh.com MAC: <inplicit> conpression:

zl i b@penssh. com

debugl:

kex: client->server cipher: chacha20-pol y1305@penssh.com MAC. <inplicit> conpression:

zl i b@penssh. com

debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:

expecting SSH2_ MSG _KEX ECDH REPLY

Server host key: ssh-dss SHA256: c+YpkZsQyUwi 3t kl VIFXHAst Wl kdewO1LG0s7P2khV7U
Host '172.16.1.100" is known and matches the DSA host key.

Found key in /Users/testuser/.ssh/known_hosts:5

rekey after 134217728 bl ocks

SSH2_MSG_NEVKEYS sent

expecting SSH2_MSG_NEVKEYS

rekey after 134217728 bl ocks

SSH2_MSG_NEWKEYS recei ved

Ski ppi ng ssh-dss key /Users/testuser/.ssh/id_dsa - not in PubkeyAcceptedKeyTypes
SSH2_MSG_SERVI CE_ACCEPT recei ved

Aut henti cations that can continue: publickey, password

Next authentication method: publickey

Ofering RSA public key: /Users/testuser/.ssh/id_rsa

Aut henti cations that can continue: publickey, password

Trying private key: /Users/testuser/.ssh/id_ecdsa

Trying private key: /Users/testuser/.ssh/id_ed25519

Next authentication method: password

testuser @72.16. 1. 100' s password: <<< ENTER USER PASSWORD TO LOG I N >>>

debugl:
debugl:

Enabl i ng conpression at |evel 6.
Aut henti cati on succeeded (password).

Aut henticated to 172.16.1.100 ([172.16.1.100]: 22).

debugl:
debugl:
debugl:
debugl:
debugl:
VMr ni ng:
debugl:
debugl:
debugl:
debugl:

channel 0: new [client-session]
Request i ng no- nor e-sessi ons@penssh. com
Entering interactive session.
pl edge: exec
No xauth program
untrusted X11 forwarding setup failed: xauth key data not generated
Requesting aut hentication agent forwarding.
Sendi ng envi ronment .
Sendi ng env LANG = en_US. UTF-8
Sendi ng env LC CTYPE = en_US. UTF-8
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